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CHAPTER 1 
 

INTRODUCTION TO THE AUDIT MANUAL 
 

A. PURPOSE OF THE AUDIT MANUAL
This Manual consolidates into one document the policies, procedures, standards, technical 
guidance and other techniques to be followed by the Deputy Inspector General for Audit 
Services (DIGAS) and staff in planning and conducting audit work within the Department of 
Energy (Department) and in preparing related reports on behalf of the Office of Inspector 
General (OIG). 

B. APPLICABILITY

All auditors in the Office of Audit Services (OAS) and auditors under contract to the DIGAS are 
required to follow the policies and procedures contained in this Manual for all audit work. 

C. RELATIONSHIP OF MANUAL TO EXTERNAL STANDARDS
The audit standards, policies, and procedures to be followed in executing the OAS mission were 
compiled from a variety of sources.  This Manual is intended to be consistent with external 
standards and to ensure that performance, financial statement, and all other audits conducted by 
or on behalf of the OAS are fair, professional, objective and reliable. 

 1. Government Auditing Standards.  The "Government Auditing Standards," 2003 
Revision, issued by the Comptroller General of the United States, contains standards for audits of 
government organizations, programs, activities, and functions, and of government funds received 
by contractors, nonprofit organizations, and other nongovernmental organizations, and shall 
apply to all OAS audit work.  These standards are referred to as "Generally Accepted 
Government Auditing Standards" (GAGAS) or, more informally, the U.S. Government 
Accountability Office (GAO) "Yellow Book." 

 2. American Institute of Certified Public Accountants.  The American Institute of 
Certified Public Accountants has issued various statements on auditing standards (SAS) that 
have been incorporated by reference in the GAO Yellow Book for financial statement and 
financial-related audits. 

 3. President's Council on Integrity and Efficiency.  The President's Council on 
Integrity and Efficiency (PCIE) has promulgated standards - i.e., "Quality Standards for Federal 
Offices of Inspector General", issued January 1986 - that apply to governmental audit activities 
and are consistent with the standards issued by the Comptroller General.  The PCIE has also 
developed standards and detailed guidance for conducting external quality control reviews of 
OIG audit operations. 

 4. Office of Management and Budget Bulletins and Circulars.  From time to time, 
the Office of Management and Budget issues various bulletins and circulars that require audits to 
be conducted in accordance with GAGAS, or that otherwise affect how audits of Department 
programs and activities are to be conducted.  These are available through the Office of 
Management and Budget (OMB) website. 
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 5. The Inspector General Act of 1978.  The Inspector General Act of 1978 (IG Act), 
as amended, requires that audit work conducted by the Federal IGs, as well as audit work 
conducted by nonfederal auditors on their behalf, comply with GAGAS. 

D. STRUCTURE OF MANUAL

This Manual is divided into seven major sections, as follows: 

 1. Part I -- Introduction.  Part I of the Manual includes an introduction and a chapter 
on auditing the Department's programs and operations. 

 2. Part II -- General Audit Policies and Procedures.  Part II of the Manual contains 
chapters on general audit policies, general fieldwork policies, planning, workpaper support, 
advanced audit techniques, general reporting policies, assuring a quality report, and audit 
resolution and follow-up. 

 3. Part III -- Performance Auditing.  Part III of the Manual contains chapters on 
conducting a performance audit, performance audit report formats, and issuance and distribution 
of performance audit reports. 

 4. Part IV -- Financial Statement Auditing.  Part IV of the Manual consists of a 
chapter on financial statement audits. 

 5. Part V -- Contract Audits.  Part V of the Manual contains chapters on contract 
auditing, contract audit reports, and cost accounting standards. 

 6. Part VI -- Auditing Department Major Contractors.  Part VI of the Manual 
contains chapters on guidelines for Internal Audit Groups of the Department's major contractors 
and assessments of contractor Statements of Costs Incurred and Claimed. 

 7. Part VII -- Administrative Policies and Procedures.  Part VII of the Manual 
contains chapters on general policies and procedures for office administration, personnel 
management, travel, and training and professional development. 

E. UPDATES TO THE MANUAL
This Manual is intended to be a basic reference document for all OAS guidance and instruction.  
To ensure that it is most useful as a basic reference document, it should be kept current and as 
relevant as possible to the way audits are actually done.   

   1. Suggestions.  Suggestions for revisions to the Manual are welcomed and should 
be brought to the attention of the Assistant Inspector General for Audit Planning and 
Administration (AIGAPA).  The AIGAPA will be responsible for reviewing suggested revisions 
to the Manual and updating the Manual. 

2. Changes.  Changes to the Manual will be made as required.  All future changes to 
the Manual will be posted on the OIG intranet site.  All OAS staff will be notified via e-mail 
when changes have been made to the Manual.   
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CHAPTER 2 
 

AUDITING IN THE DEPARTMENT OF ENERGY 
 
 

A. SCOPE OF CHAPTER 

This chapter provides an overview of the organization and structure of the Office of Inspector 
General (OIG) and its Office of Audit Services (OAS), which is responsible for auditing 
Departmental programs and operations. 

B. AUTHORITY AND RESPONSIBILITIES OF THE INSPECTOR GENERAL

The Inspector General's (IG) responsibility for auditing within the Department of Energy 
(Department) does not supplant the authority of Departmental officials to make programmatic 
reviews of individual programs and enforce regulatory functions.  Specific authority and 
responsibilities are discussed below. 

 1. Statutory Authority.  The Department Organization Act, Public Law 95-91, as 
amended (42 U.S. Code 7138), established an OIG in the Department.  Public Law 100-504 
transferred the authority of the Department OIG to the Inspector General (IG) Act of 1978, as 
amended (Title 5, U.S. Code, App. 3).  The IG Act gives the IG the authority to appoint an 
individual with the responsibility for supervising the performance of auditing activities relating 
to programs and operations of the Department.  In response to this provision of the Act, and in 
accordance with applicable laws and regulations, the IG established the Deputy Inspector 
General for Audit Services (DIGAS) position within the OIG. 

 2. Statutory and Non-statutory Responsibilities.  In addition to the responsibilities 
from the OIG's fundamental charter, many other requirements arise from statute, regulation, 
Departmental policy, or Office of Management and Budget (OMB) policy.  A few of these 
requirements are discussed below. 

a. Audit of the Department's Consolidated Financial Statements.  The 
Government Management Reform Act of 1994 requires OAS to audit and report to OMB on the 
Department's consolidated financial statements by the designated due date.  In conjunction with 
the financial statement audit, OAS is also required to conduct evaluations of the Department's 
financial management system in accordance with the Federal Financial Management 
Improvement Act.  These and other related requirements are discussed in detail in Chapter 14 of 
this Manual. 

b. Federal Managers' Financial Integrity Act.  This statute requires OAS to 
annually review assurance letters prepared by all Departmental elements. 

c. Semiannual Reports to Congress.  The IG Act also requires each IG to 
prepare semiannual reports summarizing OIG activities during the 6-month periods ending 
March 31 and September 30.  Such reports include: 

• A description of significant problems, abuses, and deficiencies relating to 
the administration of programs and operations of such establishment 
disclosed by such activities during the reporting period; 
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• A description of the recommendations for corrective action made by the 
OIG during the reporting period with respect to the significant problems, 
abuses, or deficiencies identified; 

• An identification of each significant recommendation described in 
previous semiannual reports on which corrective action has been 
completed; 

• A summary of matters referred to prosecuting authorities and the 
prosecutions and convictions which have resulted; and, 

• A summary of each report.  

In accordance with the IG Act, the IG's semiannual reports are to be furnished to the Secretary of 
Energy and transmitted by him or her to the appropriate committees or subcommittees of the 
Congress within 30 days after receipt of the report.  The IG is also required to report 
immediately to the Secretary when he or she becomes aware of particularly serious or flagrant 
problems, abuses, or deficiencies relating to the administration of programs and operations of the 
Department. 

   d. President's Council on Integrity and Efficiency (PCIE).  The PCIE was 
established by Executive Order 12301, dated March 26, 1981, to provide leadership for 
government-wide activities to reduce waste, fraud, or abuse and to improve the economy and 
efficiency in Federal programs and operations.  Its membership consists of the statutory IGs and 
representatives of other selected agencies.  The PCIE requires the IG to: 

• Report on specific reviews of Departmental programs and operations that 
may be of interest to the PCIE; and, 

• Participate in and report on general government-wide reviews where the 
Department is one of the sample agencies. 

   e. Requests from Other IGs.  From time to time, requests for audit assistance 
are received from the IGs of other departments and agencies.  These requests impose additional 
non-statutory reporting responsibilities. 
 
C. OIG ORGANIZATION AND FUNCTIONS 

The IG reports to the Secretary of Energy and to Congress via the previously discussed 
semiannual reports submitted through the Secretary.  The IG is the principal advisor to the 
Secretary concerning the promotion of economy and efficiency in the administration of, and the 
prevention and detection of fraud, abuse, and irregularities in, programs and operations of the 
Department, including the Federal Energy Regulatory Commission (FERC) and the National 
Nuclear Security Administration (NNSA). 

 1. Organizational Structure.  The OIG consists of four major elements:  (1) the 
Office of the Deputy Inspector General for Audit Services; (2) the Office of the Assistant 
Inspector General for Inspections and Special Inquiries; (3) the Office of the Assistant Inspector 
General for Investigations; and, (4) the Office of the Assistant Inspector General for Resource 
Management.   
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 2. OIG Functions.  The OIG: 

• Supervises, coordinates and provides policy direction for audit, 
investigative, and inspection activities related to the promotion of 
efficiency and economy in the administration of, and the prevention or 
detection of fraud or abuse in, programs and operations of the Department 
and its contractors; 

• Recommends policies for, and conducts, supervises, or coordinates other 
activities carried out or financed by the Department for the purpose of 
promoting economy and efficiency in the administration of, or preventing 
and detecting fraud and abuse in, its programs and operations; 

• Recommends policies for, and conducts, supervises, or coordinates 
relationships between the Department and other Federal agencies, State 
and local government agencies, and other nongovernmental entities with 
respect to (1) all matters relating to the promotion of economy and 
efficiency in the administration of, or the prevention and detection of 
fraud or abuse in, programs and operations administered or financed by 
the Department; and, (2) the identification and prosecution of participants 
in such fraud or abuse; 

• Recommends action to correct problems, abuses, and deficiencies noted in 
the course of audits, inspections, and investigations; 

• Monitors and reports on the progress of implementing actions to correct 
problems, abuses, and deficiencies; and, 

• Keeps the Secretary and the Congress fully and currently informed 
concerning fraud and serious abuses, problems, and deficiencies relating 
to the administration of the Department, its programs, and operations. 

 
D. OFFICE OF AUDIT SERVICES STRUCTURE AND FUNCTIONS 

OAS provides policy direction and supervises, conducts and/or coordinates all internal and 
contracted audit activities for all Departmental programs and operations, including those done 
under contract as well as those performed by Departmental employees.  This Office is mandated 
by statute.  The following chart shows the organizational structure of the OAS - a Headquarters 
element and two organizational components.   
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The organization and function of each of its major offices - i.e., the Headquarters element and 
the two operational components – and the types of audits performed by OAS are discussed 
below.   

 

 1. Office of Audit Services (OAS).  The OAS is headed by the DIGAS who reports 
directly to the IG.  The DIGAS manages, coordinates, and has overall responsibility for policy 
and direction of all audits relating to the Department's programs and operations.  The DIGAS 
also provides liaison with Federal, State, and local government auditors as well as private audit 
organizations; monitors the implementation of audit work plans and ensures the audits and 
reviews performed by the Office are carried out in accordance with the standards promulgated by 
the Comptroller General of the United States or the IG.  The AIGAPA, AIGPA, and AIGFTC all 
report directly to the DIGAS and provide the DIGAS with the resources and specialized 
knowledge and experience to comply, in part, with the mandates of the IG Act of 1978, as 
amended.  This involves supervising, coordinating and providing policy direction for auditing of 
the programs and operations of the Department, including the operations of its contractors. 

   a. Headquarters Element.  The AIGAPA is the focal point for audit policy and 
program guidance.  There are two broad categories of responsibilities.  One category is audit 
planning which includes policy development, workload planning, resource justification, resource 
application, strategic planning, performance measurement and reporting, annual assessments.  
The other responsibility of the AIGAPA is to assist the DIGAS in the management of audit 
resources to include budget support/justification and preparation, training, contract 
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administration, management information system database management, office administration, 
personnel management, travel and professional development. 

   b. Operational Components.  The two operational components are headed up by 
the AIGFTC and the AIGPA who are the focal points for all audits.  Both are responsible for 
supervising and reviewing all audits of the programs and operations of the Department, including 
the operations of contractors and grantees, within their respective areas of responsibility.  The 
AIGFTC is responsible for all financial statement audit work, information technology audits, and 
all corporate audits at the Department.  The AIGPA is responsible for all performance audits in 
the energy, science, and environmental areas as well as all performance audits in the area of 
national security.   

 2. Types of Audits.  The audits performed by or at the direction of the OAS can be 
classified as performance, financial statement, or other audits. 

   a. Performance Audits.  A performance audit is an objective and systematic 
examination of evidence for the purpose of providing an independent assessment of the 
performance of a government organization, program, activity, or function in order to provide 
information to improve public accountability and facilitate decision making by parties with 
responsibility to oversee or initiate corrective action.  Performance audits include economy and 
efficiency and program audits.  Economy and efficiency audits are designed to determine (1) 
whether the entity is acquiring, protecting, and using its resources (such as personnel, property, 
and space) economically and efficiently; (2) the causes of inefficiencies or uneconomical 
practices; and, (3) whether the entity has complied with laws and regulations on matters of 
economy and efficiency.  Program audits are designed to determine (1) the extent to which the 
desired results or benefits established by the legislature or other authorizing body are being 
achieved; (2) the effectiveness of organizations, programs, activities, or functions; and, (3) 
whether the entity has complied with significant laws and regulations applicable to the program.  
Chapter 11 of this Manual provides guidance for conducting performance audits. 

   b. Financial Statement Audits.  Financial statement audits provide reasonable 
assurance about whether the financial statements of an audited entity present fairly the financial 
position and results of operations in conformity with generally accepted accounting principles.1  
Financial statement audits also include audits of financial statements prepared in conformity with 
any of several other bases of accounting discussed in auditing standards issued by the American 
Institute of Certified Public Accountants.  Chapter 14 of this Manual provides guidance for 
conducting financial statement audits. 

   c. Other Audits.  Other audits conducted by the OIG may include financial 
related audits designed to determine whether (1) financial information is presented in accordance 
with established or stated criteria; (2) the entity has adhered to specific financial compliance 
requirements; or, (3) the entity's internal control structure over financial reporting and/or 
                                                           
1 Three authoritative bodies for generally accepted accounting principles are the Governmental Accounting 
Standards Board (GASB), the Financial Accounting Standards Board (FASB), and the sponsors of the Federal 
Accounting Standards Advisory Board (FASAB).  GASB establishes accounting principles and financial reporting 
standards for state and local government entities.  FASB establishes accounting principles and financial reporting 
standards for non-government entities.  The sponsors of FASAB - the Secretary of the Treasury, the Director of the 
OMB, and the Comptroller General - jointly establish accounting principles and financial reporting standards for the 
Federal government. 
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safeguarding assets is suitably designed and implemented to achieve the control objectives.  In 
addition, audits may be made of the following items:  segments of financial statements; financial 
information (for example, statement of revenue and expenses, statement of cash receipts and 
disbursements, statement of fixed assets); budget requests; variances between estimated and 
actual financial performance; audits of internal controls over compliance with laws and 
regulations, such as those governing bidding for, accounting for, and reporting on contracts 
(including proposals, amounts billed, and amounts due on termination claims); internal controls 
over financial reporting and/or safeguarding assets, including controls using computer-based 
systems; and, allegations of fraud.  Chapters 15, 17, 18, and 19 of this Manual provide guidance 
for conducting some of these other audits. 
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CHAPTER 3 

GENERAL AUDIT POLICIES 
 

A. SCOPE OF CHAPTER
This chapter prescribes policies and procedures relating to the qualifications of the staff, the 
audit organizations and the individual auditor's independence, the exercise of due professional 
care in conducting the audit and in preparing related reports, and the presence of quality controls.  
It also addresses other general matters that affect all audit work. 

B. STAFF QUALIFICATIONS AND TRAINING
Generally accepted government auditing standards, promulgated by the Government 
Accountability Office (GAO), require that the staff assigned to conduct an audit should 
collectively possess adequate professional proficiency for the tasks required.  Staff members 
conducting audits should have:  (1) a knowledge of the methods and techniques applicable to 
government auditing and the education, skills, and experience to apply such knowledge to the 
audit being conducted; (2) a knowledge of government organizations, programs, activities, and 
functions; (3) the skills to communicate clearly and effectively, both orally and in writing; and, 
(4) skills appropriate for the audit work being conducted.  To meet these qualifications, each 
audit organization should have a program to ensure that its staff maintains professional 
proficiency through continuing education and training.  Detailed Office of Audit Services (OAS) 
training policies and procedures are discussed in Chapter 24 of this Manual.  All OAS auditors 
will comply with the prescribed training requirements. 

C. INDEPENDENCE
It is OAS policy that all staff, including contracted audit services personnel, shall be free from 
personal and external impairments to independence, shall be organizationally independent, and 
shall maintain an independent attitude and appearance in all matters relating to audit work.  In 
addition, all staff should be aware of the new GAO Independence Standard that became 
applicable to all audits beginning on or after October 1, 2002.  The most significant change of 
this new standard relates to non-audit or consulting services.  Auditors are able to perform both 
audit and non-audit services; however in some cases it is not appropriate to perform both 
services for the same client.  

1.  Personal Impairments.  The auditor is under a professional responsibility to 
maintain strict independence of judgment in planning and conducting audits and expressing 
opinions on financial statements.  The auditor must not only be independent in fact, but must 
also appear independent to others.  Circumstances in which OAS staff members conducting 
reviews of Departmental activities may have difficulty remaining sufficiently objective to avoid 
conflicts of interest or the appearance of conflicts of interest include: 

• Personal or financial relationships that might cause the OAS to limit the extent of 
review or disclosure; 
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• Bias of attitude of such a nature or extent that impartial judgment is, or may appear 
to be, compromised; 

• Previous involvement, especially recent involvement, in the management of the 
activity under review by the OAS; and, 

• Political or social convictions or loyalties. 

The following procedures will be followed to ensure that auditors and supervisors are aware of 
potential conflicts of interest, to identify personal impairments, and to ensure that auditors who 
have such impairments perform no audits. 

a.  Conduct of Employees.  All OAS employees will be provided a copy of 
the standards of conduct applicable to Departmental employees.  These regulations are published 
as Title 10, Code of Federal Regulations (CFR), Part 1010.  Also, employees must certify that 
they have received and read the handbook on Standards of Ethical Conduct for Employees of the 
Executive Branch that includes Part I of Executive Order 12674 and 5 CFR Part 2635, dated 
August 1992. 

b.  Outside Employment.  All employees, regardless of grade or position, 
must seek advance approval for outside employment, through the Assistant Inspector General for 
Audit Planning and Administration (AIGAPA) to the Department of Energy (Department's) 
Office of Assistant General Counsel for General Law, by filing a formal request (See Exhibit A).  
Approval will be granted unless there is a determination that the proposed employment is 
expected to involve conduct prohibited by statute or regulation.  This requirement applies to any 
form of non-Federal employment involving the provision of personal services.  However, 
approval is not required for participating in the activities of a nonprofit, charitable, religious, or 
civic organization, unless the participation involves the provision of professional services or 
compensation is received.  Once a request has been approved by the AIGAPA, it will be 
forwarded to the Department for final approval.  The Department will directly notify the 
employee, via email, of final approval for outside employment and send the employee a signed 
copy of the approved request form. 

c.  Financial Disclosure.  All OAS employees will cooperate in preparing and 
submitting required statements of employment and financial interests, and interests in energy 
concerns, as required by 10 CFR Part 1010. 

d.  Procurement Integrity.  All auditors, supervisors, and managers will 
comply with the "Procurement Integrity" provisions of the Office of Federal Procurement Policy 
Act Amendments of 1988, as amended, and their implementing regulations in the performance of 
requested pre-award audits and in evaluating and selecting contracted audit services. 

e.  Supervisory Responsibilities.  Managers and supervisors shall be alert for 
personal impairments of their staff.  All potential personal impairments will be discussed with 
the staff prior to audit execution.  The results of these discussions will be documented in all 
cases.  Potential impairments, if any, will be considered in staff assignments.  If potential 
conflicts cannot be avoided in staff assignments, they will be called to the attention of the 
AIGAPA. 

f. Reporting Potential Impairments.  In the event that an Office of Inspector 
General (OIG) employee is assigned to an audit where he or she has, or believes he or she may 
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be perceived to have, a personal impairment, the employee shall advise the AIGAPA in writing.  
In full consideration of all pertinent facts, the AIGAPA shall determine whether the staff 
member should be removed from the audit.  Factors considered by AIGAPA may include the 
degree and nature of the impairment, the urgency of the review, and the availability of 
alternative staff to accomplish the pertinent mission.  The AIGAPA shall prepare a written 
response to the conflict of interest notification and shall retain his/her response as well as the 
employee's written advisement in the personnel file.  See OIG Directive IG-900B, "Personal 
Impairments to the Objectivity of Office of Inspector General Personnel", for additional 
information. 

2. External Impairments.  All auditors and supervisors are to be alert for external factors 
that could restrict audits or interfere with their ability to form independent and objective 
opinions and conclusions.  Examples of these factors include the following: 

• Interference or influence external to OAS that improperly or imprudently limits or 
modifies the scope of an audit. 

• Interference external to OAS with the selection or application of audit procedures or 
in the selection of transactions to be examined. 

• Unreasonable restrictions on the time allowed to competently complete an audit. 

• Interference external to OAS in the assignment, appointment, and promotion of audit 
personnel. 

• Restrictions on funds or other resources provided to OAS that adversely affect its 
ability to carry out audit responsibilities. 

• Authority to overrule or to influence the auditor's judgment as to the appropriate 
content of an audit report. 

• Influences that jeopardize the auditor's continued employment for reasons other than 
competency or the need for audit services. 

If these factors are identified at any time, auditors and supervisors are to follow these 
procedures: 

a.  Notify Supervisor.  The existence of such a factor will be called to the 
attention of the next supervisory level, both within the OIG and the auditee, and attempts will be 
made to eliminate or compensate for the impairment. 

b.  Decline the Audit.  If the impairment cannot be eliminated, the OAS could 
decline to perform the audit. 

3. Organizational Independence.  Chapter 2 of this Manual describes OAS statutory 
authority under the Inspector General (IG) Act of 1978 and its organizational structure within the 
OIG and Department.  The OAS reporting level within the Department generally provides it with 
reasonable independence in performing audits and in reporting audit results.  However, all 
auditors and supervisors are responsible for ensuring that OAS policies, procedures, and 
practices remain sufficiently comprehensive, suitably designed, adequately documented, and are 
carried out in a manner that continually protects it from any organizational impairment.  If 
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auditors or supervisors believe they have identified an organizational impairment, they should 
immediately notify the AIGAPA in writing. 

     4. Impairment Disclosure.  If an audit must be performed in spite of an identified 
impairment, that impairment shall be reported in the scope section of the audit report. 

D. DUE PROFESSIONAL CARE
Due professional care should be used by OAS auditors in conducting audits and preparing 
related reports.  Exercising due professional care means using sound judgment in establishing the 
scope, selecting the methodology, and choosing tests and procedures for the audit.  The same 
sound judgment should be applied in conducting the tests and procedures and in evaluating and 
reporting the audit results.  Due professional care imposes a responsibility upon each auditor 
within the audit organization to observe generally accepted government auditing standards.  
Auditors should use sound professional judgment in determining the standards that apply to the 
work to be conducted.  The auditors' determinations that certain standards do not apply to the 
audit must be documented in the workpapers.  In situations where an applicable standard is not 
followed, the auditors must disclose that fact in the scope section of the audit report, the reasons 
and the known effect that not following the standard had on the results of audit. 

E. QUALITY CONTROL/QUALITY ASSURANCE 
All OAS policies and procedures are intended to result in audits that are performed in 
accordance with internal quality control procedures.  In addition, OAS participates in annual 
internal quality assurance reviews and periodic external peer reviews. 

1.  Internal Quality Control System.  This Manual, taken in total, is a compilation of 
policies and procedures that should result in high-quality audits and reports.  Procedures that are 
particularly important to this process include the following: 

a.  Supervisory Review.  All audit work and related reports will be subject to 
adequate and timely supervisory review (see Chapters 6, 9, and 11 of this Manual for additional 
details). 

b.  Technical Assistance.  The Technology Audit Group will facilitate the 
deployment of technology to all audit groups and will provide assistance, as appropriate, for 
audits utilizing computer-assisted or other advanced audit techniques (see Chapter 7 of this 
Manual for additional details). 

c.  Report Referencing.  All draft and final reports will be referenced prior to 
issuance to ensure that they are supported by sufficient, competent, and relevant workpapers and 
have received appropriate supervisory review (see the TeamMate Protocol and Chapter 9 of this 
Manual for additional details). 

 2. Quality Assurance Reviews.  In addition to the quality control procedures 
identified above, it is OAS policy that all organizational elements will be subject to review by 
(1) its own in-house quality assurance program; and, (2) by an external quality assurance review 
team. 
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  a. Office of Audit Services Quality Assurance Program.  At least once every 
year, the OAS will be subject to review by its own in-house Quality Assurance Program (see 
Exhibit B for additional details). 

  b. External Quality Assurance Reviews.  At least once every three years, the 
OIG and/or DIGAS will arrange for a quality assurance review of OAS by an OIG audit 
organization external to the Department. 

F. OTHER MATTERS 

 This section sets forth OAS policies with respect to (1) avoiding duplicate audit effort and, when 
possible, using the work of others; (2) follow-up on findings and recommendations from 
previous audits that relate to current audit objectives; (3) considering whether audit scope 
impairments have affected the audit; and, (4) keeping supervisors informed of any other 
activities or events that could affect an audit. 

 1. Relying on Work of Others.  It is OAS policy to coordinate and cooperate with 
other Federal, State, and local governmental auditors in auditing programs of common interest in 
order to reduce the amount of work required to accomplish audit objectives and to avoid 
duplicate audit efforts.  In conducting an audit, auditors may rely on the work of others to the 
extent feasible once they satisfy themselves of the quality of the others' work by appropriate tests 
or by other acceptable methods.  The auditors should determine whether the other auditors/non-
auditors have an appropriate internal quality control system in place and whether they participate 
in an external quality control review program.  In determining whether to rely upon the work of 
others, the auditor should also consider the following guidance. 

  a. External Auditors.  When the other auditors are external auditors, tests 
should include making inquiries into the professional reputation, qualifications, and 
independence of the auditors.  The OAS auditors should consider whether to: (1) conduct 
additional tests and procedures such as reviewing the audit procedures followed and results of 
the audit conducted by the other auditors; (2) review the audit programs of the other auditors; 
and/or, (3) review the workpapers supporting the understanding and assessment of internal 
controls, tests of compliance, and the conclusions reached by the other auditors.  The auditors 
may review the documentary evidence in the other auditors' workpapers or make supplemental 
tests of the work conducted. 

  b. Internal Auditors.  When the other auditors are internal auditors, tests 
should include determining whether: (1) they are qualified; (2) they are properly located in the 
organization in order to provide them with sufficient independence to conduct the audit 
objectively; and, (3) their work is acceptable by examining, on a test basis, the documentary 
evidence of the work conducted.  These tests may either examine some of the transactions, 
balances, or work the internal auditors examined; or examine similar transactions, balances, or 
work, but not those actually examined by internal auditors.  Based upon this review, the auditors 
would decide what additional work, if any, would have to be done in order to accept the work of 
the internal auditors. 

  c. Non-auditors.  When relying upon the work of non-auditors (consultants, 
experts, specialists, etc., other than those hired to assist in the audit), the auditors should satisfy 
themselves as to the non-auditors' professional reputation, qualifications, and independence from 
the organization, program, activity, or function under audit.  In addition, auditors should obtain 
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an understanding of the methods and significant assumptions used by the non-auditors.  The 
auditors should then consider whether to: (1) conduct additional tests and procedures such as 
reviewing the procedures followed and the results of the work conducted; (2) review the work 
program; (3) review the workpapers; and, (4) make supplemental tests of the work conducted. 

  d. Access to Workpapers.  Auditors need access to the workpapers of other 
auditors and non-auditors to satisfy certain requirements as stated above.  For workpapers 
containing restricted information, the policies in Chapter 6 of this Manual should be followed.  
Arrangements need to be made to ensure that workpapers will be made available upon request to 
other government audit staffs and individual auditors.  All contractual arrangements for 
government audits should provide for access to workpapers. 

  e. Disclosure of Division of Responsibility.  When auditors decide to rely on 
the work of others, but do not take full responsibility for that work, the auditors should indicate 
in the scope section of the audit report the division of responsibility between that portion of the 
work they conducted and that conducted by others, and the magnitude of the audit work 
completed by others.  This guidance, however, does not preclude auditors from referring to the 
work of others in their audit report even if the auditors did not verify it, if the work is used only 
for background or informational purposes, and is not material or significant to the audit report.  
In these situations, the auditors need only cite the information and its source in the audit report. 

 2. Audit Follow-Up.  Management of the audited entity is primarily responsible for 
directing action and follow-up on audit recommendations.  However, OAS auditors should 
excise due professional care in conducting audit work and reporting results to ensure that they 
have reflected the results of prior audit work and have determined whether prompt and 
appropriate corrective actions have been taken by entity officials or other appropriate 
organizations. 

 a. Prior Audits.  OAS auditors should identify relevant prior audits and track the 
status of management's actions on significant or material findings and recommendations.  
Chapter 10 of this Manual provides additional guidance on the Departmental Audit Report 
Tracking System and audit follow-up activities. 

 b. Open Recommendations.  If significant or material findings and recommendations 
from prior audits that affect the current audit objective are identified, but remain uncorrected, 
this status will be disclosed in the current audit report. 

 3. Audit Scope Impairments.  Audit scope impairments are factors external to the 
audit organization that can restrict the auditors' ability to render objective opinions and 
conclusions.  Examples of these types of impairments are access to records problems or refusal 
by officials or employees of the auditee to meet with the auditors.  If OAS auditors encounter 
these types of problems, they should be aware that, in accordance with the IG Act, the OIG is 
authorized to: 

• Have access to all records, databases and information systems, reports, audits, 
reviews, documents, papers, recommendations, or other material available to the 
applicable Departmental elements that relate to programs and operations for which 
the IG has responsibilities; 
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• Request such information or assistance as may be necessary for carrying out the 
duties and responsibilities provided by the Act from any Federal, State or local 
governmental agency or unit thereof; 

• Receive and investigate complaints or information from Departmental employees 
concerning the possible existence of an activity constituting a violation of law, 
rules, or regulations, or mismanagement, gross waste of funds, abuse of authority or 
a substantial and specific danger to the public health and safety; and, 

• Require by subpoena the production of all information, documents, reports, 
answers, records, accounts, papers, and other data and documentary evidence 
necessary in the performance of functions assigned by the Act. 

Although the OIG is not required to give advance notice or seek the approval of any official in 
the Department before conducting audits, auditors should attempt to keep the auditee's officials 
and employees informed of audit plans and to otherwise maintain positive working relationships 
to the extent possible.  Accordingly, it is OAS policy that auditors shall attempt to informally 
resolve access problems to the extent that it is possible to do so before resorting to more formal 
procedures. 

a.  Reporting Access Problems.  In performing audits, auditors shall 
aggressively follow-up on all requests for records or information to ensure that it is obtained in a 
timely manner.  When auditors do encounter access problems, they should maintain a record of 
all discussions held and actions taken and promptly notify their Assistant Inspector General 
(AIG).   AIGs shall ensure that the Deputy Inspector General for Audit Services (DIGAS) is 
notified within 10 days of the occurrence of an access problem. 

b.  Enforcement and Subpoena Authority.  Although the IG can subpoena 
various information and documentary evidence in the performance of assigned responsibilities, 
this authority will normally be used only after appropriate consideration has been given to other 
means for obtaining the desired information or records.  If auditors believe that a subpoena is 
needed to further a legitimate audit, they should prepare a request in accordance with the 
guidance in OIG Directive IG-916, "Issuance of Inspector General Subpoenas", and forward it 
through their AIG to the DIGAS for concurrence and further processing. 

c.  Access to Classified Information.  OIG personnel will maintain 
appropriate security clearances to access classified information or secure facilities.  Prior to 
visiting a secure facility, OIG staff will arrange for the submission of DOE Form 5631-20, 
"Request for Visit or Access Approval", to the IG's Headquarters Security Officer, Human and 
Administrative Resources, Office of Resource Management. 

d.  Management Representation Letters.  A management representation letter 
(MRL) is used to confirm oral statements made by an auditee during an audit to reduce the 
likelihood of misunderstandings between the auditors and the auditee.  Refusal to sign such a 
letter could be considered a scope impairment in that the auditee is not being fully cooperative 
and open. 

(1)  Financial Statement Audits.  In performing financial statement 
audits, auditors shall request and use MRLs in accordance with American Institute of Certified 
Public Accountants standards. 
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(2)  Pre-award and Post-award Audits.  Because the auditee already 
provides various and extensive signed representations to the Contracting Officer in the proposal 
document and later in the contract, MRLs are not to be requested or used for OIG pre-award and 
post-award contract audits. 

(3)  Performance Audits.  For performance audits, generally accepted 
government auditing standards provide that auditors should, when they deem it useful, obtain 
written representations from management concerning the relevance and competence of evidence. 

4. Keeping OIG Management Informed.  The nature of work performed in the OIG often 
involves working in areas of high visibility or considerable interest to both internal and external 
sources.  Events can and do occur in which the DIGAS or the IG should be promptly informed so 
that higher-level management can be involved in decisions and to avoid sources of potential 
embarrassment to the OIG. 

a.  Potentially Significant Events.  All auditors are responsible for keeping 
their AIGs and other supervisors informed of potential trouble areas or other issues involving 
high visibility within the Department.  This includes particularly significant findings that have 
not yet been reported to the DIGAS, access to records problems, potential legal proceedings, and 
inquiries by the media, GAO, members of Congress, or other non-Departmental parties.  AIGs 
will determine which items should be brought to the immediate attention of the DIGAS. 

(1)  Weekly Activity Report.  One method of calling items to the 
attention of the DIGAS is the Weekly Activity Report (see Chapter 20 of this Manual for further 
details on preparing this report). 

(2)  Illegal Activities.  Responsibilities and procedures for informing 
the DIGAS of indications of fraud and other illegal acts are discussed in Chapter 4 of this 
Manual. 

(3)  Urgent Matters.  For urgent matters, the DIGAS should be 
promptly informed by telephone, facsimile, or electronic mail (e-mail).  It is the DIGAS' 
responsibility to keep the IG informed of appropriate matters. 

(4)  Written Memorandum.  For selected matters, the DIGAS should be 
informed by written memorandum.  In particular, contacts with GAO and the Defense Contract 
Audit Agency (DCAA) should be documented by memorandum and provided to the Assistant 
Inspector General for Performance Audits when substantive matters are discussed.  Additional 
guidance for contacts with GAO representatives is provided in OIG Directive IG-915D, 
"Coordination with the General Accounting Office."  Contract audit liaison with DCAA is 
handled by the Department's Deputy Assistant Secretary for Procurement and Assistance 
Management. 

b. Media Inquiries.  It is OIG policy to respond to all media inquiries through 
the OIG Media Liaison to ensure consistency of approach, avoid duplication of effort, and 
provide accurate and complete data, as appropriate.  In accordance with OIG Directive IG-905E, 
"Media Inquiries", the following procedures will apply for all contacts by the media: 

(1) Referral to the OIG Media Liaison.  If OAS staff members at 
Headquarters or field offices are contacted by the media, they are not to provide any information 
at that time.  Rather, they shall indicate that all media inquiries are to be directed to the OIG 

September 2006                                                   3-8                                                         Release 6 



CHAPTER 3 -- GENERAL AUDIT POLICIES                                                        

Media Liaison.  The staff member shall then immediately advise the Media Liaison, the 
AIGAPA, and their AIG of the media contact. 

(2) Comments Restricted.  Once the OAS staff member has referred the 
requester to the Media Liaison and has advised management, the staff member has no further 
responsibility in this matter and should avoid further comment, except as directed by the Media 
Liaison, the AIGAPA or their Assistant Inspector General. 

(3) Disclosure.  OAS staff members should be aware that there may be legal 
or policy reasons for withholding information from media representatives which could lead the 
Media Liaison to disclose less than the full amount of information available.  In particular, 
information will be released on ongoing investigations/audits only with the specific approval of 
the DIGAS and in accordance with OIG Directive IG-905E. 

c. Congressional Inquiries.  It is OIG policy to cooperate with Congress and to 
respond to Congressional inquiries as fully as possible and in a timely fashion.  All 
Congressional inquiries, both oral and written, will be referred to and coordinated through the 
Counsel to the IG in accordance with OIG Directive IG-906B", Congressional Inquiries."    

  d. Subpoenas or Depositions.  OAS employees or former employees may be 
requested to answer questions pertaining to information obtained or material developed or 
acquired during the course of official duties or because of the employee's official status with the 
OIG.  Specifically, employees may be subpoenaed by courts or other authorities as witnesses to 
produce documents or to give testimony or depositions.  However, in accordance with 10 CFR, 
Part 202, no OAS employee may answer a subpoena or other demand or give a deposition 
relating to information or material developed or acquired during the course of official duties or 
because of the employee's official status with the OIG without approval of the Department's 
General Counsel.  Therefore, any employee or former employee faced with such a request shall 
notify the IG, through appropriate channels, in accordance with OIG Directive IG-926B, 
"Notification of the Inspector General When Employees Are Subpoenaed or Ordered to Give 
Depositions." 

  e. Requests for Confidentiality.  Occasionally, auditors may receive information 
from individuals who request confidentiality.  Auditors who encounter this situation should 
immediately discuss the matter with their supervisors.  In discussing the information with 
officials outside of the OIG, auditors should exercise extreme care not to disclose the source of 
any confidential information received.  In appropriate instances, such matters should be 
coordinated with the Office of Investigations. 
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REQUEST FOR APPROVAL OF OUTSIDE EMPLOYMENT 
 
 
 
THROUGH: Name 
    
    Assistant Inspector General for Audit Planning and Administration (IG-33) 
 
 
TO:   Office of Assistant General Counsel for General Law (GC-77) 
 
FROM: 
 
DATE: 
 
 
  In accordance with 5 C.F.R. 3301.103, I hereby request approval to engage in outside 
employment as described below: 
 
 

1. Name of prospective employer: 
 

2. Type of work (e.g. accountant, book editor, sales associate) 
 

3. Proposed dates of employment (e.g. 11/04 – 10/05 or starting 7/05) 
 
 
APPROVED: 
 
 
 
_______________________________________  __________ 
Supervisor's Signature     Date 
 
 
 
_______________________________________  __________ 
Counselor's Signature      Date 
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QUALITY ASSURANCE PROGRAM 
 

A. BACKGROUND

Generally accepted government auditing standards, promulgated by the Government 
Accountability Office (GAO), require government audit organizations to have an internal quality 
control system that provides reasonable assurance that the organization (1) has adopted, and is 
following, applicable auditing standards; and, (2) has established, and is following, adequate 
audit policies and procedures. 

The Office of Audit Services (OAS) quality control system encompasses actions taken by 
individual auditors, supervisors, and managers to ensure that audit work meets generally 
accepted government auditing standards.  Supervisory reviews of workpapers, audit programs, 
division and Headquarters reviews of audit products and independent referencing of audit reports 
are part of the quality control program.  An effective quality control system also includes an 
effective quality assurance program.  The President's Council for Integrity and Efficiency (PCIE) 
Audit Committee Policy Statement on Internal Quality Control Reviews (April 1997) states that 
the scope of an internal quality assurance review should include a determination of the degree of 
compliance with generally accepted government auditing standards, applicable Office of 
Management and Budget (OMB) Circulars, applicable PCIE audit policy statements, and 
appropriate statutory provisions applicable to an audit organization.  The Statement also 
establishes required characteristics for the leadership, organization, documentation, and 
reporting of internal quality assurance programs. 

B. OFFICE OF AUDIT SERVICES QUALITY ASSURANCE PROGRAM 

The OAS Quality Assurance Program will determine whether OAS audit guidance conforms to 
generally accepted government auditing standards and whether audit work is conducted in 
accordance with GAO standards, OMB requirements and internal quality control policies and 
procedures set forth in this Audit Manual.  Controls over personnel hiring, promotions and 
training will provide assurance that individual auditors are qualified.  Required annual financial 
disclosure statements will provide general assurance that auditors maintain their independence 
and local managers and supervisors will be responsible for assigning and managing audit staff 
resources in a manner that promotes the objectivity and independence of each individual auditor.  
Controls over personnel qualifications and independence will be reviewed approximately every 
three years; spot checks of those controls may be made as part of quality assurance reviews of 
individual audits. 

 1. Purpose.  The ultimate purpose of the Quality Assurance Program (QAP) and 
every quality assurance review will be to assist the auditors, Auditors-in-Charge, Team Leaders, 
management and Headquarters to more effectively meet generally accepted government auditing 
standards and other applicable audit requirements as they plan, conduct and report on audits of 
Departmental operations and financial activities. 

 2. Scope.  The QAP will encompass the entire audit process within OAS.  That 
process includes all completed audits.  Review work will include various field offices under each 
Assistant Inspector General (AIG) during the fiscal year. 
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 3. Methodology.  The QAP will use peer review checklists developed by the PCIE 
as a starting point for each review program.  The review will incorporate review steps to answer 
the pertinent portions of the PCIE checklist and expand on areas of vulnerability.  At a 
minimum, all reviews will cover: (1) supervisory review of workpapers and audit work; (2) 
cross-indexing of reports and independent referencing; and, (3) a review of the formal audit 
program.  Further, each review will focus on an aspect of the audit process such as audit 
planning, preparation of audit reports; documentation of evidence in the work papers; audit and 
personnel management, and/or any other area which could affect the organization's ability to 
meet generally accepted government auditing standards.  In addition, the reviews will ensure that 
prior external and internal Quality Assurance (QA) review recommendations have been 
addressed. 

C. PROGRAM IMPLEMENTATION RESPONSIBILITIES

The Assistant Inspector General for Performance Audits (AIGAPA) will be responsible for 
implementing the QAP.  A Senior Auditor from that office will plan, execute, and manage 
quality assurance reviews and report the results of those reviews directly to the Deputy Inspector 
General for Audit Services (DIGAS). 

 1. Planning.  The AIGAPA shall develop the quality assurance review plan for each 
fiscal year.  Focus topics for reviews will be selected based upon organizational needs as 
expressed by the DIGAS and AIGAPA.  Individual review objectives will focus on how well the 
organization implements specific auditing standards. 

 2. Execution.  Quality assurance reviews will be conducted according to applicable 
generally accepted government auditing standards.  The Senior Auditor for QA will develop 
specific review steps and manage the efforts of staff level auditors to collect and analyze data, 
brief field managers, and prepare a written report.  The quality assurance team will document its 
results and conclusions in professionally prepared work papers that specifically identify the 
source and extent of positive and negative conditions reported. 

 3. Management.  The Senior Auditor for QA will direct and supervise the efforts of 
staff level auditors in performing each review.  If needed, auditors from the field offices will be 
temporarily assigned to Headquarters and work directly for the Senior Auditor for QA on 
specific quality assurance reviews.  Because the Senior Auditor for QA is totally responsible for 
the conduct of reviews, documentation of results and preparation of the reports, those steps will 
not require supervisory approval by the AIGAPA. 

 4. Reporting.  The Senior Auditor for QA and/or each quality assurance team will 
discuss the findings and results of their reviews with field management and with the audit Team 
Leaders at each field office.  The Senior Auditor for QA will prepare a draft report on the overall 
results of the review with the assistance of the quality assurance team members.  The AIGAPA 
will be required to comment in writing on the findings and recommendations before the report is 
finalized.  Disagreements on issues and recommendations that cannot be resolved between the 
responsible Headquarters personnel/field AIGs and the quality assurance team will be elevated to 
the DIGAS for resolution.  The final quality assurance report will be issued internally within 
OAS.  Because the report is an internal summary document, report referencing is not required 
unless deemed necessary by the Senior Auditor for QA. 
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 5. Staffing.  Before each quality assurance review, the Senior Auditor for QA will 
estimate the total number of auditors required and the length of the assignment and request the 
AIGs to identify auditors available for temporary assignment.  In no circumstances will an 
auditor participate in a quality assurance review of reports, work papers, or operations in his or 
her home division, or of a field office to which they were assigned in the previous two years.  
The duration of any assignment to a quality assurance team will depend on the complexity of the 
review topic, the number of offices to be reviewed, and the total number of staff assigned.  The 
auditor's home division will be responsible for the travel costs of auditors assigned to quality 
assurance reviews. 

 6. Frequency of Reviews.  The AIGAPA will conduct at least one quality assurance 
review each fiscal year.  The review will cover selected audits for both the Assistant Inspector 
General for Financial, Technology and Corporate Audits and AIGPA.  Each field office will be 
reviewed at least once every three years under the OAS QAP.   

 7. Follow-Up Responsibilities.  The Senior Auditor for QA will conduct and 
document formal follow-up of quality assurance and external peer review recommendations 
made to OAS management.  The results of follow-up reviews will be reported to the DIGAS as 
part of the annual quality assurance review. 

D. EXTERNAL PEER REVIEW

Generally accepted government auditing standards, promulgated by the Government 
Accountability Office (GAO), requires government audit organizations to undergo an external 
peer review.  The OAS receives a peer review at least once every three years by an independent 
organization, usually an Office of Inspector General from another Federal agency that is a 
member of the President's Council on Integrity and Efficiency (PCIE).  These reviews are 
performed in accordance with the PCIE "silver book" and other applicable guidance established 
by the PCIE. 

The external peer review will determine whether, during the period under review, the OAS's 
internal quality control system was adequate and whether quality control policies and procedures 
were being complied with to provide OAS with reasonable assurance of conforming to 
applicable professional standards.  The OAS will take remedial, corrective actions as needed 
based on the results of the peer review. 
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CHAPTER 4 
 

GENERAL FIELD WORK POLICIES
 

A. SCOPE OF CHAPTER
This chapter discusses the general policies that apply to all audit fieldwork. 

B. SUPERVISION
Effective supervision is essential to the overall quality of an audit.  Generally, higher-level 
supervisors can provide a broader perspective to help focus and sharpen audit objectives, select 
effective audit methodologies and reporting objectives, and determine the scope of work or 
resources that should be devoted to an audit in relation to other audit requirements and priorities.  
As an audit progresses, timely supervisory review can help the audit team deal with 
unanticipated situations and identify additional data needed to substantiate and refine audit 
conclusions. 

 1. Responsibilities.  The Deputy Inspector General for Audit Services (DIGAS), the 
Assistant Inspector General for Performance Audits (AIGPA), and the Assistant Inspector 
General for Financial, Technology and Corporate Audits (AIGFTC) are ultimately responsible 
for all audit assignments and for ensuring that the staff receives appropriate guidance in 
performing its work.  However, proper supervision is necessary throughout an assignment, with 
each level of staff involved in an audit having specific responsibilities for ensuring that audits 
are performed in accordance with prescribed Office of Audit Services (OAS) standards and 
procedures.  The various OAS staffing levels and their respective responsibilities follow: 

 

Position

  

Auditor 

 

 

Auditor-in Charge (AIC)  

 

 

 

 

 

 

 

Responsibilities 

 

Perform audit work in accordance with OAS standards 
and procedures.  Depending on experience, skills and 
job knowledge will normally have responsibility for an 
audit segment or issue. 

Ensure that an audit is performed in accordance with 
OAS standards and procedures, to include preparing 
audit programs, workpaper support, and initial report 
drafts.  Provide first level of review for work 
performed by assigned staff and contractors.  A more 
detailed description of AIC responsibilities is found in 
Exhibit A of this chapter.

September 2006 4-1 Release 6 



CHAPTER 4 -- GENERAL FIELD WORK POLICIES                                             

Team Leader (TL) 

 

 

 

 

Assistant Division Director 
(AD) 

 

 

Division Director (DD) 

 

Ensure that audits are performed in accordance with OAS 
standards and procedures.  Provide first level of review of 
audit programs, overall workpaper support, and tentative 
findings.  A more detailed description of TL 
responsibilities is found in Exhibit B of this chapter. 

 

Provide supervision and professional leadership for all 
audit work in area of responsibility to ensure that OAS 
standards and procedures are followed.  Complete the AD 
Checklist included found in Exhibit C of this chapter.   

 

Final responsibility for field office direction, supervision, 
and review of all audit work for which the division is 
responsible.  Ensure that audits are performed in 
accordance with OAS standards and procedures. 

  

2. Timeliness of Supervision.  Supervision is a continuing process.  To be effective, it must be timely 
and include sufficient interim checks throughout the audit to ensure that work is properly planned, 
on schedule, and is being performed in accordance with plans.  It requires AICs to keep their 
supervisors informed, and for supervisors to make adjustments as are necessary to deal with 
changing or unanticipated circumstances.  However, the proficiency and experience of the auditors 
and the difficulty of the audit assignment will affect the extent and timing of supervision required.  
To ensure that supervision is timely, AICs should review completed workpapers at least bi-weekly 
and TL and/or AD should review workpapers monthly.  Additionally, OAS supervisors and 
managers are responsible for: 

• Providing adequate guidance or direction throughout an audit, including suitable 
instructions to subordinates at the beginning of an audit and other work assignments, 
commensurate with the abilities and experience of the assigned staff; 

• Approving audit programs in advance and ensuring that they are carried out and that 
the audit objective is met, unless deviations are justified and authorized in writing; 
and, 

• Monitoring work progress to ensure that audit work is being performed in accordance 
with prescribed standards and due professional care and that it adequately supports 
audit findings and conclusions. 

 3. Documentation of Supervision.  Supervisors are responsible for ensuring that 
appropriate evidence of their supervision is documented and retained in the workpapers, in 
accordance with the procedures provided in Chapter 6 of this Manual.  Although workpaper 
signoffs indicate that they have been reviewed, it does not document the points raised or the 
guidance provided by the supervisor.  Therefore, points raised by a supervisor in reviewing audit 
programs and workpaper support shall be documented in TeamMate using coaching notes, 
addressed by the auditor, and subsequently cleared by the supervisor.  Differences of opinion 
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between the auditor and supervisor concerning accounting and auditing issues will be 
documented and presented to higher-level supervisors to be resolved.  Assistant Directors are 
required to complete the AD Checklist and include the checklist in the workpapers. 

 4. In-Process Audit Surveillance and Review.  The AIGs have responsibility for 
providing in-process reviews of selected audits on behalf of the DIGAS.  All performance audits 
will be reviewed and a headquarters technical advisor assigned to provide assistance during the 
audit.  The technical advisor will be involved throughout the audit process and participate in key 
meetings and major decisions involving the audit.  Technical advisors will review all draft and 
final reports.  A more detailed description of the technical advisor responsibilities is found in 
Exhibit D of this chapter. 

C. FRAUD, ABUSE AND ILLEGAL ACTS

Auditors are generally not responsible for conducting "investigations" of fraud, abuse or illegal 
acts.  They are, however, required to be (1) aware of the characteristics and types of illegal 
expenditures and acts associated with the area being audited to be able to identify indications 
that these acts may have occurred; and, (2) alert to situations or transactions that could be 
indicative of such acts.  Auditors who note questionable activities requiring further investigation 
are responsible for (1) coordinating with the Office of Investigations; (2) notifying OAS 
management; and, (3) if necessary, adjusting the nature and scope of planned audit steps. 

 1. Coordinating with Office of Investigations and Inspections.  It is Office of 
Inspector General (OIG) policy that all OIG personnel having knowledge of possible criminal 
violations shall immediately refer this information to the Assistant Inspector General for 
Investigations (AIGI), in accordance with OIG Directive IG-904B, "Coordination of 
Investigative Matters."  

  a. Referrals.  Division Directors and AD are authorized and encouraged to 
consult with and discuss referrals with the local senior investigators in the field. When a referral 
is made at the local (or higher) level, a memorandum entitled "Confirmation of Referral" shall be 
prepared and sent to the DIGAS documenting the referral.  This memorandum, not to exceed one 
page, should describe (1) how the referral came about (the source of the information); (2) the 
characteristics that led the auditor to pursue the potential illegal act; (3) the regulation or other 
criteria believed to be violated; and, (4) the name and telephone number of the auditor most 
familiar with the referral.  The memorandum should also request that notification be made to the 
OAS contact if an investigation is opened. 

  b. Continuation of Audit.  The DIGAS, in consultation with the AIGI, shall 
decide whether continuation of the audit will interfere with or compromise an investigation.  
Audit work shall not be delayed or discontinued without the DIGAS explicit approval. 

  c. Release of Information.  All OAS staff is cautioned that, if they do 
become aware of a pending or on-going investigation, they are not to reveal the existence of, 
discuss with non-OIG personnel, or to otherwise release information about the investigation 
without the prior consent of the DIGAS. 

  d. Workpapers.  Auditors should cooperate fully with OIG investigators.  
This includes allowing OIG investigators to examine audit workpapers. 
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  e. Coordination.  Additional requirements for coordinating with the Office of 
Investigations and Office of Inspections are found in Chapter 5 of this Manual. 

 2. Informing OAS Management.  Whenever indications of fraud or other illegal acts 
are disclosed during an audit, auditors should immediately inform their supervisor and their AIG. 
The AIG is responsible for notifying the DIGAS.  The AIC is responsible for documenting any 
indications of potential criminal violations and other types of illegal conduct.  At a minimum, the 
documentation should describe the statute, regulation, etc., believed to be violated and the 
questionable activities or indications of illegal acts.  If the questionable activities were discussed 
with Office of Investigation personnel at the local level, the "Confirmation of Referral" should 
satisfy this requirement.  Otherwise, a Memorandum of Referral to the DIGAS should be 
prepared.  In either case, the memorandum must be sent through the Division Director and AIG 
to the DIGAS.  A copy of the documentation prepared, including any memorandum of referral or 
confirmation of referral, should be retained in a job file and/or the workpapers in case later 
reference is made to the referral in an audit report.  The AIG will ensure that any memorandum 
of referral or confirmation of referral sent to the DIGAS is forwarded to the AIGI. 

 3. Adjusting Scope of Audit Steps.  If information of possible abuse or illegal acts 
comes to an audit team's attention, the team is responsible for considering the potential impact of 
these acts on audit results.  If audit results could be significantly affected, the audit team may 
need to extend the audit steps and procedures, as necessary, to determine whether the acts 
occurred, and if so, to determine the extent to which audit results were affected.  However, major 
adjustments in scope may not be necessary if the audit team has properly planned the audit and 
included steps to evaluate compliance with laws and regulations, and detect and report 
significant illegal acts and abuses.  For financial statement audits, auditors must do sufficient 
testing to ensure that possible fraud or illegal acts do not have a material effect, either directly or 
indirectly, on the financial statements.  For all audits, the extent of additional testing requires 
judgment and experience in order to perform sufficient steps to detect major noncompliance 
without spending an unreasonable amount of resources on those steps.  Although auditors need 
to exercise due professional care and caution in pursuing indications of fraud or illegal acts so as 
not to interfere with potential future investigations or legal proceedings, the belief that auditors 
can easily jeopardize a legal case by aggressively pursuing indications of fraud or illegal acts 
lacks foundation.  More frequently, auditors do not go far enough with their testing.  Early 
coordination with the Office of Investigations is a key to assuring a careful and successful 
examination of potentially illegal acts.  (See Chapter 5 of this Manual for additional planning 
guidance.) 

 4. Reporting Fraud or Illegal Acts.  When fraud or illegal acts, or their potential, are 
identified, auditors should follow the guidance in Chapter 8 of this Manual for specific reporting 
policies and procedures. 

D. OTHER FIELD WORK REQUIREMENTS

Policies for the following fieldwork requirements are detailed in other chapters of this Manual as 
noted: 

 1. Planning.  Planning is the first fieldwork standard for all audits.  Work must be 
adequately planned in order for OAS audits to meet their objective.  Chapter 5 deals with the 
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general planning needed in order for the DIGAS to assure adequate audit coverage, efficient use 
of resources, and consistency and quality among all OAS audits. 

 2. Conducting the Audit.  Chapters 11, 14, and 15 provide detailed guidance for 
various stages of fieldwork, from initiating the audit via audit profiles and assigning supervisory 
responsibilities to conducting the exit conference. 

 3. Workpaper Support.  Chapter 6 provides policies and practices for preparing 
workpapers that provide a record of information and evidence supporting the findings, 
conclusions, and recommendations contained in an OAS report and meet generally accepted 
government auditing standards. 

 4. Advanced Audit Techniques.  Chapter 7 provides policies and practices to be 
followed in using computers, ensuring that data obtained from computer-based systems is 
reliable and accurate, and utilizing computer-assisted or other advanced audit techniques. 
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AUDITOR-IN-CHARGE ROLES AND RESPONSIBILITIES
 

The Auditor-In-Charge (AICs) is responsible for directing specific audits.  AICs must be able to 
direct each audit through its various phases--i.e., survey, verification, and reporting--in an 
expeditious and sound manner and ensure that established policies, procedures and professional 
audit standards are effectively applied.  Normally, AICs will be assigned to an audit for its full 
duration, regardless of other staffing adjustments that may be made, and in this role, the AIC is 
expected to become the single, most knowledgeable individual on the audit.  AIC responsibilities 
include the following: 

A. WORKING RELATIONSHIPS 
AICs will take the lead on an assignment in terms of keeping management informed, 
coordinating audit activities, and maintaining effective working relationships. 

 1. Keep Management Informed.  AICs will keep supervisors and other Office of 
Inspector General (OIG) management informed of potentially significant events, trouble areas, 
high visibility issues, access to records problems, potential legal proceedings or illegal acts, and 
inquiries by the media, Government Accountability Office (GAO), members of Congress, etc. 

 2. Personnel and Administration.  AICs will follow established OIG procedures for 
personnel administration and discipline, employment policies, time and attendance, leave 
administration, and travel. 

 3. Audit Coordination.  As necessary, AICs will coordinate their audit efforts within 
the OIG, with the internal audit staff of the audit entity, and with other audit organizations (e.g., 
GAO, the Defense Contract Audit Agency, other OIGs, and State or local auditors). 

 4. Keep Staff Informed.  In addition to providing information "up-the-chain", AICs 
must also work to ensure effective communication with their staff. 

B. SUPERVISION
AICs will supervise audit activities to ensure that they are performed in accordance with OAS 
standards and procedures.  Specifically, AICs will:  (1) ensure that staff are assigned tasks 
commensurate with their abilities and are utilized in a productive manner; (2) work with staff to 
identify specific needs and to develop needed skills and abilities; (3) provide the first level of 
review for work performed by assigned staff, to include reviewing all workpapers they prepare; 
(4) provide "on-the-job training" (OJT) to trainees, prepare OJT accomplishment records, and 
assist in evaluating trainee performance; and, (5) conduct bi-weekly reviews of workpapers 
prepared by staff  to document timely review of completed workpapers.  

C. PLANNING 
AICs are responsible for planning a specific audit, to include establishing how the audit 
objective can be met while making optimum use of limited audit resources.  The plans for an 
audit will be reflected in audit programs for survey and verification work that comply with audit 
standards and policies and are consistent with the approved audit objective. 

September 2006                                              4-A-1                                                         Release 6 



CHAPTER 4                                                                                                               EXHIBIT A 

 1. Audit Objective.  AICs will address the audit objective, scope, and methodology 
in the audit program, and ensure that the scope of work and methodology (i.e., audit techniques 
to be used) are consistent with the audit objective. 

 2. Laws and Regulations.  Consistent with the audit objective, AICs will design 
audit steps in order to assess compliance with relevant laws and regulations and to provide 
reasonable assurance of detecting fraud, abuse or other illegal acts. 

 3. Internal Controls Testing.  AICs are required to design audit steps to test 
compliance with internal control objectives and to document their understanding of the internal 
control structure. 

 4. Transaction Testing.  AICs will normally design transaction tests to determine the 
significance or extent of problems.  Also, in planning audit steps at facilities contractors, AICs 
should consider testing done by other auditors, especially that conducted by contractor internal 
auditors. 

 5. Testing for Data Reliability.  AICs will (1) determine the level of review and 
testing needed to ensure the reliability of computer-processed data to be used in an audit and (2) 
coordinate these plans with their AIG and the Technology Audit Group if needed.  

 6. Audit Follow-up.  AICs are required to identify reviews or audits that cover the 
same or related subject matter as their current assigned audit and to follow-up on the status of the 
findings and recommendations.  

 7. Government Performance and Results Act (Results Act) of 1993.  AICs are 
required to design audit steps in all performance audits to evaluate how the Department is 
implementing the Results Act for the area(s) being reviewed and include the results in the audit 
report.     

D. INITIATING AN AUDIT 
AICs will ensure that audits are properly authorized and that the auditee is kept informed of audit 
objectives and scope of planned work. 

 1. Letter of Notification.  AICs will prepare Letters of Notification that 
appropriately state the purpose of the audit and scope of planned work. 

 2. Entrance Conference.  AICs will attend the entrance conference on their assigned 
audit and record the results of the meeting. 

 3. "Kick-Off" Meetings.  AICs will arrange for "kick-off" meetings at subordinate 
levels of an audit entity before initiating audit work. 

E. SURVEY WORK 
Within the survey framework, AICs are responsible for gathering data, identifying potential 
findings, and determining the nature and scope of audit work that would be needed to verify the 
findings.  At the end of the survey, usually 75-90 days from the entrance conference, the audit 
team will have a Go or No-Go meeting with their Assistant Division Director (AD).  If the 
meeting results in a No-Go decision, the team will either prepare a Letter Report or a 
Termination Letter.  The AIC will document the No-Go decision with a memo to the file that is 
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signed off by the AD stating the rational for the decision and include this memo in the 
workpapers.  If the meeting results in a Go decision, the staff will prepare an End-of-Survey 
(EOS) document that is an outline of the proposed report.  The EOS document will be forwarded 
to the Headquarters technical advisor for review and comment.  After addressing the technical 
advisor's comments, the EOS document will be sent to the Division Director and the AIG for 
concurrent review.  An example of a Go decision EOS document (outline) can be found at 
Exhibit E of this chapter. 

F. CONDUCTING VERIFICATION WORK 
AICs will ensure that essential information to accomplish the audit objective is collected, 
analyzed, interpreted, and documented during verification work.  AICs will translate planned 
audit steps into tasks or work segments that can be assigned to and carried out by individual staff 
members.  If the audit does not appear to be resulting in reportable conclusions on the audit 
objective, AICs must use their own initiative in assessing the effectiveness of audit steps, results 
of the audit work, and making or recommending adjustments. 

 1. Revised Audit Objective.  Following any survey work, AICs are responsible for 
ensuring that any revisions to the audit objective are reflected in the audit program, and that the 
auditee is duly informed of the specific redirection in the audit.  Any significant change(s) to the 
audit objective must be approved by the AIG.  Also, the revised audit objective should be 
entered into the Energy Inspector General Project Tracking System (EIGPTS) with a note that it 
was revised at the End of Survey. 

 2. Audit Evidence/Techniques.  AICs will ensure that appropriate techniques are 
used in obtaining and documenting audit evidence, and in analyzing and summarizing this 
evidence. 

   a. Data from Computer-Based Systems.  AICs will ensure that a reliability 
assessment is made when computer-generated data or information is (1) an integral part of the 
auditee's operations being audited; or, (2) to be used in a report or in support of a finding. 

   b. Data Collection and Sampling Techniques.  AICs will follow appropriate 
Department approval procedures (which incorporate Office of Management and Budget 
guidance) when using questionnaires and structured interview forms.  They will also utilize 
appropriate sampling techniques and ensure that any conclusions made are valid, with particular 
attention paid to the (1) basis for sample selection; (2) size of audit universe; (3) attributes of the 
sample (error rates, sample interval, confidence levels, etc.); (4) results of the sample; and, (5) 
basis for projecting sample results. 

   c. Illegal Acts.  AICs are responsible for documenting any indication of 
potential criminal violations and other types of illegal conduct. 

   d. Internal Controls.  AICs are required to document in the workpapers the 
results of any required assessment of internal controls. 

 3. Workpapers.  AICs will ensure that workpapers on each audit are prepared in 
TeamMate and maintained in accordance with OAS standards. 

  a. Workpaper Preparation.  AICs will ensure that the results of all audit work 
are carefully recorded and documented in the workpapers in accordance with OAS policies. 
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  b. Security.  AICs will ensure that workpapers are properly safeguarded and 
any classified information obtained is handled, controlled, stored and mailed in accordance with 
Departmental requirements. 

G. REPORTING AUDIT RESULTS 
AICs will ensure that all audit results for their assignments are reported in accordance with OAS 
reporting policies. 

 1. Draft Report.  AICs will prepare a draft report that is written in accordance with 
prescribed reporting policies and formats.  AICs will ensure that findings are fully developed and 
claimed savings are carefully documented and verified for factual accuracy by the auditee.  All 
performance audit reports must, at a minimum, refer to the Results Act, address the performance 
standards evaluated, and discuss the results of our review.  When Results Act requirements have 
not been implemented, the report should include appropriate audit recommendations (See 
Chapter 8 for reporting policies and formats). 

 2. Referencing.  AICs will ensure that a report is properly cross-indexed and 
prepared for referencing (See TeamMate Protocol for cross-indexing and referencing 
procedures). 

 3. Exit Conference.  AICs will attend the exit conference for their assigned audit and 
record the results of the meeting. 

 4. Final Report.  AICs will prepare final reports that reflect management comments 
and are written in accordance with OAS and OIG reporting policies.  A matrix showing how 
management comments were addressed should be prepared and included in the workpapers. 

H. ADMINISTRATIVE/OTHER DUTIES
AICs are to ensure compliance with various administrative and personnel requirements and to 
perform other duties, as assigned. 

 1. Action Items.  Consistent with their assigned audits, AICs may be asked to help 
process action items, such as short suspense requirements, on behalf of their AIG or OAS 
headquarters. 

 2. Database Input.  AICs should enter information in the EIGPTS each Friday to 
ensure that job status, milestones, time charges, comments, and other information are correct and 
up-to-date. 

 3. Identifying Audit Ideas.  AICs will be alert to identifying audit ideas for 
subsequent audits, and will submit audit lead sheets or audit profiles whenever potential audit 
issues are identified. 
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TEAM LEADER ROLES AND RESPONSIBILITIES 
 

Team Leaders (TL) manage and direct audit operations at various field sites under the Assistant 
Inspector General for  Performance Audits (AIGPA) and the Assistant Inspector General for 
Financial, Technology, and Corporate Audits (AIGFTC).  They provide supervision and 
professional leadership to staff auditors conducting financial and performance audits of 
Departmental activities, programs, and organizations.  TL responsibilities for (1) general 
management activities; (2) directing specific assignments; (3) developing functional or technical 
expertise consistent with assigned audit areas; and, (4) handling various administrative duties on 
behalf of the Office of Inspector General (OIG) are: 

A. GENERAL MANAGEMENT ACTIVITIES

TLs are responsible for the overall management of activities at an audit site.  Specific 
requirements include the following: 

 1. Keeping Management Informed.  TLs are to keep OIG management informed of 
potentially significant events, trouble areas, high visibility issues, access to records problems, 
potential legal proceedings or illegal acts, and inquiries by the media, Government 
Accountability Office (GAO), members of the Congress, etc.  Specific requirements include: 

• Preparing weekly activity reports; 

• Referring media inquiries to Headquarters; 

• Arranging for and/or participating in team leader meetings and visits by OIG 
management; 

• Briefing OIG management on issues as requested; and, 

• Informing the Office of Audit Services (OAS) management if indications of 
fraud or other illegal acts are disclosed during an audit. 

 2. Staff Supervision.  As the senior supervisor at a site, TLs will ensure that audit 
and administrative staff perform assigned duties in accordance with OAS standards and 
procedures.  Specifically, they will: 

• Ensure that audit and administrative staff are assigned tasks commensurate to 
their abilities, are productively utilized, and perform their assigned tasks in 
an appropriate and professional manner; 

• Provide the first level of review of audit programs, overall workpaper 
support, and tentative findings; 

• Review all workpapers prepared by the Auditor-In-Charge (AICs) at least 
monthly and selectively review workpapers prepared by staff auditors; 

• Document the review of workpapers, audit programs, and the resolution of 
the points raised; and, 

• Be alert to personal impairments of their staff. 

 3. Coordination/Liaison.  TLs will maintain liaison with various organizations for 
work involving their assigned audit area.  This includes: 
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• Periodically meeting with Departmental and contractor officials to discuss 
OIG audits and other issues; 

• Establishing a direct relationship with internal auditors at the facilities 
contractors.  (However, any instructions to the internal auditors will be issued 
through the appropriate Contracting Officers); 

• Coordinating audit coverage in their audit area with external audit groups--
e.g., GAO, the Defense Contract Audit Agency, other OIGs, and State or local 
auditors; 

• Coordinating audit work required at other locations with the affected offices 
and keeping the AIGs apprised of all interdivision audit activity; and, 

• Ensuring that audit work under their control is coordinated with the Office of 
Investigations and Office of Inspections to (1) determine whether 
investigative/inspection information would help in developing audit findings; 
and, (2) ensure that audit work or release of findings will not interfere with an 
ongoing investigation or inspection. 

 4. Security.  TLs have overall responsibility for security at an audit site, to include 
ensuring that: 

• All local security requirements are followed; 

• Classified information is handled, controlled, stored and mailed in accordance 
with Departmental requirements; 

• Workpapers, equipment, and facilities are provided adequate security and 
safeguards; and, 

• Requests for security clearances are submitted in a timely manner. 

 5. Training and Development.  TLs will take a proactive role in the training and 
development of their staff.  TLs will: 

• Work with staff, particularly AICs, to identify specific needs and to 
develop needed skills and abilities; 

• Ensure adequate oversight and training for trainees, to include reviewing 
on-the-job training (OJT) accomplishment records, and providing input to 
their performance and discussions about their career progress. 

 6. Keep Staff Informed.  In addition to providing information "up-the-chain," TLs 
must also work to ensure effective communication with their staff. 

B. DIRECT SPECIFIC ASSIGNMENTS
TLs will supervise, direct, or otherwise monitor all audits within their assigned audit area.  In 
carrying out this function, TLs will control and schedule all jobs under their supervision.  They 
will either perform the required tasks or assign duties to AICs and other staff with due regards 
for job requirements and staff capabilities.  Where AICs are assigned responsibility for an audit, 
TLs will ensure that they (1) are informed of their expected duties [see separate description of 
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AIC roles and responsibilities - Exhibit A of this chapter; (2) perform such duties in an 
appropriate manner; and, (3) are not assigned other duties that would conflict with successful 
completion of the audit.  If contract auditors perform audit work, TLs will ensure that it is 
conducted in accordance with contract terms and other requirements. 

 1. Audit Profiles.  TLs will prepare or review Planned Audit Profiles to ensure that 
profiles are tied directly to the annual programmatic risk assessments. 

 2. Letter of Notification.  TLs will ensure that Letters of Notification appropriately 
state the purpose of the audit and scope of planned work.  A copy of the Notification Letter 
should be forwarded to the technical advisor.  

 3. Assign Staff.  As delegated by management, TLs will ensure that an adequate 
number of staff with appropriate experience, skills and knowledge for the job are assigned to 
each audit. 

 4. Survey Program.  TLs will review and approve survey programs prior to starting 
the audit to ensure that the nature and scope of work planned is consistent with the audit 
objective and steps to cover all mandatory work, such as the Government Performance and 
Results Act of 1993, are included.  In addition, TL will approve any changes made to the survey 
program. 

 5. Database Input.  TLs will periodically review information in the Energy Inspector 
General Project Tracking System (EIGPTS) to ensure that job status, milestones and comments 
are correct and that all required data fields are completed.  

 6. Entrance Conference.  TLs will attend entrance conferences that affect their 
assigned audit area. 

 7. Site Visits.  If audits involve work at other sites, TLs will periodically conduct 
site visits in order to discuss audit progress and, as appropriate, to offer direction. 

 8. End of Survey Outline (EOS).  TLs will review the EOS outline for a "Go" 
decision and submit it to higher levels of management for further review.  The TL/Assistant 
Director will ensure that the technical advisor receives a copy of the EOS outline.  If the audit 
objective is revised, it should be input into the EIGPTS with a note that it was revised at the 
EOS. 

 9. Audit Program.  TLs will review and approve audit programs for verification 
work to ensure that the planned scope of work and audit steps are consistent with the approved 
audit objective and the EOS outline.  In addition, TLs will approve any changes to the audit 
program. 

 10. Findings and Recommendations.  TLs will review the findings and 
recommendations and the Monetary Impact Report to ensure that findings are fully developed 
and that claimed savings are carefully documented. 

11. Referencing.  TLs will ensure that draft and final audit reports are referenced prior to 
issuance. 

12. Draft Report.  TLs will ensure that the draft report reflects management comments and 
are written in accordance with OAS reporting policies. 
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 13. Exit Conference.  TLs will attend exit conferences that affect their assigned audit 
area. 

 14. Final Report.  TLs will review reports prior to issuance for quality, consistency, 
and compliance with OAS and OIG reporting policies and that the final EIGPTS form is properly 
completed. 

 15. Final Report Package.  TLs will prepare the Final Report Package to ensure that 
all required forms/attachments are completed and forwarded to the AIGAPA within five days 
from report issuance date.  

 16. Management Decisions.  TLs will review Management Decisions to ensure that 
they are consistent with audit findings and recommendations.  Chapter 10 of this Manual 
discusses audit follow-up and resolution policies. 

C. DEVELOP FUNCTIONAL/TECHNICAL EXPERTISE
TLs are to work towards developing an audit team that has sufficient functional or technical 
expertise to effectively audit all audit entities or activities within their assigned areas.  They will 
"coach" or otherwise provide guidance, technical direction, and professional leadership for their 
staff.  Specific requirements follow: 

 1. Current Files.  TLs will maintain files on each audit being performed by their 
office in accordance with prescribed standards. 

 2. Permanent Files.  TLs will develop, maintain, and periodically update permanent 
files on organizations or activities in their assigned areas to include information on legislation, 
budgets, organizational descriptions, prior audit reports, Departmental directives, and such other 
information as will assist them in reviewing assigned audits and future workload planning. 

 3. General Planning/Audit Guidance.  TLs will help evaluate audit ideas and 
develop audit goals, plans, and guidance for their assigned audit areas. 

  a. Audit Profiles.  TLs are to submit audit profiles whenever they identify 
potential audit issues. 

           b.  Annual Risk Assessments.  Risk assessments are an important planning 
tool.  TLs are responsible for annually preparing and updating risk assessments of the major 
activities at their sites.  These risk assessments will be used to prepare the Deputy Inspector 
General for Audit Services' annual work plan and should be completed by the end of March each 
year.  

 4. Internal Control Assessments.  TLs play a central role in helping the OIG meet its 
responsibilities for annual assessments of the internal controls maintained by the Department of 
Energy and its contractors. 

  a. Integrated Contractor Audits.  TLs will track the status of audits 
performed of the integrated contractors by their internal auditors. 

  b. Federal Managers' Financial Integrity Act (FMFIA).  TLs will assist in the 
annual reviews required by the FMFIA. 
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  c. Certify Annual Statements.  TLs will sign the Statement of Costs Incurred 
and Claimed (SCIC) and return it to the respective field element for verification of the previous 
fiscal year's data.  See Chapter 19 of this Manual for further discussion of multiple roles with the 
SCIC. 

 5. Action Items.  Consistent with their assigned audit areas, TLs may be asked to 
help process action items, such as short suspense requirements, on behalf of their AIG or OAS 
headquarters. 

 6. Use of Experts and Consultants.  If the audit staff does not have needed 
specialized training or skills, TLs are responsible for requesting the use of appropriate experts 
and consultants. 

D. ADMINISTRATIVE
TLs are to ensure compliance with various administrative and personnel requirements. 

 1. Personnel.  TLs are to follow established OIG procedures for personnel 
administration, work force discipline, and employment policies. 

  a. Recruitment/Promotions.  TLs will participate in hiring employees with 
due regard for OIG policies on affirmative action.  Their duties include "spreading the word" on 
openings and interviewing candidates for positions. 

  b. Discipline/Compliance with Rules.  TLs will follow prescribed procedures 
for maintaining work force discipline and compliance with other requirements.  Specifically, 
they will: 

• Keep employees informed of rules, regulations, and standards of conduct, and 
maintain order and discipline within the framework of established procedures; 

• Ensure employee compliance with local policies, such as parking, smoking, 
appropriate dress, and reporting for work during hazardous weather; 

• Ensure that assigned staff comply with requirements for seeking advance 
approval for outside employment, submitting financial disclosure statements, 
etc.; and, 

• Gather, analyze, and consider carefully all facts and circumstances before 
recommending corrective action.  

 2. Payroll/Time and Attendance.  TLs will follow established OIG procedures for 
recording time and attendance.   TLs will ensure that time is entered into EIGPTS on a timely 
basis and that it is consistent with actual time charges for work performed.  

 3. Leave Administration.  TLs will follow established OIG procedures for leave 
administration; including scheduling annual leave with due regard for workload demand and 
employee needs.  Specifically, they will approve annual and sick leave.   

 4. Travel.  TLs will ensure that they and their assigned staff follow established OIG 
travel procedures.  Specifically, they will keep their supervisors and Assistant Inspector Generals 
informed of inter organizational travel.  
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 5. Facility/Office Management.  TLs will serve as the local OIG representative in 
establishing reasonable working conditions and local office policies.  Specifically, they should: 

• Ensure adequate space, facilities, equipment, and supplies for the OIG staff; 

• Ensure accuracy of automated data processing equipment inventory; 

• Oversee office management, such as mail, telephone, etc.; 

• Arrange for employee participation in programs such as health screening and 
security and environmental briefings; and, 

• Ensure that an office filing system is established. 
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Assistant Director Checklist 
 
This checklist is to be completed by the Assistant Division Director for each audit to document their 
review of the workpapers in TeamMate.  Once completed, please scan this checklist into the workpaper 
files. 
 

REVIEW OF SELECTED INFORMATION YES NO 
   
1.  Were referencer comments reviewed prior to issuance of both the draft and final 
reports to ensure all comments were appropriately addressed and closed?  (Review 
must be documented in TeamMate). 

  

   
2.  Was coordination with Investigations and Inspections performed and 
documented as required? 

  

   
3.  Was compliance with GAGAS documented in the workpapers?   
   
4.  Did the AIC review workpapers at least bi-weekly and document these reviews?   
   
5.  Did the Team Leader (and Assistant Director if appropriate) review workpapers 
at least monthly and document these reviews? 

  

   
6.  Did the Team Leader approve the audit program prior to the start of the audit?   
   
7.  Did auditors sign-off on all audit steps to indicate completion of the step?   
   
8.  Were changes to the audit program documented and approved by the Team 
Leader (or Assistant Director if appropriate)? 

  

   
9.  Did the AIC complete the following checklists: 
        (1) Aids for Review of Information That May be Classified or Controlled. 
        (2) Potentially Sensitive Information.  

  

   
10.  Did you review a sufficient, judgmental sample of workpapers to ensure the 
elements of a workpaper include the appropriate information?  

  

   
11.  Did you review key workpapers which support the audit finding and evaluate 
the sufficiency, competency, and relevancy of supporting data? 

  

   
12.  Did you make comments, as needed, on timeliness of supervisory reviews via 
Coaching Notes? 

  

   
13.  Did you ensure that the draft and final reports included mandatory statements 
on GAGAS, GPRA, and reliability of computer processed data? 

  

   
Name: 
 
 

Date: 
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TECHNICAL ADVISOR ROLES AND RESPONSIBILITIES 
 
Headquarters Technical Advisors (TA) are responsible for assisting Team Leaders (TL) 
and Auditors-in-Charge (AIC) throughout the audit process, from developing the audit 
approach to ensuring a quality audit report.  They serve as the representative between the 
field and headquarters and are responsible for keeping headquarters personnel informed 
about where an audit is going and how the auditors plan to get there.  Technical Advisors 
should be involved in all the various phases of the audit process – audit profile, survey, 
verification, and reporting – to facilitate the successful completion of an audit.  Technical 
Advisors need to be involved in the audit early on and should communicate with the AIC, 
TLs, and Division management, as needed.  (Enough to know what is going on, but not 
too much to become burdensome).  Technical Advisors are available to assist the audit 
teams in gathering necessary information relevant to the audit and scheduling and/or 
attending meetings with headquarters program officials.   
 
A. Audit Objective – Technical Advisors should have input into the audit profiles 

before they are finalized.  If practicable, they will attend the TL meetings when 
the Divisions discuss profiles to be included in the annual work plan.  The TA is 
responsible for reviewing the audit objective and approach to ensure that the 
proposed audit does not duplicate or conflict with work in other divisions, 
Government Accountability Office, etc.  Profiles not included in the annual work 
plan must be submitted through the technical advisor to the Assistant Inspector 
General for Performance Audits (AIGPA) and the Assistant Inspector General for 
Audit Planning and Administration (AIGAPA) for approval.  A key factor in 
obtaining approval will be whether the proposed profile is the best use of audit 
resources at any given time. 

 
B. Survey Program – Team Leaders are responsible for sending a copy of the survey 

program to the headquarters technical advisor for review.  This review, cursory in 
nature, is to look for any gaps in the survey program and offer suggestions on 
areas that should be added in order to answer the audit objective and/or conform 
to accepted auditing standards.  A comprehensive survey program will help 
everyone stay focused on answering the audit objective and prevent unnecessary 
work no related to the objective.  It is mandatory that an audit step be designed to 
evaluate how the Department of Energy is implementing the Government 
Performance and Results Act of 1993. 

 
C. End of Survey Outline –  For a "Go" decision, the audit team will prepare an End 

of Survey (EOS) outline and forward to the Assistant Director (AD) for review.  
When the AD approves the outline, it will be forwarded to the technical advisor 
for review and comment.  Comments by the technical advisor will be addressed 
by the audit team and the outline will then be forwarded to the Division Director 
and Assistant Inspector General (AIG) for concurrent review.       

 
D. Audit Program – Team Leaders are responsible for sending a copy of the audit 

program to the headquarters technical advisor for review.  Again cursory in 
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nature, this review is to verify that the additional audit steps will cover any work 
needed to support and/or validate the proposed finding(s) as agreed to in the EOS 
outline and prevent unnecessary audit work. 

 
E. Draft Report – The draft report will be sent to the Headquarters TA for review.  

The main purpose of this review is to ensure that the audit objective has been 
answered and to suggest changes related to substantive issues rather than 
grammar or writing style.  It is the TA's responsibility to assist in assuring the 
report delivers a message that is clear, concise, and convincing.  It is mandatory to 
address the Government Performance and Results Act of 1993, for both positive 
and negative results, in all performance audit reports and to include appropriate 
recommendations if needed. 

 
F. Final Report – The final report will be sent to the Headquarters TA for review.  

The main purpose of this review is to see how management comments were 
incorporated into the report and that the report delivers the message intended.  
Also, TAs are responsible for preparing the Inspector General (IG) memo and 
coordinating it with the field prior to signature by the IG. 

 
Throughout the audit process, the headquarters technical advisor will be reviewing the 
Audit Project Summary (APS) Report to ensure it contains current information on the 
audit status.  A weekly report on open performance audits is forwarded to the AIGPA and 
Deputy Inspector General for Audit Services for review.  Therefore, it is important for 
TL/audit staff to ensure the information is input in a timely manner. 
 
Each week, the technical advisors will keep the field informed on the status of all EOS 
documents, draft and final reports in headquarters for review by issuing a weekly status 
report from headquarters.  In addition, the technical advisors will let the field know the 
planned action expected on the written products for the following week.   
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CHAPTER 5
 

PLANNING

A. SCOPE OF CHAPTER
Planning is an important fieldwork audit standard.  Work must be adequately planned in order 
for audits to meet their objectives.  This chapter deals with the general planning needed in order 
to assure adequate audit coverage, efficient use of resources, and consistency and quality among 
all Office of Audit Services (OAS) audits. 

B. WORKLOAD PLANNING
OAS is continually revising its goals--and its plans for achieving those goals--based on an ever-
changing audit environment.  The primary vehicle used for accomplishing this is the annual 
planning cycle, as influenced by long-term planning mechanisms or factors. 

 1. Long-Term Planning.  The audit planning process is primarily driven by 
Congressional and Office of Management and Budget (OMB) requirements, the budget, and 
program policy issues.  These factors are regularly addressed as part of the annual planning 
cycle.  To the extent practical, this process is conducted within the context of long-term 
planning, to include (1) the President's Management Agenda and Secretary priorities; (2) the 
Office of Inspector General (OIG) identified significant management challenge areas; (3) 
consideration of OAS' goals and objectives; and, (4) the results of annual risk assessments. 

  a. Management Challenges.  OAS annually identifies the most significant 
management challenge areas at the Department and plans audits to provide reasonably 
comprehensive audit coverage in these areas.  The challenges identified for Fiscal Year (FY) 
2006 were: 

• Safeguards and Security; 

• Environmental Cleanup; 

• Stockpile Stewardship; 

• Contract Administration; 

• Project Management; 

• Cyber Security; and, 

• Energy Supply.  

 

In addition, a watch list was developed that consists of management issues that do not meet the 
threshold of major management challenges, yet warrant continued attention by senior 
Department of Energy (Department) managers.  Watch list issues may include management 
challenges identified in previous years for which the Department has implemented corrective 
actions or has achieved positive outcomes.  The watch list may also include emerging issues that 
require Department action.  The watch list areas identified for FY 2006 were financial 
management and reporting; worker and community safety; and, human capital. 
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  b. Goals and Objectives.  The Assistant Inspector General for Audit Planning 
& Administration (AIGAPA) is responsible for developing goals and objectives with input from 
all OAS organizations.  These goals and objectives lay out a broad framework within which 
OAS can evaluate the economy, efficiency, and effectiveness of Departmental programs and 
operations; emphasize work in the management challenge areas; detect and deter fraud and abuse 
by ensuring that proper internal controls are established and maintained; and identify, obtain, and 
administer sufficient Deputy Inspector General for Audit Services (DIGAS) resources to carry 
out an efficient and effective OIG program of audits. 

  c. Risk Assessments.  Because of resource limitations, OAS recognizes that 
not all functions or activities in the Department can be audited every year or covered in each 
audit.  Therefore, OAS attempts to ensure audit coverage of major risk areas.  Overall risk 
ratings, e.g. low, medium, or high, are assigned to major auditable entities based on annually 
updated risk assessments.  In assessing risk, consideration is given to such factors as:  (1) 
adequacy of internal controls; (2) major projects/new initiatives; (3) dollar value/materiality; (4) 
changes of systems; and, (5) prior audit results.  Team Leaders are responsible for preparing and 
updating risk assessments of the major activities at their sites by the end of March each year.  
Each Assistant Inspector General (AIG) is responsible for preparing a programmatic risk 
assessment based on the individual site risk assessments.  

 2. Annual Planning and Budgeting.  The AIGAPA is responsible for developing and 
implementing the audit resource planning and budgeting process and for providing associated 
staff services.  The AIGs are responsible for submitting necessary information for their 
respective offices and areas of responsibility to help develop audit performance plans and 
budgets.  DOE Order 224.2, "Auditing of Programs and Operations," requires the publication on 
an integrated audit plan.  This plan is the OIG Annual Performance Plan, published at the 
beginning of each fiscal year.  As an integral part of the Department, the OIG must also prepare 
and submit an annual budget. The following procedures are a necessary part of the process to 
produce information essential to comply with these audit work planning and budgeting 
requirements. 

  a. Annual Program Guidance.  The AIGAPA is responsible for providing 
program guidance to the field as a basis for developing the annual audit performance plan.  The 
guidance sets priorities for OAS audit coverage of important Department issues and operations 
by establishing audit priorities and provides the basis for assigning OAS resources.  This 
guidance also covers annual budget assumptions, submission dates and formats, and overall 
coordination to avoid duplication and to maximize audit coverage within the Department.  
Program guidance will also be provided to the field offices and other equivalent Department 
offices for their management evaluation staffs and major contractor Internal Audit Groups.  The 
guidance is based on the current budget request, financial trend data, and the current audit 
environment. 

  b. Annual Audit Performance Plan.  The OIG's annual audit performance 
plan for the fiscal year focuses its audit resources on the high-risk areas that have been identified 
as part of the annual risk assessment process.  Work on the plan begins early in February, about 
eight months prior to the start of audit execution for the new year, with the updating of risk 
assessments.  AIGs are to submit the results of their updated risk assessments to the AIGAPA by 
the end of March each year and audit proposals by the end of June each year.  The plan will be 
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finalized by September 30, published, and made available to OMB, the General Accountability 
Office (GAO), Defense Contract Audit Agency (DCAA), and other interested parties.  Planned 
audits should be submitted using the Audit Profile format discussed later in this chapter, and in 
accordance with the procedures described in Chapter 11 of this Manual for initiating an audit. 
The DIGAS, AIGAPA, and AIGs will perform the priority ranking using the results of 
previously updated risk assessments.  The results are then consolidated and are incorporated into 
the work plan taking into consideration availability of resources from the highest ranking audit 
downward until all available flexible staff days for the fiscal year are accounted for. 

  c. Changes to the Published Performance Plan.  Additions to the 
performance plan are accomplished by submitting new profiles through the AIG for 
Headquarters approval.  A written justification must be attached to the new profile that ties the 
proposed audit into the annual programmatic risk assessment.  In addition, the planned audit to 
be cancelled must also be identified, by project number, if the new proposed audit is going to be 
a replacement audit.  On-going audits may be terminated or canceled at the discretion of the 
AIG.  The Assistant Inspector General for Financial, Technology and Corporate Audits 
(AIGFTC) and AIGPA should notify the AIGAPA when an audit needs to be cancelled.  The 
AIGAPA is responsible for modifying the performance plan and updating the Energy Inspector 
General Project Tracking System (EIGPTS), when audits are added, cancelled or terminated. 

C. IDENTIFYING AUDIT IDEAS AND NEEDS
The basic thrust of the planning process is to apply OAS's available audit resources to obtain 
maximum audit coverage and avoid unnecessary duplication of audit effort.  The audits in the 
annual performance plan come from a variety of sources, all of which play an important role in 
determining which audits will be performed and the benefit to be achieved. 

 1. Recurring Audit Requirements.  Certain audits are performed to meet regulatory 
requirements and commitments.  These requirements may originate from such sources as 
Congress, OMB, GAO, or the terms of the Department's contracts.  AIGs are responsible for 
ensuring that these requirements have been identified and reflected in the annual performance 
plan.  Recurring audit requirements include: 

  a. Government Management Reform Act.  The Government Management 
Reform Act of 1994 requires an audited consolidated financial statement covering all accounts 
and associated activities, as well as commercial activities, of the Department. 

  b.   Federal Information Systems Management Act.  The Federal Information 
Systems Management Act of 2002 requires an annual evaluation and report on the Department's 
unclassified cyber security program.  

  c. Federal Managers' Financial Integrity Act.  Under the Federal Managers' 
Financial Integrity Act, the OIG is required to review assurance letters prepared by all 
Department elements and express views as to the status of internal controls or material 
weaknesses within the Department. 

  d. Contract and Pre-award Audits.  The OIG is required to perform some 
mandatory pre-award and incurred cost audits of certain integrated contractors to satisfy the 
terms of Department contracts and to assist Contracting Officers in negotiating and awarding 
contracts, making interim payments, or closing out contracts.  An integrated contractor is one 

September 2006                                                 5-3                        Release 6 



CHAPTER 5 -- PLANNING                                                                 

whose costs under a cost-type contract are pre-financed by the Department and who is required 
to maintain a separate and distinct system of accounts, records, documents and other evidence 
showing and supporting all allowable costs incurred, revenues or other applicable credits.  The 
accounts maintained by the contractor for operations under the contract are integrated with those 
of the Department and the OIG assesses the contractors' allowable cost representations.  DCAA 
is responsible for cost-type audits at all other Department contractors. 

  e. Statement of Costs Incurred and Claimed (SCIC) Audits.  At the end of 
each fiscal year, integrated contractors are required to submit a SCIC that includes the 
contractor's certification that the costs claimed represent allowable contract costs.  The OIG is 
responsible for assessing changes in the contractor's internal control structure to assure costs 
claimed and reimbursed by the Department are allowable under the contract.  Policies and 
procedures related to SCIC audits are discussed in Chapter 20 of this Manual. 

 2. Self-Initiated Audits.  Many of the OAS audit proposals are developed by 
auditors in the field who have noted weaknesses in internal controls; susceptibility to fraud, 
waste, or abuse; new procedures or changed conditions; and, operational results.  Other ideas 
result from more formalized planning surveys of high-risk areas, identified in the risk assessment 
process. 

  a. Audit Profile.  An audit profile is used to submit proposed audit work.  
See Exhibit A of this chapter for the planned audit profile format and Exhibit B for instructions 
on preparing the profile.  Team Leaders are required to submit audit profiles to their supervisor 
by established due dates for possible inclusion in the OAS annual audit work plan.    

  b. Planning Surveys.  In some cases, the DIGAS will designate general 
subject areas for extensive survey work.  These surveys are used to obtain information about 
particular subject areas and to develop strategies for further audit work.  Timeframes and 
reporting objectives for these planning surveys will be determined on a case-by-case basis.  In 
addition, AIGs can authorize up to two weeks of survey work in order to develop audit ideas 
without establishing a separate job code or reporting requirement. 

 3. Requests for Contract Audit Services.  Auditing pre-award proposals and 
contracts, other than at integrated contractors, in the Department is primarily the responsibility of 
DCAA.  Only a small number of such audits are performed annually by the OAS.  Detailed 
profiles are not required for these audits.  When known in advance, these audits should be 
included in the annual work plan.  For contract audits, only the planned and actual "Entrance 
Conference Held" and "Completed with Report" dates are required entries in the EIGPTS. 

 4. Cross-Servicing.  To conserve staff resources, promote efficiency, and reduce the 
impact of audits on the operations of the Department and its integrated contractor organizations, 
the DIGAS may establish cross-servicing arrangements under which one Federal agency will 
make or oversee audits for other agencies.  Such arrangements will be made when it is in the best 
interest of the Department and the Federal government. 

 5. Referrals or Requests for Assistance from Investigations and Inspections.  The 
OAS occasionally receives referrals or requests for audit assistance from the Assistant Inspector 
General for Investigations (Investigations) or Assistant Inspector General for Inspections and 
Special Inquiries (Inspections).  AIGs may accept referrals or requests for audit assistance if 
workload priority allows and prior approval is granted by the DIGAS.  Referrals and/or requests 
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must be in writing with a copy sent to the DIGAS.  Verbal referrals and/or requests may not be 
accepted.  Once the DIGAS has approved, the AIG should respond to Investigations or 
Inspections.  

D. PLANNING CONSIDERATIONS FOR SPECIFIC AUDITS
A number of planning factors must be dealt with in developing audit ideas at the beginning of 
each audit.  Consideration of these factors is expressly required by generally accepted 
government auditing standards and should be reflected in the Planned Audit Profiles and audit 
programs prepared. 

 1. Audit Objective, Scope and Methodology.  The first step in planning an audit is to 
appropriately define the audit objective.  Simply stated, an objective is a question that the audit 
is trying to answer.  The audit objective will affect every phase of the audit, from the selection of 
scope, methodology, and staff, to the timing and nature of the report to be issued.  The objective 
is also the primary factor in determining the nature and extent of testing that must be done to 
satisfy the requirements for examining internal controls and compliance with laws and 
regulations.  The Auditor-in-Charge (AIC) is required to address the audit objective, scope, and 
methodology in preparing each audit program.  Audit programs are to be approved by the Team 
Leader (TL) prior to starting the audit.  In addition, all changes to the audit programs are to be 
approved by the TL. 

  a. Audit Scope.  The boundaries, or scope, of the audit should flow directly 
from the audit objective.  The audit scope includes such factors as the time period to be covered, 
extent of testing, and locations or activities to be audited.  The ending date for the "audit 
performed between" will be the date of the exit conference (month and year) or the date that 
management waived the exit conference (month and year), whichever is applicable. 

  b. Methodology.  Methodology refers to the tests and processes, which will 
be used to gather and analyze data and to reach conclusions and recommendations.  The 
methodology needs to provide evidence that will achieve the objective of the audit.  
Methodology involves consideration of data sources and analytical processes (See Chapter 7, 
Advanced Audit Techniques).  The audit program will contain the specific methodologies for 
each audit. 

 2. Criteria for Assessing Performance.  Criteria are standards against which the 
auditee's performance or financial information can be assessed.  Examples of criteria  include 
laws, regulations, Departmental Orders, performance measures, procedures, handbooks, public 
statements, and so forth.  Criteria are necessary to establish whether a program or office is doing 
what it is supposed to be doing (what should be).  Generally accepted government auditing 
standards require that criteria be "reasonable, attainable, and relevant" to the audit objective. 

 3. Coordination with Other Auditors.  OAS must coordinate with a number of other 
audit organizations, including external groups such as GAO and DCAA, as well as Internal 
Audit Groups employed by the Department and its integrated contractors.  In addition, the OAS 
field offices must closely coordinate with one another to avoid duplication and inefficiencies. 

  a. External Audit Groups.  A number of other organizations are responsible 
for performing audits and reviews within the Department and its contractors.  Chief among these 
are GAO and DCAA.  Before any new work is begun, it is important for auditors to check with 
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these organizations to determine if any work has been completed recently, is ongoing, or is 
planned in the same or related areas.  This is important to avoid duplication and make optimum 
use of OAS's limited resources.  Generally, the AIGs should establish lines of communication 
with these external agencies and be aware of their activities related to the Department.   

The OAS may have occasion to use the work of another independent auditor as part of the basis 
of audit conclusions we reach.  Detailed guidance for relying on work of others can be found in 
Chapter 3 of this Manual. 

  b. Internal Auditors.  Most of the contractors operating Department facilities 
are required by the terms of their contracts to have internal auditors.  These auditors are required 
to plan and perform audits of functional areas based upon a risk assessment, as detailed in this 
Manual.  Some other Departmental facilities, such as Pittsburgh and Schenectady Naval 
Reactors, and the Power Marketing Administrations, have Federal Internal Auditor Groups (or 
management review teams).  Each AIG is responsible for coordinating with these internal 
auditors, for periodically reviewing their work, and for taking such work into account when 
planning audits. 

   (1) Relying on the Work of Internal Auditors.  With respect to the work of 
internal auditors [see Statement on Auditing Standard (SAS) 65], the AIC is 
required to: 

• Obtain an understanding of the internal audit function;  

• Evaluate and test the effectiveness of work of Internal Audit 
Groups' work in determining the nature, timing, and extent of audit 
procedures; 

• Assess the competence and objectivity of the internal auditors and 
the effect of the internal auditors' work on the audit (this can be 
accomplished by examining and testing the internal auditors' 
work); 

• Supervise, review, evaluate, and test the work performed by 
internal auditors when the internal auditors are providing direct 
assistance to the audit; and, 

• Assure that all judgments are those of the OAS, not the internal 
auditors. 

   (2) Transaction Testing at Major Contractors.  When planning audit 
steps at one of the Department's major contractor sites, the AIC should consider transaction 
testing done in other--usually internal--audits that are part of the acceptable risk ranking 
methodology.  To the extent that these tests are relevant to the current audit objective and are 
still considered timely, the AIC may choose to rely upon the results of such tests. 

  c. Coordination within OAS.  The nature of OAS's work is such that the 
AIGs have a great deal of latitude and responsibility with respect to planning and executing audit 
work.  Essentially, each AIG is responsible for assuring adequate and efficient audit coverage for 
the Department activities within his or her programmatic areas.  However, audit work for one 
AIG frequently requires information from or travel to another site under another AIG.  When this 
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occurs, auditors are responsible for contacting and coordinating with the other AIG staff.  An 
AIC or other auditor should first contact his or her Team Leader or Assistant Director to discuss 
the coordination needed with another AIG, and then make any additional contacts as deemed 
necessary.  Normally, coordination between AIGs should occur at the Team Leader level or 
higher to ensure that the individuals involved are familiar with most prior or ongoing audit work.  
Team Leaders and Assistant Directors are responsible for ensuring that their AIGs are kept fully 
apprised of all audit activity affecting their programmatic areas and to assure that audit 
objectives are accomplished with the maximum possible efficiency. 

In addition to the general coordination requirements detailed above, auditors should coordinate 
with the Technology Audit Group (TAG) when planning or conducting audits involving 
information technology.  The TAG has cognizance over audits involving information technology 
programs within the Department and should be apprised of all planned audits in these areas. 

  d. Audit Follow-up.  An important element of coordination is audit follow-
up.  In the early planning stages of any OAS audit, the AIC is required to identify any completed 
reviews or audits covering the same or related subject matter in the last five years.  OAS, GAO, 
Department Internal Audit Groups, or external audit activities may have conducted such reviews.  
The audit program should include steps to assure that recommendations from such previous 
reports have been addressed. 

 4. Coordination with Investigations and Inspections.  Communication between 
offices within the OIG is important and necessary to ensure that efforts are coordinated and 
reports are consistent in the facts reported.  To maximize the use of audit, investigation, and 
inspection resources, there will be one point of contact (POC) in each office to facilitate 
coordination efforts.   

Early contact with Inspections and Investigations personnel is required so that any information 
obtained can be used to alter audit steps or help develop audit findings.  Therefore, at the 
beginning of each audit, the AIC will contact the designated POCs for Investigations and 
Inspections to discuss the audit scope and objective, and the sites and/or program offices that 
will be included in the reviews.  If Investigations or Inspections identifies that the audit may 
overlap existing or planned work, the respective organizations will take steps to resolve scope 
concerns.   

At the End of Survey, the AIC will inform the POCs for Inspections and Investigations of the 
decision made at this key point in the audit process.  In addition, prior to issuing draft reports, 
Audits and Inspections will provide the POC a copy of the draft to ensure the reports include 
relevant information on prior and current work being done by both offices.  Once the draft is 
signed, a copy of the report will be furnished to the respective office. 

Any time during the audit, if possible criminal activity is identified; the AIC should immediately 
notify Investigations of the issues identified.  Contacts with POCs may be made in person or in 
writing, including e-mail.  All significant contacts with Investigations and Inspections must be 
documented in the workpapers. 

 5. Staffing Considerations.  Staffing involves the training and expertise of those who 
will carry out an assignment as well as the number of people needed by grade and location.  
Because of resource limitations, some audits may have to be staffed with contractor audit 
personnel or other external staff. 
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  a. Assigning Staff to Audits.  AIGs are responsible for assuring that assigned 
staffs have the appropriate skills and knowledge for the job.  Consideration should be given to 
the technical nature of the assignment, the relevant abilities of the auditor, and on-the-job 
training requirements. 

  b. External Staffing Considerations.  Where specialized training or skills are 
called for that is unavailable on the audit staff, experts or consultants may be used. 

  c. Guidelines on Staffing.  Generally accepted government auditing 
standards specify staff qualification requirements for financial statement audits that lead to an 
expression of an opinion.  However, performance and all other audits also need to be staffed with 
auditors who have the requisite qualifications and training. 

 6. Importance of Audit Objective.  The audit objective is key in determining the 
scope of compliance testing to be performed.  The objective should be defined as precisely as 
possible to preclude unnecessary work, while still meeting the purpose of the audit.  An audit 
objective should be clearly stated.  Only those tests of compliance necessary to satisfy the audit 
objective should be performed.  Where assessment of compliance is called for by the audit 
objective, the audit program must include steps and procedures that will provide reasonable 
assurance that the audited entity has adhered to the requirements of laws and regulations, which, 
if not followed could significantly affect the audit results.  The audit must also be designed to 
provide reasonable assurance of detecting abuse or illegal acts that could significantly affect the 
audit objective.  This standard relies heavily on the auditor's professional judgment in 
determining whether and the extent to which compliance testing is necessary.  The AIC is 
responsible for incorporating the necessary steps into the approved audit program. 

 7. Identifying Applicable Laws and Regulations.  During the early phase of an audit 
where compliance assessment is called for by the audit objective, auditors should identify the 
laws and regulations that apply to the subject area and might significantly affect the objective.  
At a minimum, auditors must discuss relevant laws and regulations with officials of the audited 
entity and document this discussion in the workpapers.  The workpapers should also contain a 
listing of the laws, regulations, and other requirements determined to be pertinent to the audit 
objective.  Auditors are required to consult with General Counsel (through the OIG's Legal 
Counsel) when questions arise concerning application and the interpretation of laws and 
regulations.  Auditors should consult with the OIG's Legal Counsel about any questions 
pertaining to legal opinions that Departmental officials have obtained from the General Counsel.  
The auditor's consideration should include general laws and regulations governing the subject 
matter, as well as more specific implementing requirements, such as Departmental Orders.  An 
audit of procurement activities, for example, might include consideration of the Federal 
Acquisition Regulation or the Competition-in-Contracting Act, as well as the Department's 
Acquisition Regulation.  Auditors are also required to identify, and document in the workpapers, 
laws and regulations that, if violated, may have an indirect and material affect on the objective of 
a financial statement audit.  Examples of such laws and regulations could include environmental 
requirements, fair labor standards, and equal employment opportunity. 

 8. Assessing Risk.  Generally accepted government auditing standards require that 
auditors assess, for each legal or regulatory requirement relevant to the audit objective, the risk 
that abuse and illegal acts could occur.  The risk assessment determines the probability that 
material noncompliance or abuse could occur and not be prevented or detected in a timely 
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manner by internal controls.  The assessment evaluates (1) the inherent risk of a law or 
regulation to noncompliance and abuse before considering internal controls; and, (2) whether 
internal controls will prevent or detect noncompliance and abuse. 

  a. Types of Risk.  The following table is helpful in understanding the 
relationship among the different types of risk and the extent of compliance testing required.  The 
types of risk are defined as follows: 

• Inherent risk is the probability that a law or regulation related to 
assignment objectives will not be complied with or that the area being 
reviewed is highly susceptible to noncompliance; 

• Control risk is the risk that internal control structure will not detect or 
prevent noncompliance; and, 

• Detection risk is the risk that the auditor's procedures will lead to an 
erroneous conclusion about compliance with laws and regulations. 

 

RISK/TESTING RELATIONSHIPS

 
ASSESS 

INHERENT RISK 
EVALUATE INTERNAL 

CONTROLS/ASSESS 
CONTROL RISK 

ASSESS 
VULNERABILITY AND 
DETERMINE TESTING 

EXTENT 

ASSESS 
DETECTION 

RISK 

HIGH WEAK/HIGH 
ADEQUATE/MODERATE 

STRONG/LOW 

HIGH 
MODERATE TO HIGH 
LOW TO MODERATE 

LOW 
MODERATE 

HIGH 
MODERATE WEAK/HIGH 

ADEQUATE/MODERATE 
STRONG/LOW 

MODERATE TO HIGH 
MODERATE 

LOW 

LOW 
MODERATE 

HIGH 
LOW WEAK/HIGH 

ADEQUATE/MODERATE 
STRONG/LOW 

LOW TO MODERATE 
LOW 

VERY LOW 

LOW 
MODERATE 

HIGH 
 

As the above table indicates, higher inherent risk and weaker internal controls require increased 
compliance testing.  Auditors should also be aware that reduced testing, while highly desirable 
given scarce audit resources, by definition increases detection risk. 

  b. Characteristics of Illegal Acts.  In order to accurately gauge the inherent 
risk that noncompliance with laws or regulations relevant to audit objectives may occur without 
being prevented or detected, the auditor must be alert for "characteristics" of illegal acts.  The 
professional literature speaks of characteristics, but also uses the terms "instances" and 
"indicators" of illegal acts.  For OAS purposes, the term characteristic will be used as a 
collective term to define a potential illegal act.  A characteristic is an observed control weakness, 
personal behavior, relationship, or deviation in record keeping that raises skepticism about the 
fidelity of a function in which there is an opportunity for illegal acts to occur.  Characteristics 
can be opportunities, such as:  (1) activities dominated and controlled by a single person or small 
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group; (2) complex transactions; or, (3) a mix of contracts.  Characteristics can also be 
indicators, such as: 

• Altered, missing, or otherwise suspect accounting records; 

• Unreasonable explanations to inquiries by auditors; 

• Auditee annoyance at reasonable questions by auditors; 

• Extravagant lifestyle of employees; or, 

• Auditee tactics to delay the audit. 

For each audit where compliance assessment is necessary, the AIC is responsible for 
documenting in the workpapers any characteristics (opportunities or indicators) of illegal acts 
noted.  If any characteristics are observed, audit steps must be designed (1) to determine whether 
the acts occurred; and, (2) if so, to determine the extent to which these acts significantly affect 
the audit results.  These steps should be included in the approved audit program and documented 
in the workpapers, as appropriate. 

 9. Internal Controls Testing.  Internal controls must be assessed when necessary to 
satisfy the objective of a performance audit.  Once the auditor identifies inherent risks, an 
assessment must be made as to the effectiveness of internal controls designed to prevent or 
detect noncompliance.  Internal controls consist of policies and procedures used to provide 
reasonable assurance that goals and objectives are met; resources are adequately safeguarded, 
efficiently utilized, and reliably accounted for; and, laws and regulations are complied with. 
Where an internal control assessment is called for by the audit objective, the AIC is required to: 

• Identify and document key internal control policies and procedures that 
management has designed to ensure that objectives are achieved, including 
compliance with laws and regulations; 

• Observe the control environment and document unusual observations in the 
workpapers; 

• Identify key internal control procedures that management has established to 
achieve objectives; 

• Test control procedures; and, 

• Identify needed follow-on actions. 

To re-emphasize, a clearly defined audit objective is critical in determining (1) if an assessment 
of compliance and internal controls is necessary; and, (2) if so, the extent of assessment and 
audit steps required.  For every performance audit, the AIC is required to document in the 
workpapers the determination as to whether compliance and internal control assessments are 
required in light of the audit objective and the results of any required assessment. 

 10. Assessing Internal Controls--Financial Statement Audits.  With respect to 
financial statement audits, generally accepted government auditing standards explicitly 
incorporate the provisions of SAS 55, as amended by SAS 78.  Auditors are also required to 
become familiar with the SAS and document compliance with that standard in the workpapers.  
The auditor should note that while the SAS provisions are required in financial audits, they are 
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also a good blueprint for a successful assessment of internal controls when called for by the 
objectives of any audit.  In accordance with the major SAS requirements, the AIC must: 

• Understand the internal control process and determine whether related policies 
and procedures are in operation; 

• Document the understanding of the internal control process; 

• Assess control risk related to the internal control process; 

• Document the basis for the assessed maximum level of control risk; 

• Consider performing tests of controls; 

• Assess control risk related to tests of controls; 

• Document the basis for any assessed level of control risk at less than maximum 
level; and, 

• Design substantive tests based on assessed level of control risk. 

  a. Elements of Internal Control Process.  The SAS breaks down the internal 
control process into five interrelated components:  (1) control environment, (2) risk assessment, 
(3) control activities, (4) information and communication, and (5) monitoring. 

   (1) Control Environment.  The control environment can be thought of 
as the overall attitude of management concerning the importance of control.  This includes 
management's philosophy and operating style, the organizational structure of the audited entity, 
and management's control methods. 

   (2) Risk Assessment.  Risk assessment refers to the organization's 
process of identifying potential risks to its financial reporting objectives and developing actions 
to address those risks. 

   (3) Information and Communication.  The information system is 
essentially equivalent to the accounting system.  An entity's accounting system includes the 
methods and records established to identify, assemble, analyze, classify, record, and report 
transactions and to maintain accountability for assets and liabilities and related controls.  
Communication relates to policy manuals, accounting manuals or other means used to give the 
employees an understanding of their roles and responsibilities regarding financial reporting 
controls. 

   (4) Control Activities.  Control activities are those policies and 
procedures, in addition to the control environment and accounting system, established to provide 
reasonable assurance that specific objectives will be achieved.  Examples of control procedures 
would include: 

• Proper authorization of transactions; 

• Design, use, and control of accounting documents; 

• Safeguard of assets; 

• Segregation of duties; and, 
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• Independent checks. 

   (5) Monitoring.  This is the process of assessing the quality of internal 
control performance over time.  This is accomplished through specific evaluations or as a by-
product of normal supervisory activities. 

  b. Documenting Understanding of the Internal Control Process.  Auditors are 
required to document in the workpapers their understanding of the internal control process.  
Methods of documentation include the preparation of flowcharts, internal control questionnaires, 
and narrative descriptions.  Auditors must use professional judgment to determine which 
method(s) should be used to document the understanding. 

  c. Assessing and Documenting Control Risk.  Auditors must understand all 
elements of risk (see table on page 5-9), including inherent risk, control risk, and detection risk.  
This understanding, including an assessment of relevant internal controls and the likelihood that 
such controls will not be effective, must be documented in the workpapers.  If maximum risk is 
assessed with little potential for a reduced level of assessment, the auditor should forego testing 
of controls and proceed to substantive testing.  Specific guidance for the assessment and 
documentation of control risk can be found in the SAS. 

  d. Testing of Controls and Reassessment of Risk.  If, after assessing control 
risk, the AIC determines that the internal control structure cannot be relied on, no tests of 
controls are required and auditors should proceed to substantive testing of accounts and 
balances.  However, if the AIC believes that the internal control structure can be relied on, tests 
of controls are required.  Testing consists of (1) evaluating the design effectiveness of the 
controls (are the controls in place?); and, (2) testing the operational effectiveness of the controls 
(are they working as intended?).  Auditors must document these tests in the workpapers.  Based 
on control test results, the AIC must determine whether the initial assessment of control risk was 
accurate, and whether the controls are still considered reliable.  This reassessment will determine 
the extent of substantive testing required to complete the audit.  Auditors must carefully 
document the reassessment, based on evidence gathered from the tests of controls. 

  e. Designing Substantive Tests.  Based on the assessment of inherent risk 
and control risk, the auditor must then determine an acceptable level of detection risk and design 
substantive tests accordingly.  Substantive tests are defined as tests of details and analytical 
procedures performed to detect material misstatements in the account balance, transaction class, 
and disclosure components of financial statements. 

 11. Materiality and Significance.  Generally accepted government auditing standards 
require the consideration of materiality and significance in planning the audit and selecting the 
methodology.  Materiality is also important in determining whether a matter requires disclosure 
in a report.  Because those who deal with public funds assume a distinct stewardship 
responsibility, the materiality level or threshold of acceptable risk may be lower than in similar 
audits in the private sector.  In planning the audit, the AIC may consider the following: 

• Amount of revenues and expenditures; 

• Newness of the activity or changes in its conditions; 

• Adequacy of internal controls; 
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• Results of prior audits; 

• Level and extent of review or other form of independent oversight; 

• Adequacy of the internal controls for ensuring compliance with laws and 
regulations; 

• Management's adherence to applicable laws and regulations; 

• Audit report user's expectations; 

• Public perceptions and political sensitivity of the areas under audit; and, 

• Audit requirements. 

Generally accepted government auditing standards contain a great deal of emphasis on the areas 
of compliance with applicable laws and regulations and internal controls.  In planning the audit, 
auditors must still consider materiality and significance.  However, once discovered, the 
materiality threshold for reporting fraud, illegalities, and abuse is zero -- i.e., if found, it must be 
reported. 
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Project Number: ____________ 
 

PLANNED AUDIT PROFILE
 
 
DATE:   PREPARER:  
 
1. AUDIT TITLE:  
 
2. BACKGROUND: 

 
 
 
 
 
 
 
 
 
 
 
 
 

3. AUDIT OBJECTIVE:  To determine whether  
 
 
 
 

4. SCOPE AND METHODOLOGY: 
 
 
 
 
 
 
 

5. POTENTIAL FINDING:  (Asserted condition, cause, effect) 
 
Condition: 
 
 
Cause:
 
 
Effect: 
 
 

  
6. PROGRAMATIC RISK RANKING:         HIGH ___        MEDIUM ___          LOW ___ 

 
7. JUSTIFICATION FOR AUDIT:  (requires narrative explanation) 
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8. MANAGEMENT CHALLENGE AREA: 
 

9. PRESIDENT'S MANAGEMENT INITIATIVE:    
 

10. SECREATARY'S PRIORITY/INITIATIVE:    
  
11. FOLLOW-UP AUDIT:             YES ___            NO____ 
 (If yes, identify prior audit reports): 
  
12. TECHNICAL ASSISTANCE REQUIRED:                             YES _____   NO _____ 
  (Description of Required Assistance :) 

 
 

13. CLASSIFICATION OF AUDIT:     Performance ___         Financial ___         Other ___ 
 
14 PROGRAM CODE:   
 
15 FUNCTIONAL AREA:   
 
16. LOCATION CODE(s):     _______________________        
 
17. APPROVALS: 
 

 AIG or Division Director:   Date  
 

 AIGAPA:   Date  
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INSTRUCTIONS FOR PREPARING THE PLANNED AUDIT PROFILE  
 
 
      Project Number.  The Assistant Inspector General for Performance Audits and 

Administration will assign the project number. 

1.  Audit Title.  Enter the audit title. 

2.  Background.  Briefly describe the condition or situation that requires audit.  This discussion 
may include reference to previous audit work in the same area, or any other applicable 
information that will enable Office of Audit Services management to make a determination as 
to whether to include this proposed audit in the annual work plan. 

3. Audit Objective.  Enter a worded question that the audit is to answer.  The audit objective 
should clearly articulate what the audit is to accomplish.  The auditor should bear in mind 
that the objective will have a significant impact on the amount of testing for compliance with 
laws and regulations, and internal controls that is required. 

4. Scope & Methodology.  This section should discuss the scope of coverage and include a brief 
description of the methodology for answering the audit objective. 

5. Potential Finding(s).  The preparer should, as a minimum, describe the asserted condition and 
applicable criteria in as much detail as possible.  

6.  Programmatic Risk Ranking.  Each proposed audit will be assigned a risk ranking - High, 
Medium, or Low - based on the Division's annual programmatic risk assessment prepared for 
the current audit planning cycle.  

 
The overall programmatic risk assessment should be based on the individual site risk 
assessments prepared by various Team Leaders at all major Department locations and 
activities, examining such factors as site programs and major projects, new initiatives, 
sufficiency of recent audit coverage, and adequacy of internal controls.  The results of these 
assessments should form the basis for all planned audits.      

 

7. Justification for Audit.  Briefly explain why this audit is being proposed. 

8. Management Challenge Area.  Identify which management challenge area the audit relates 
to. 

9. President's Management Initiative.  Identify which President's Management Initiative the 
audit relates to. 

10. Secretary's Priority/Initiative.  Identify which Secretary Priority and/or Initiative the audit 
relates to.   

11. Follow-Up Audit.  Indicate whether this is a follow-up audit.  If so, identify the prior audit by 
report number, title and date issued. 

12. Technical Assistance Required.    Indicate whether the audit is amenable to advanced audit 
techniques.  If so, briefly describe the techniques to be employed and assistance (if any) that 
will be required.  Should assistance be required, provide an estimate of duration in staff days. 

13. Classification of Audit.  Place an "x" after either performance, financial or other.  
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14. Program Code: Enter the appropriate program code from the following list.  
 

PROGRAM CODE PROGRAM CODE 
NATIONAL SECURITY & ADMINISTRATION 

FOR NUCLEAR SECURITY 
 

ENERGY, SCIENCE & ENVIRONMENT
 

    
  DEFENSE PROGRAMS DP OFFICE OF SCIENCE SC 

-Research, Development and Simulation DP-1 - Basic Energy Science SC-1 
- Military Application & Stockpile Operations DP-2 -High Energy & Nuclear Physics SC-2 

- Program Support DP-3 -Advanced Scientific Computing Research SC-3 
  -Fusion Energy Science SC-4 

 NUCLEAR NONPROFILERATION NN -Biological Environmental Research SC-5 
- Resource Management NN-1 -Lab Operations & Environ, Safety & Health SC-6 

- Nonproliferation Research and Development NN-2   
- International Nuclear Safety & Cooperation NN-3 FOSSIL ENERGY FE 

- Arms Control & Nonproliferation NN-4 -Coal & Power Systems FE-1 
- International Materials Protection & Emerg Coop NN-5 -Natural Gas & Petroleum Technology FE-2 

- Fissile Material Disposition NN-6 -Petroleum Reserves FE-3 
- Highly Enriched Uranium Transparency Implementation NN-7   

    
COUNTERINTELLIGENCE CN ENVIRONMENTAL MANAGEMENT EM 

  -Integration & Disposition EM-1 
INTELLIGENCE IN -Site Closure EM-2 

  -Project Completion EM-3 
 NAVAL REACTORS NR -Science & Technology EM-4 

    
SECURITY & EMERGENCY OPERATIONS SO ENERGY EFFICIENCY & RENEWABLE ENERGY EE 

    
WORKER & COMMUNITY TRANSITION WT NUCLEAR ENERGY, SCIENCE & TECHNOLOGY NE 

    
  ENERGY INFORMATION ADMINISTRATION EI 
    

DEPARTMENTAL STAFF & SUPPORT OFFICES  OFFICE CIVILIAN RADIOACTIVE WASTE 
MGMT 

RW 

    
CHIEF FINANCIAL OFFICER CR   

  POWER MARKETING ADMINISTRATION  
ENVIRONMENTAL SAFETY & HEALTH EH -Bonneville Power BPA 

-Nuclear & Facility Safety EH-1 -Southeastern Power SEPA 
-Environment EH-2 -Southwestern Power SWPA 

-Worker Health & Safety EH-3 -Western Area Power WAPA 
    

ECONOMIC IMPACT & DIVERSITY ED FEDERAL ENERGY REGULATORY COMMISION  FR 
    

MANAGEMENT & ADMINISTRATION MA   
    

POLICY PO   
    

INTERNATIONAL AFFAIRS IA   
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15.  Functional Area.  Enter the applicable functional area from the following list.   
 

CODE FUNCTIONAL AREA CODE FUNCTIONAL AREA 
001 Budget & Finance 009 Environment, Safety & Health 
002 Procurement 010 Administrative Services 
003 ADP/Information Management 011 Contract/Grant Administration 
004 Property/Inventory Management 012 Research & Development 
005 Safeguards and Security 013 Project Management 
006 Labor Relations/Human Capital 014 Technology Transfer 
007 Quality Assurance 015 Facilities Management 
008 Waste Management 016 Other 

 

16.  Audited Entity/Location Code.  Enter the entity/location code to be audited from the 
following list.  Enter all codes that are included in the scope of the audit. 

ENTITY CODE REPORTING ENTITY LOCATION
AL-9 DOE Albuquerque Operations Office (AL) Albuquerque, NM 
AL-C Sandia National Laboratory Albuquerque, NM 
AL-H Lockheed Martin – Sandia Corp. Albuquerque, NM 
AL-J Rust Geotech Grand Junction, CO 
Al-M Martin Marietta Spec. Components, Inc. Largo, FL 
AL-N Midwest Research Institute – NREL Golden, CO 
AL-P M&H-S Mason Company Pantex Amarillo, TX 
AL-Q BWXT Pantex, LLC Amarillo, TX 
AL-R Monsanto Research Company Miamisburg, OH 
AL-T Honeywell Federal Manufacturing and Tech., LLC Kansas City, MO 
AL-X National Renewable Energy Lab Golden, CO 
AL-Y Westinghouse TRU Solutions, LLC Carlsbad, NM 
AL-1 University of California - Los Alamos Los Alamos, NM 

   
BP-9 Bonneville Power Administration Portland, OR 

   
CH-9 DOE Chicago Operations Office (CH) Argonne, IL 
CH-F University Res. Assn., FERMI LAB Batavia, IL 
CH-P Princeton University, PPPL Plainsboro, NJ 
CH-1 Iowa State University AMES LAB Ames, IA 
CH-2 Chicago University of – ANL EAST Argonne, IL 

 Chicago University of – ANL WEST Idaho Falls, ID 
CH-3 Associate Universities Inc, BNL Brookhaven, NY 
CH-4 Brookhaven Science Association – BNL Brookhaven, NY 

   
ER-9 Federal Energy Regulatory Commission Washington, DC 

   
FT-9 Federal Energy Technology Center Morgantown, WV 

  Pittsburgh, PA 
   

GF-9 Golden Field Office Golden, CO 
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ENTITY CODE REPORTING ENTITY LOCATION

   
ID-9 DOE Idaho Operations Office (ID) Idaho Falls, ID 
ID-B Bechtel B&W Idaho, LLC Idaho Falls, ID 
ID-L Lockheed Idaho Technologies Company Idaho Falls, ID 
ID-S Lockheed Idaho Technologies Company - SMC Idaho Falls, ID 
ID-X Idaho National Engineering & Environmental Laboratory Idaho Falls, ID 

   
KA-1 Knolls Atomic Power Laboratory Niskayuna, NY 

   
NPR-1 Naval Petroleum Reserves Bakersfield, CA 

  Casper, WY 
  Uintah County, UT 
   

NPT-1 Naval Petroleum Technology Office Tulsa, OK 
   

NV-9 DOE Nevada Operations Office (NV) Las Vegas, NV 
NV-B EG&G Energy Management Las Vegas, NV 
NV-C Raytheon Services Nevada (RSN) Las Vegas, NV 
NV-G Reynolds Electric & Engineering Corp Las Vegas, NV 
NV-H Bechtel Nevada Corporation Las Vegas, NV 
NV-K Bechtel SAIC Company, LLC Las Vegas, NV 

   
OH-9 Ohio Field Office Miamisburg, OH 
OH-B West Valley Nuclear Services West Valley, NY 
OH-C Flour Fernald Cincinnati, OH 
OH-D BWXT-Ohio Miamisburg, OH 
OH-E Columbus Environmental Management Project Dublin, OH 
OH-F Ashtabula Ashtabula, OH 

   
OR-9 Oak Ridge Operations Office Oak Ridge, TN 
OR-A Oak Ridge Associated Universities Oak Ridge, TN 
OR-B Weldon Springs St. Louis, MO 
OR-D Bechtel Jacobs Company at Paducah Paducah, KY 
OR-P Bechtel Jacobs Company at Portsmouth Portsmouth, OH 
OR-R Bechtel Jacobs Company at Oak Ridge Oak Ridge, TN 
OR-T Thomas Jefferson Laboratory Newport News, VA 
OR-X Office of Science and Technical Information Oak Ridge, TN 
OR-Y BWXT Y-12 Oak Ridge, TN 
OR-4 Oak Ridge National Laboratory Oak Ridge, TN 
OR-0 UT-Battelle, LLC (ORNL) Oak Ridge, TN 

   
ORP-1 Office of River Protection Richland, WA 
ORP-B Bechtel National, Inc Richland, WA 
ORP-C CH2M Hill Hanford Group Richland, WA 

   
PN-9 Pittsburgh Navel Reactors Pittsburgh, PA 
PN-B Bechtel Bettis, Inc. – Bettis Atomic Power Lab Idaho Falls, ID 
PN-D Westinghouse Electric Co. Bettis Atomic Power Lab. Idaho Falls, ID 

   
RF-9 Rocky Flats Field Office Golden, CO 
RF-A Kaiser-Hill Co. LLC Golden, CO 

   
RL-9 DOE Richland Operations Office (RL) Richland, WA 
RL-D Bat Mem Inst. Pacific NW Laboratory Richland, WA 
RL-F Fluor Hanford, Inc Richland, WA 
RL-H Bechtel Hanford, Inc Richland, WA 
RL-J Hanford Environmental Health Foundation Richland, WA 

   
RP-9 Western Area Power Administration Lakewood, CO 

   
SE-9 Southeastern Power Administration Elberton, GA 
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ENTITY CODE REPORTING ENTITY LOCATION

   
SF-9 DOE Oakland Operations Office (SF) Oakland, CA 
SF-B Rockwell International Corporation Canoga Park, CA 
SF-M Stanford University – SLAC Stanford, CA 
SF-U University of California Los Angeles, CA 
SF-1 Univ. of California-Lawrence Livermore Livermore, CA 
SF-2 Univ. of California-Lawrence Berkeley Berkeley, CA 

   
SP-9 Strategic Petroleum Reserve, Project Management Office New Orleans, LA 
SP-B DynMcDermott Petroleum Operations Co. New Orleans, LA 

   
SR-9 DOE Savannah River Operations Office (SR) Aiken, SC 
SR-C Westinghouse Savannah River Company Aiken, SC 

   
ST-9 Schenectady Naval Reactors Schenectady, NY 
ST-G Lockheed Martin—KAPL, Inc. Schenectady, NY 

   
SW-9 Southwestern Power Administration Tulsa, OK 

   
WA-9 Office of Headquarters Accounting Germantown, MD 

   
YM-1 Yucca Mountain Site Characterization Office - OCRWM Las Vegas, NV 

 

17.  Approvals.  All indicated signatures must be obtained before the job can be entered into the 
Energy Inspector General Project Tracking System.  
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CHAPTER 6 
 

WORKPAPER SUPPORT 
 

A. SCOPE OF CHAPTER

This chapter sets forth the policies and practices for the preparation and review of workpaper 
support for Office of Audit Services (OAS) audits.  It also provides policies and procedures for 
the management and protection of workpaper files. 

B. POLICY AND STANDARDS

An electronic record of the auditors' work is to be retained in the form of "workpapers" for all 
OAS audit work.  These workpapers are the link between fieldwork and the audit report.  They 
are necessary to provide a systematic record of work performed, to assist staff members in 
pulling ideas together for reporting, and to provide a record (audit trail) of information and 
evidence supporting the findings, conclusions, and recommendations contained in a report.  In 
addition, supervisors can evaluate workpapers to determine job progress, obtain information for 
planning and carrying out subsequent jobs of a similar nature, and ensure that audit findings and 
conclusions are supported by sufficient, competent, and relevant evidence. 

 1. General Standards.  In accordance with generally accepted government auditing 
standards, workpapers prepared to support OAS audits shall contain sufficient, competent, and 
relevant data to support findings, judgments, and conclusions reported regarding an organization, 
program, activity, or function under audit.  In preparing workpapers, auditors shall exercise care 
to ensure that they comply with the following standards: 

 a. Completeness and Accuracy.  Workpapers are to be complete and accurate 
to provide proper support for findings, judgments, and conclusions, and to enable demonstration 
of the nature and scope of the work conducted. 

 b. Clarity and Understandability.  Workpapers should contain sufficient 
information and be structured so that supplementary oral explanations are not required.  
Although conciseness and avoidance of excessive detail is important, so are clarity and 
completeness.   

 c. Relevance.  Workpapers are to be restricted to matters that are relevant to 
the audit objective.  Extraneous workpapers should not be maintained. 

 d. Custody and Retention.  All relevant workpapers developed during an audit 
must be preserved and safeguarded for a time sufficient to meet legal and administrative 
requirements. 

 2. Types of Evidence.  In collecting workpaper support, auditors shall attempt to 
obtain the "best" evidence possible in terms of supporting a finding or issue.  The various types 
of information obtained normally include the following, in descending order of "strength:" 

 a. Physical Evidence.  Evidence that is obtained by direct inspection or 
observation of (1) activities of people; (2) property; or, (3) events is called physical evidence.  
Such evidence is to be documented by memoranda of observations, photographs, charts, maps, 
or actual samples. 
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 b. Documentary Evidence.  Written records, such as letters, accounting 
records, invoices, official correspondence, contracts, reports, and management information on 
performance are characterized as documentary evidence.  Electronic documentation is preferred 
and should be requested.  If not available, documentary evidence supporting audit steps or 
findings should be electronically scanned and included in the workpapers.   

 c. Analytical Evidence.  Computations, statistical summaries, lead schedules, 
comparisons, reasoning, and separation of information into components are examples of 
analytical evidence. 

 d. Testimonial Evidence.  Statements received from others via interviews, 
conferences, telephone conversations, and electronic mail constitute testimonial evidence. 

 3. Tests of Evidence.  To ensure that the various types of evidence obtained are 
sufficient, relevant, and competent, the auditors must ensure that the evidence is obtained from a 
reliable source and is accurate. 

 a. Sufficiency.  Sufficiency is the presence of enough factual and convincing 
evidence to support our findings and conclusions.  When appropriate, statistical methods may be 
used to establish sufficiency. 

 b. Relevance.  Any information used to prove or disprove an issue must 
bear a logical, sensible relationship to that issue. 

 c. Competence.  To be competent, evidence should be valid and reliable.  
Auditors should carefully consider whether reasons exist to doubt the completeness or validity of 
evidence.  The following have been offered as guides for determining competent evidence. 

• Evidence developed under a good system of internal control is 
more likely to be reliable than that obtained where such control is 
weak or unsatisfactory. 

• Evidence obtained by the auditor through physical examination, 
observation, computation, and inspection is generally more reliable 
than evidence obtained indirectly. 

• Original documents are generally more reliable than copies (e.g., a 
copy of a letter in a sender's file may not be the same as the letter 
actually sent). 

• Evidence obtained from an independent source may provide 
greater assurance of reliability than that secured from the auditee. 

• Testimonial evidence obtained under conditions where persons 
may speak freely is more competent than testimonial evidence 
obtained under compromising conditions. 

• Testimonial evidence obtained from an individual who is not 
biased nor has complete knowledge about the area is more 
competent than testimonial evidence obtained from an individual 
who is biased or has only partial knowledge about the area. 
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C. WORKPAPER PREPARATION

Auditors should follow these procedures and guidelines in preparing and reviewing workpapers. 

 1. Physical Characteristics of Workpapers.  Specific physical requirements for 
workpapers are as follows: 

 a. Format.  Workpapers are to be prepared exclusively in the TeamMate 
environment.  Documents can be scanned into the TeamMate environment if they are not 
available electronically.  Information on computer disks and tapes can be electronically imported 
into Teammate.  OAS policy is that all workpapers will be maintained in the electronic 
environment and that hard copies of documents should not be retained. 

 b. Identification.  The workpapers are electronically linked to audit steps and 
should contain sufficient information to clearly identify the audit by reviewing its associated 
step. Each audit step must have an associated Purpose, Source, Scope/Methodology, Results, and 
Conclusion section. The "Purpose" should require the auditor to make a determination of facts 
instead of listing information or documenting regulations.  The "Purpose" for each workpaper 
should directly relate to an audit step. 

 c. Indexing.  Each workpaper will be automatically assigned an index 
number by TeamMate for filing and reference purposes. TeamMate includes a "legend" to 
explain the meaning of any tick marks or other symbols used on the workpaper. 

 d. Sources.  All workpapers should specifically identify the source of 
information in sufficient detail that others can evaluate the source and trace the information back 
to that source.  Include the names of persons contacted, their titles, email addresses, if available, 
and telephone numbers.  In most cases, it is preferable to show both the originator of a document 
as well as the source from which the auditor obtained the information.  When complete, the 
workpaper should be electronically signed (which automatically logs the date and time) by the 
auditor preparing the workpaper. 

 2.   Documenting Work Performed.  The results of meetings, interviews, conferences, phone 
calls, etc., should be carefully recorded in the workpapers.  This includes liaison visits, overall 
entrance and exit conferences, and entrance and exit conferences on audit segments.  All 
interview write-ups are to include the following information: 

• Name, position, and office of official(s) interviewed; 

• Names of the OAS staff members present; 

• Date, time, and place of the interview; 

• Purpose and nature of subjects discussed in the interview; and, 

• Conclusion should answer the stated purpose of the interview. 

Information received over the telephone is to be annotated with the date and time of 
conversation, and the name, position, and office of the official telephoned.  Oral evidence should 
be verified.  If incorrect statements by agency officials are identified, the incorrect statements 
should be identified by a Coaching Note and electronically linked to the correct facts.  If 
information is particularly significant to an audit, the person interviewed should be asked to read 
an interview write-up, make any necessary changes, and initial or sign it to show his or her 
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concurrence.  If he or she refuses to sign it, it is unlikely much reliance should be placed on the 
statement in a report.  When it is necessary to get especially critical or sensitive information 
from an interviewee, two auditors should attend the meeting, and both should electronically sign 
the interview write-up to show their agreement on the accuracy. 

 3. Workpaper Summaries.  Where multiple items of information are needed to 
support a particular conclusion, the auditor should prepare a workpaper summary to tie together 
the evidence relating to a particular topic.  Such a summary should assist the auditor by forcing 
an analysis of the evidence, identification of additional work needed, and an evaluation of 
reporting approaches.  As information is summarized, it is advisable to discuss potential findings 
and conclusions with the auditee to ensure that all pertinent facts have been obtained or that 
there is not another reasonable interpretation to the data being analyzed.  In addition to assisting 
auditors in verifying the facts obtained, these discussions will also assist in efforts to identify the 
causes of problems.  All summaries will be or electronically linked to supporting documentation.  
A workpaper summary would typically include the following: 

 a. Purpose.  A clear statement of the purpose of the summary.  The 
purpose should require the auditor to make a determination required by the audit 
program.  

 b.   Source.  Details of other supporting workpapers or documentation. 

 c. Scope.  Factors such as time period covered, locations or activities 
audited, etc.   

 d. Methodology.  A description of the work performed which serves as a 
basis for the findings (interviews, observations, etc.). 

 e. Results.  A factual summary of the evidence. 

 f. Conclusions.  An analytical summary of the facts as they pertain to the 
issue being discussed, including a statement of the problem.  In most cases, the conclusion 
should directly address the extent to which the initial purpose or objective of the summary was 
achieved. 

 g. Recommendations.  What needs to be done to correct the problems noted. 

 h. Auditor's Comments.  The auditor may wish to add comments to the 
summary for the benefit of supervisors and others, such as problems encountered, lessons 
learned, or adjustments that should be made to audit programs for future audit work involving 
similar audit objectives. 

 4. Indexing/Cross-Indexing.  Workpaper indexing is to be performed electronically.  
In TeamMate, indices are generated automatically as documents are added.  When workpaper 
summaries or lead schedules are used as support, the information used must be electronically 
cross-indexed and traced to the original source document.  Workpaper summaries or lead 
schedules are not considered complete until cross-indexes are entered on the workpaper.  Cross-
indexes should be created as soon as possible.  This practice facilitates the writing and 
summarizing process so auditors can more easily note the source or location of relevant material. 

Normally, the auditor who prepares a workpaper will also cross-index it to any supporting 
documentation.  Auditors-in-Charge (AICs) and Team Leaders (TLs) are to ensure that those 
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workpapers prepared by staff members have been properly cross-indexed.  In preparing cross-
indexed workpapers, auditors should try to anticipate how the information on the workpaper 
would be used to support a finding or conclusion.  Where appropriate, the auditor should add 
notes or observations to the workpaper to show the significance of the information being 
presented and to allow reviewers to confirm the accuracy of any conclusions.  Most cross-
indexes cited will normally be to a specific section or point in a supporting workpaper.  If cross-
indexing to more than one supporting workpaper or to more than one page in a workpaper is 
necessary, simply create additional hyperlinks as required. 

A source document (e.g., copy of a contract, document provided by auditee, etc.) is not 
considered a separate workpaper and must be attached to a narrative workpaper that contains all 
the appropriate elements of a workpaper (purpose, source, scope/methodology, results, 
conclusion).  Since these source documents are attached (hyper linked) to the narrative 
workpaper, it is not necessary to include all the elements of a workpaper on the source 
document.  However, at a minimum, the source document should include a purpose and source.  

In general, all facts shown in a workpaper--e.g. figures, amounts, dates and titles--must show a 
source, be cross-indexed to identical support in other workpapers, or have an adequate 
explanation of how the auditor determined a particular fact.  A reviewer should not have to 
perform computations or obtain oral explanations to determine the source and validity of stated 
facts.  Where multiple items of information are needed to support a particular finding or 
conclusion, the auditor should prepare a workpaper summary to tie together the evidence relating 
to a particular topic, with information on the summary cross-indexed to the supporting 
workpapers, factual items traced to source, and computations verified. 

 5. Documentation of Supervisory Review.  In accordance with fieldwork standards 
for supervision and workpaper preparation, OAS supervisors are to document their reviews of 
workpapers.  AICs are to electronically sign off each workpaper prepared by staff members after 
staff has signed it.  AICs will ensure that workpapers are reviewed biweekly.  They are also to 
prepare a memorandum for the record when TLs, Assistant Directors (AD), Directors, or AIGs 
hold a job review that results in significant revisions to the approved audit program.  This 
memorandum should be provided to the respective supervisors for their concurrence and then 
retained in the workpapers.  A checklist to assist in tracking documentation of major decisions 
and milestones has been developed and is included in electronic format in the Current TeamMate 
Audit Template (Exhibit A).   

Team Leaders or ADs are responsible for reviewing all workpapers prepared by AICs and 
selectively reviewing workpapers prepared by staff members, within 30-days of preparation.  
They should document their review by electronically signing workpapers reviewed or by 
recording their comments in the "Coaching Note" function of TeamMate.  All Coaching Notes 
will be retained in the workpapers.  Team Leaders should also use the TeamMate reporting 
function periodically during the audit to create a complete report of all coaching notes and 
review activities.  These comments should be periodically reviewed to ensure that any problem 
areas with the audit are resolved before its completion.  Differences of opinion between an 
auditor and a supervisor concerning accounting and auditing issues will be documented and 
presented to higher-level supervisors to be resolved.  Upon successful completion of supervisory 
review, the TL or AIC should prepare a workpaper indicating that the audit was performed in 
accordance with generally accepted government auditing standards.  Exhibit A, Chapter 9, of this 
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Manual illustrates this workpaper; also contained in Current TeamMate Audit Template.  Team 
Leaders and ADs are to review the reference’s notes and the disposition of such notes by the 
AIC.  They may document this review by electronically signing the workpapers or preparing a 
memorandum recording the time, nature, and results of their review.  (See Chapter 9 of this 
Manual for a discussion of the reference’s responsibility concerning supervisory review). 

D. WORKPAPER MANAGEMENT AND PROTECTION

Auditors should follow these policies and procedures for managing and protecting their 
workpaper files: 

 1. Workpaper Arrangement.  Workpapers should generally be segregated into two 
broad categories: Current File and Permanent File.  Workpapers germane only to the current 
audit will make up the Current File.  Workpapers that may be useful in planning future audits 
will be retained in a Permanent File.  Auditors should also consider the impact of Freedom of 
Information Act (FOIA) requests in deciding whether to retain or dispose of material collected 
during audits. 

 a. Current Files.  The material in the current files should consist of 
information relating primarily to the current assignment and not considered of continuing use for 
succeeding assignments.  Examples of data to include follow: 

• Tables of contents and administrative material pertaining to the 
current assignment (e.g., audit profile sheets, survey program, end 
of survey decision contract, and detailed audit program); 

• Indexed and referenced copy of draft and final reports, referencing 
comments, management comments, and related material; 

• Schedules, summaries, and other workpapers arranged according 
to the table of contents; 

• Memoranda of interviews, telephone conversations, etc.;  

• Any other material not considered of sufficient interest to retain in 
permanent files, but which is necessary to support the findings and 
conclusions reported for the current assignment; and, 

• Pertinent or required audit information must be contained in the 
electronic TeamMate workpaper file and each audit file must be 
complete without reference to other documents or files.  For 
example, auditors should not rely on support contained in 
permanent files, web pages, or other items that may become out of 
date or disconnected from the audit. 

 b. Permanent Files.  Permanent files contain information of a continuing or 
recurring nature, which may be used in succeeding assignments. These files serve as a database 
to assist in planning future work, as well as readily accessible summary information on work 
already performed and on reports issued.  AIGs are responsible for establishing procedures for 
the segregation, periodic review, and retention of permanent workpaper files.  Material that is 
obsolete or no longer pertinent should be removed from the files and disposed of in an 
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appropriate manner.  TeamMate provides a function that effectively archives permanent files, 
called TeamStores.  Refer to the TeamMate Protocol for further information about this feature. 

 c. Freedom of Information Act Requests (FOIA).  The Office of Inspector 
General (OIG) receives many requests for information under FOIA; occasionally, copies of audit 
workpapers must be provided in response to such requests.  Processing those requests requires 
many hours to scrutinize the contents and write a formal response to the requester.  Below are 
some specific considerations and procedures that auditors can follow to better assist the OIG in 
dealing with FOIA requests. 

 (1) Anticipate FOIA requests.  As audits are conducted, auditors 
should ensure that they clearly identify the source of all data, schedules, and analyses in the 
workpapers, and whether client provided or auditor developed.  Auditors should ensure that all 
contractor proprietary, sensitive, and Privacy Act information in the workpapers is clearly 
identified and that non-essential information is not included in the workpapers.  Once a request 
has been received, it is OIG policy that no records relating to the request will be destroyed. 

 (2)  Processing FOIA Requests.  FOIA requests will be processed in 
accordance with OIG Directive IG-902C, "Freedom of Information Act Requests."  Within the 
OAS, the Deputy Inspector General for Audit Services is the "Authorizing and/or Denying 
Official" for issuing decisions concerning OAS records and workpapers.  In dealing with 
specific audit reports and workpapers, the originating office will usually be tasked with 
assisting with the response.  Additional detailed procedures for processing FOIA requests are 
provided in OIG Directive IG-902C. 

 2. Workpaper Retention and Safeguards.  Auditors shall use reasonable care in 
safeguarding workpapers.  Unclassified workpapers will be archived within the TeamMate 
environment onto CDs and stored at a location determined by individual audit offices.  Special 
safeguards should be used for storing and safeguarding classified information, Privacy Act 
information, and other sensitive material, such as proprietary data, plans for future operations 
(such as planned procurement actions), and information obtained to support fraud investigations 
or special congressional requests.  Audit work done in classified subject areas must be performed 
in a classified area and the required controls and safeguards over classified information must be 
observed.  Workpapers must be safeguarded and stored in accordance with proper procedures as 
discussed below.   

 a. Records Management.  Permanent files may be retained as long as the 
information is considered of value in planning or conducting future audits.  All other workpapers 
must be retained and disposed of in accordance with an approved Records Inventory and 
Disposition Schedules.  Additional information about records management can be found in DOE 
Order 200.1, "Information Management Program." 

 b. Safeguarding Workpapers.  Workpapers are considered OIG property and 
will not be removed from OIG or auditee facilities without supervisory approval.  They will be 
safeguarded at all times to prevent improper disclosure or premature release of audit findings and 
other privileged, confidential or sensitive information obtained during the audit.  As auditors we 
need to safeguard any sensitive data that has been entrusted to our care for evaluation or audit 
purposes.  As noted in DOE M 471.3-1, such data is considered to be "for official use only" and 
must be protected accordingly.  Because of the importance and sensitivity of personally 
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identifiable information (PII) and the inherently mobile nature of auditors, all PII on laptop 
computers or any other form of portable media (thumb drive, CD, or other disk) must be 
encrypted using Entrust prior to being transported outside the physical boundaries of their 
workplace.  Auditors should also take precautions to ensure that sensitive files are appropriately 
and completely removed from laptop computers when they are no longer needed.  Simply 
deleting a file will not remove the entire file from the hard disk or from devices such as thumb 
drives or disks.  For assistance, contact your local computer support teams to permanently delete 
a file. 

 In addition, detailed instructions with respect to the handling, controlling, storing and mailing of 
classified information are contained in DOE Order 471.2A, "Information Security Program," and 
in DOE Manual 471.2-1C, "Classified Matter Protection and Control Manual," and in OIG 
Directive IG-908F",Office of Inspector General Security."  All OAS personnel, including staff 
auditors and auditors under contract, must be familiar with and observe the procedures and 
controls established by these instructions for safeguarding all classified information that comes 
into their possession.  Auditors must also use care when transmitting sensitive information via 
electronic means.  For example, items such as cyber security related vulnerabilities or personnel 
identifying information (social security numbers) should not be transmitted by unsecured email.  
For classified computer processing, OIG personnel will adhere to requirements of the classified 
computer security program at the host site, including all technical provisions of that program. 
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CHECKLIST FOR JOB FILE CONTENTS 
 
Audit File for:  ________________________________________________________________ 
  ________________________________________________________________ 
 
Assignment No. _______________________ Report No. ________________________ 
 

  Check, if 
Completed 

 
Date 

W/P 
Reference 

Audit Profile     
Notification Letter     
Survey Program (Indexed)     
Coordination w/OIG Investigations     
Coordination w/OIG Inspections     
Entrance Conference     
Work/Task Plan (for Contractor)     
End of Survey Decision Outline     
Audit Program     
Informal Discussions w/ Auditee     
Draft Outline     
Fieldwork Completed     
Segment Summaries:     
   --  Compliance with Laws & Regs     
   --  Internal Controls     
   --  Risk Assessment     
   --  Assessment of Data Reliability     
   --  GPRA     
Indexed Draft Report     
Referenced Draft Report & Comments     
Pre-Draft Coordination Meeting     
Draft Report     
Transmittal Letter for Draft     
Monetary Impact Report     
Sensitive Information Checklist     
Classified/Controlled Information Checklist     
Management Response to Draft Report     
Management Comments Matrix     
Exit Conference     
Proposed Final Report     
Transmittal Letter-Proposed Final Report     
Report Changes Indexed & Referenced     
Referencer Certification Document     
Assistant Director Checklist     
Final Report Package     
Contractor Audit Specific     

•  Task Order/Assignment & Amendments     
•  Work/Task Plan     
•  W/P's reviewed and okayed     
 
Comments: 
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Department of Energy – Office of Inspector General 
Office of Audits 

Protocol for TeamMate 
 
 
 
INTRODUCTION 
 
TeamMate is the standard for documenting all OIG audits.  TeamMate provides a common 
platform for documenting, reviewing, storing, and sharing work during and after the audit.  
Through TeamMate, audit workpapers will be on electronic media.  Auditors will use 
TeamMate, which incorporates Word, Excel, and other applications to prepare all permanent 
workpapers.  The auditor should attempt to obtain supporting documentation electronically to 
store the information in TeamMate.  Otherwise, the auditor will need to scan the information to 
store the supporting information electronically in TeamMate.   
 
To successfully implement TeamMate, the Office of Audit Services has prepared this Protocol 
document to supplement the TeamMate User Manual and other program help files.  This 
document establishes the standards and protocols that will be followed in performing all OIG 
audits.  This Protocol document will serve as the link between TeamMate and the Office of 
Audit Services audit process and documentation requirements.   
 
 
PURPOSE/AVAILABILITY 
 
This Protocol document is a supplement to the TeamMate User Manual.  It shows how the OIG 
uses TeamMate.  The latest version of this document will be available on the OIG SFTP site and 
needs to be made accessible through the "Local Guidance" option in TeamMate.  When replacing 
the old Protocol, rename this file to >protocol.doc< -- if not already renamed -- and map 
TeamMate Local guidance to this new file name.  Doing this for future Protocol Releases will 
not require any remapping to any new file names.  Refer to the document footer for information 
on the Protocol Version.   
 
You will still find value in the TeamMate User Manual and other TeamMate help files, including 
the Release Notes for each TeamMate version.   
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SECTION I: SETTING UP TEAMMATE 

 
 

I. CONFIGURING TEAMMATE 
A. Creating Directories 
B. Setting TeamMate Preferences 
C. Standardized Preferences 

 
 

SECTION II: CREATING THE AUDIT 
 
 

II. CREATING YOUR AUDIT IN TEAMMATE 
A. New Project Wizard:  Basic Information 
B. New Project Wizard:  Library Selection 
C. New Project Wizard:  User Information 

 
 

III. AUDIT SETUP 
A. Establishing the Audit Team 
B. Global Tickmarks 
C. Initializing the Audit 
D. Backing Up the Audit 

 
 

IV. PLANNING THE AUDIT IN TEAMMATE 
A. General Audit Structure 
B. Creating Procedure Summaries 
C. Audit Program 

1. Survey Program 
2. Verification Program 

D. Freezing Schedules 
 

V. WORKING WITH TEAMMATE AUDIT FILES 
A. Moving Master Audits 
B. Replicas 

1. Creating Replicas 
2. Merging Replicas 
3. Discarding Replicas 

C. Backing Up Replicas 
D. OIG Secure File Transfer Protocol 

 
 

SECTION III: PERFORMING AUDIT WORK USING TEAMMATE 
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VI. PERFORMING THE AUDIT 

A. Procedure Summaries and Procedure Steps 
B. Adding Supporting Information 
C. Linking 
D. Scanning 
E. Documenting Potential Issues and Findings 
F. Coaching Notes 
G. TeamMate Reports 
H. Electronic Sign-Off 

1. Coaching Notes Signoff 
2. Signoff by Preparer and Reviewer 
3. Detailed Audit Procedures:  Order of Signoff 
4. Reviewers 
5. Edit History 

I. Report Indexing and Independent Referencing 
J. Report Indexing and Independent Referencing with Windows XP 
K. Sending the Report to the Division/ Headquarters 
L. Finalizing the Audit 
M. Archiving Procedures 

      
 

SECTION IV: MAINTAINING TEAMMATE USEFULNESS 
 

VII. TEAMMATE LIBRARIES  
 

VIII. TECHNICAL SUPPORT 
 

A. TeamMate User Tips 
 

IX. ENCRYPTION 
 

X. CLASSIFIED AUDITING IN TEAMMATE 
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SECTION I: SETTING UP TEAMMATE 

 
 
I. CONFIGURING TEAMMATE 
 
It is OIG policy to maintain TeamMate files on a network to allow multiple-user access.  
Networked use allows the entire audit team to access the audit over the network connection 
concurrently from each desktop computer.  Networked use provides the following advantages: 
 

 Multiple concurrent accesses to the entire audit allow for a real-time review. 
 All audits can be centrally maintained on the server, which facilitates status updates on 

all audits at any time. 
 Most servers are backed up on a daily or weekly basis, which provides an extra audit 

safeguard. 
 
See the "Working in Teams: Networked Use" Section of the TeamMate User Manual for more 
information. 
 
After TeamMate is installed on each office computer, follow the instructions listed in this section 
of the Protocol document to ensure conformity with OIG standards.  Once TeamMate is 
configured in accordance with the requirements of this section, there should be little need to 
revisit these basic configuration procedures. 
 

A. Creating Directories 
 
To facilitate the organization and easy access to TeamMate files, directories must be created on 
the audit office’s network drive.  (For demonstration purposes, N:\ will represent the typical 
network drive throughout this Protocol document).  This will allow all auditors in the office to 
access the directory files.  Create the following directories for the various categories. 
 

Network
Drive 

TeamMate 
Directory 

Sub- 
Directory 

Category 
 

 
N:\ 

 
teammate\ 

 
data\ 

 
Audits 

 
N:\ 

 
teammate\ 

 
library\ 

 
Financial and 
Performance Audit 
Templates 

    
 
N:\ 

 
teammate\ 

 
templates\ 

 
Word, Excel, and 
TeamImage Template 
Files 

 
N:\ 

 
teammate\ 

 
reports\ 

 
Report Templates 
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B. Setting TeamMate Preferences 
 
This section explains the TeamMate Explorer and the change that must be made to the Master 
tab.  When TeamMate is opened, the TeamMate Explorer viewer will appear.  The TeamMate 
Explorer viewer displays audits by file directory location.  Think of the TeamMate Explorer as 
an electronic filing cabinet.  Just as an office file cabinet can have multiple "drawers," TeamMate 
Explorer can have multiple "tabs."  Each "tab" in TeamMate Explorer is assigned to retrieve 
information from a specific directory on the computer hard drive or network drive.  By default, 
there are four existing tabs in TeamMate.  These tab headings are as follows: 
 
 
Master Displays TeamMate audits.  Upon installation the default location for Master 

Audits is C:\Program Files\TeamMate\Data.  This location must be 
modified, as explained in the text following this table. 

Local This tab is commonly used to view "Replica" audits.  A Replica is usually a 
sub-section of the Master audit that is accessed remotely.  The default location 
should remain the same.  (See Replicas for more information about Replicas) 

Recent Audits Displays audits recently accessed.  This tab is helpful in locating the audits 
you have recently worked on.  The default location should remain the same. 

Backups Displays TeamMate audit backup files.  The default location should remain 
the same.  (See Backing Up the Audit for more information on Backups.) 

 
To provide consistency for audit file storage and retrieval, the auditor might need to modify the 
Master tab to refer it to the storage device set up under Creating Directories 
(N:\teammate\audits).  To do this: 
 

 Right click on the Master tab. 
 Select modify. 
 Select the arrow next to the information box titled "Look in:" 
 Select the N:\teammate\audits directory. 

 
TeamMate will now look in the N:\teammate\audits directory when the Master tab is selected. 
 

C. Standardized Preferences 
 
To make effective use of all TeamMate features, certain preferences may need to be changed 
from their default setting depending upon the circumstances in different offices.  This process 
includes changing preferences to allow all auditors in the office to access the tools provided by 
TeamMate.  This must be performed on every PC that TeamMate will be used on.   To modify 
the preferences: 
 

 Close the TeamMate Explorer (keeping TeamMate open). 
 Select Tools | Preferences. 



CHAPTER 6                                                                                                                EXHIBIT B 

September 2006                                              6-B-6                                                         Release 6 

 Under the "File Location" tab, use the Modify tab to remap the "Current Locations" as 
necessary.  (Remember, "N:\" = your network drive). 

The following is a sample of TeamMate file types that have been correctly remapped: 
 
FILE TYPE LOCATION  
Local Replicas C:\Program Files\TeamMate\Repl  
Replica Transfer Files (.tmr) C:\Program Files\TeamMate\Transport  
Update Transfer Files (.tmu) C:\Program Files\TeamMate\Transport  
Backup Files C:\Program Files\Teammate\Backup  
Audit Library Files N:\teammate\lib  
Standard Work Paper Templates C:\Program Files\TeamMate\Templates  
Custom Work Paper Templates C:\Program Files\TeamMate\Templates  
Report Files C:\Program Files\TeamMate\Reports  
TeamStores N:\teammate\teamstores  
Import and Export Files C:\Program Files\TeamMate\Import  
Help Files C:\Program Files\TeamMate\Help  
Temporary Files Default location  
Local Guidance (Our Protocol) N:\teammate\help  

 
 
With any required modifications in place, you are now ready to use TeamMate to create an audit. 
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SECTION II: CREATING THE AUDIT 
 
 
II. CREATING YOUR AUDIT IN TEAMMATE 
 

Once the modifications detailed in SECTION I: SETTING UP TEAMMATE are complete, the 
auditor may begin creating the audit in TeamMate.  Perform the following steps to begin creating 
an audit: 

 Open TeamMate. 

 Select the Master Audit tab. 

 Select the New button to begin creating a new audit.  Follow the New Project Wizard 
instructions. 

 
A. New Project Wizard:  Basic Information 

 
 The wizard will prompt you to enter the following information. 

 
Code: Audit Project Number  (e.g. A06IG004) 
Name: Audit Short Title (e.g. Central Shops at Brookhaven) 
Unit: Audit Group Name  (e.g. Princeton Audit Group) 
Start Date: Audit Entrance Conference Start Date  (e.g. 7/1/2006) 
Folder: Your office's master file audit location 

 
 Select "Next" 

 
B. New Project Wizard:  Library Selection 

 
A TeamMate Library helps expedite the audit planning and execution process.  A Library 
contains predefined audit information such as administrative procedures, global tickmarks, 
procedure summaries, etc.  It provides the basic structure for your audit.  (See TeamMate User 
Manual for more information on libraries.) 
 

 Select the most recent appropriate library file from the list.  (Performance, Financial, 
SCIC). 

 Select "Next" 
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C. New Project Wizard:  Administrator Information 

 
The AIC or Team Leader should complete this information.  TeamMate uses this information 
to set the AIC or Team Leader as an Administrator of the audit.  Administrators can perform 
all TeamMate administrative and editing tasks.   

The password should be no less than 8 characters, using both alpha and numeric.  This will 
minimize the potential risk of outside access to the audit.  Remember to use a password 
known only to you that cannot be easily guessed.  Do not use any part of your name as a 
password.  Do not use the Job Code as your permanent password.  Administrators can 
reset passwords for anyone, including other Administrators.   

Select "Finish" 

 

 
III. AUDIT SETUP 
 
The next step is setting up the audit.  This section includes instructions on establishing the Audit 
Team, verifying the standard terminology and categories, global tickmarks, initializing the audit, 
and standards on performing backups of audit files. 
 

A. Establishing the Audit Team 
 
Once the audit is set up, the Audit Team can be added.  Only team members listed in the Audit 
Team section can access the audit.  To add or delete team members, perform the following: 
 

 Select Go | Profile or click on the "Profile" button on the Standard Toolbar. 

 Select the Team tab 

 To add team members, select the "New" button.  Fill out the information on the right side 
of the screen for each team member.  Make sure each team member has been assigned 
initials, as this is how they will be identified by TeamMate throughout the Audit.  Select 
the "Role" button to select proper authorization levels.  (See guidance on authorization 
levels on the next page) 

 To delete team members, select the name of the member you want to delete, click the 
"Edit" button, check the "Cancel" box, select "Yes" in the dialog box, and click the 
"Save" button.  Deletions are not possible after the audit is initialized.  While team 
members cannot be deleted after initialization, they can be prevented from accessing an 
audit by clicking the "cancel" box.  

Make sure the roles for each team member are appropriate.  The Administrator may reassign 
roles after additional team members are added.  The Administrator is responsible for assigning 
roles and can reset forgotten passwords.  Each audit should contain positions for the Division 
Director, Assistant Division Director, Technical Advisor, Team Leader, Auditor-in-Charge, staff 
auditors, secretary, and referencer as necessary.  See the Teammate User Manual for more 
information on auditor roles. 



CHAPTER 6                                                                                                                EXHIBIT B 

September 2006                                              6-B-9                                                         Release 6 

 
When defining Audit Team authorization levels, use the following table as a guide: 
 
 

User Auditor Role Work Paper Modification Capabilities 

Division Director, 
Assistant Division 
Director 

Reviewer Only 
or 

Preparer/Reviewer 
 

Coaching Notes and signoff only 
 
(If desired, the Assistant Director can be 
given Preparer/Reviewer status to more 
easily accommodate the AD Checklist) 

Team Leader*, Auditor-
in-Charge* 

Administrator Can reset passwords and lock access, create 
and review workpapers, create and sign off 
Coaching Notes 

Staff Auditors*, 
Administrative Assistant 

Preparer Only Create new workpapers and Coaching 
Notes, edit old workpapers 

Report Referencer Preparer Only The referencer will use this role to create 
Referencer Points and tickmarks. 

Technical Advisor Reviewer Only Coaching Notes (Although the Reviewer 
Only Role allows signoffs, as a matter of 
policy, Technical Advisors will not sign off 
workpapers) 

 
*When populating the audit team, we recommend adding only the Team Leader, Auditor-in-
Charge, and Staff Auditors prior to initialization of the audit.  After the audit is initialized, the 
other users can be added.  When added, the other users account should be "canceled" unless 
access is needed to the audit.  "Canceling" a user does not permit the user to access the audit, 
safeguarding the audit from unauthorized changes.  To "cancel" a user, click on Project | Team 
from the Browser.  Select the user, click Edit, then check the "Cancel" box.  This will prevent the 
user from appearing as a Team Member on the audit login screen.  When the user needs access, 
uncheck the cancel box.  Note:  if you "cancel" a user prior to initializing the audit, you will 
permanently delete the user. 
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Your audit team should look similar to the following, with each audit member’s name and 
information in the appropriate boxes. 
 

 
 
 
Note 1:  We recommend that Administrators add names to the audit team only during times 
when users are readily available to enter the audit.  Select the Audit Project Number (for 
example, A06IG001) as a temporary password. After the user is added and accesses the audit 
with the temporary password, he/she should immediately change the temporary password to a 
more suitable one that conforms to our Protocol (see Password).   
 
It is important to have two Administrators in case one is unavailable to make necessary changes.  
Ideally, the AIC and Team Leader should be designated as Administrators.  For security reasons, 
do not have more than two Administrators.  An Administrator can reset passwords for another 
Administrator.   
 
Note 2: Passwords can be created in a Replica but cannot be changed in a Replica.  Accordingly, 
if someone on the team will always be remote and only use Replicas, do not assign any password 
at all for this person.  Once the Replica is delivered to that person, he/she should then enter a 
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password into the Replica.  Once the Replica is merged back into the Master, the new password 
will be merged along with it.   
 
 

B. Global Tickmarks 
 
Global tickmarks are tickmarks that will be available for all audit schedules throughout the audit.  
TeamMate also provides for the ability to add tickmarks that are specific to audit workpapers.  
For more information concerning TeamMate tickmarks, see the TeamMate help menu. 
 
The OIG audit library file does not contain global tickmarks.  The AIC can create tickmarks as 
needed.  To create tickmarks by performing the following steps: 
 

 Select Project | Global Tickmarks. 
 Click on a tickmark button 
 Click on the Add button to add the tickmark 
 Type in the definition of the tickmark 

 
See the table below for suggestions on tickmarks 
 
Tickmark Definition 

 
Column is footed (adds properly). 

 
Row is cross-footed (adds across properly). 

 
Verified to source. 

 

Report referencing tick mark.  We recommend not using this but rather the tick 
mark set up in Word (See Report Indexing and Independent Referencing with 
Various Operating Systems.) 

 
The auditor can create Global Tickmarks that can be used virtually anywhere in the audit.  
Workpaper-specific Schedule tickmarks can also be added.  Global tickmarks cannot be edited or 
deleted after the audit is initialized.  (See TeamMate User Manual or Help for more information 
on tickmarks.) 
 
 

C. Initializing the Audit 
 
The Audit must be "initialized" to permit the creation of local tickmarks and allow for workpaper 
signoffs.  From the Browser icons, select Profile | Status and Milestones tab, then check Field 
Work (Initialized), then click the Yes button.  Initializing is important because it tightens 
TeamMate's control functions.  It should be accomplished prior to creating workpapers because 
audit steps and workpapers cannot be signed off until after initialization. 
(Note: See section on producing the Audit Survey Program prior to initializing the audit.) 
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D. Backing Up the Audit 
 
Backing up electronic workpapers is very important.  It is OIG policy to back up the audit 
(Master or Replica) every time a change is made, while closing the audit.  The audit should be 
backed up to a media different from where the Master Audit is normally stored.  For example, an 
audit stored on the network may be backed up to your local hard drive.  When on location, it may 
be backed up to a ZIP or other high capacity disk drive.  Proper backup procedures are very 
important to ensure that minimal audit work is lost should equipment or other failures occur.  If 
one form of storage should fail, the auditor will have a separate source from which to restore the 
audit work.  The following settings are locked into the OIG audit library file:  always perform an 
automatic backup on any changes to the audit file with a total of 4 backup copies of the audit, 1 
current and 3 prior backup copies (numbered 1-3).  You can view the settings by clicking on the 
Settings icon and selecting the Auto Backup tab.  If these are not the backup settings of your 
audit, call a TeamMate Champion so they can walk you through the settings change. 
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IV. PLANNING THE AUDIT IN TEAMMATE 
 
This section is a guide to help the auditor use TeamMate once the audit is set up.  This section 
includes information on the general audit structure, creating Procedure Summaries, creating the 
Audit Program, and freezing schedules. 
 

A. General Audit Structure 
 
There are three major folder groups automatically created by TeamMate.  The following is a 
summary of these folders, and the information that will be contained in each one. 
 
 
PA:  Audit Reports 
 
 PA1:  Final Report Issued copy of Final Report (scanned document), Electronically 

Indexed and Referenced Final Report, Final Report Package 
(scanned document), Referencer Certification Document 

   
 PA2:  Draft Report Electronically Indexed and Referenced Draft Report 
   
 PA3:  End of Survey 

Decision 
Memorandum 

End of Survey Decision Memorandum (scanned document) 

   
 PA4:  Findings 

Summary 
(Currently not required.  AS1 is the designated Exception 
Folder.  This folder could either be renamed and used as needed 
or not used at all.) 

   
 
AS:  Administrative Summary 
 
 AS1:  Current Exceptions All potential findings or issues (TeamMate calls them 

Exceptions) identified during the audit and developed 
through the TeamMate Exceptions tool are automatically 
filed in this folder.  See section on Findings.  

   
 AS2:  Planning / 

TeamMate Reports 
Profile (scanned document), Profile Ideas, Hotline 
Complaints, Lessons Learned – Best Practices, Survey 
Program, and Verification Program 
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 AS3:  Administration Announcement (Notification) Letter (scanned document); 
Discussion with Investigations and Inspections at Beginning, 
End of Survey, and End of Audit; Entrance Conference; Exit 
Conference; Checklist for Job File Contents; EIGPTS Status 
Report; Statement of Conformance with Audit Standards; 
Record of Contact with Team Leaders for Site Visits;  Point 
of Contact List; Potentially Sensitive Information Checklist;  
Classified or Controlled Checklist; and Assistant Director 
Checklist 

 
 
CG:  Component Group - Audit Steps 
 
 A:  Criteria   
  A.1.  Policies and Procedures   
  A.2.  Laws and Regulations   
  A.3.  Contract Requirements   
    
 B:  Risk Assessment   
  B.1.  Assessment of Risk   
  B.2.  Internal Controls   
  B.3.  Review of Prior Audits   
  B.4.  Computer Processed Data   
    
 C:  Government Performance and Results Act 
  C.1.  Performance Measures   
  
 D through ??: Detailed audit steps added with each major segment or logical group under 

different letters such as E, F, G, etc. 
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An example of what the Browser will look like is shown below: 
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B. Creating Procedure Summaries 

 
The TeamMate Procedure Summary is an important document in TeamMate.  The Procedure 
Summary serves as the audit program and contains audit steps that are to be completed.  The 
Procedure Summary replaces the traditional Audit Program. 
 
Advantages of the Procedure Summary include the ability to: 
 

 Electronically sign off individual steps of the audit program. 
 Document answered steps entirely within the audit program itself. 
 Automatically cross-reference to any supporting workpapers. 
 Quickly search across every step in the entire audit for items such as steps assigned to 

a particular auditor, steps ready for review, etc. 
 Add or reorder steps at any time. 

 
In TeamMate, Procedure Steps are the equivalent of audit steps.  A Procedure Summary may 
have multiple Procedure Steps.  Procedure Steps (audit steps) are within Procedure Summaries.  
To access Procedure Steps, double-click on the appropriate Procedure Summary in the applicable 
"CG: Component Group - Audit Steps" folder.   
 
 
The "CG: Component Group - Audit Steps" folder is where all audit fieldwork is recorded.  
Within this section, audit areas will be defined, such as Criteria, Risk Assessment, Government 
Performance and Results Act, etc. at the "A," "B," "C"… levels (as shown above in section 
General Audit Structure).  For each audit area, Procedure Summaries will contain audit steps to 
address that audit area.  For example, the audit area "Criteria" has separate Procedure Summaries 
established for Contract Requirements, Laws and Regulations, and Policies and Procedures, with 
multiple audit steps within each of these Procedure Summaries.  The Purpose, Source, 
Scope/Methodology, and Conclusion (PSSC) are contained within the Procedure Step.  You can 
also add additional steps within Procedure Summaries for Summary Workpapers.  For example, 
using the "Laws and Regulations" Procedure Summary from above, the auditor may address all 
Laws and Regulations in one PSSC, or add additional rows (Procedure Steps) within the 
Procedure Summary to separately address the FAR, CFR, EPA regulation, etc.  The following 
example shows the audit steps you could have in a "Laws and Regulations" Procedure Summary. 
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As in the example above, a yellow triangle appears next to each audit step.  The yellow triangle 
will change its color and shape depending on whether the step is signed off, reviewed, etc.  See 
TeamMate help files for an explanation of the various color meanings (Help | Contents | Index | 
"State").  Each audit step has its own PSSC. 
 
When setting up the audit steps, it may be beneficial to fill out the type and individual to whom 
the audit step is assigned.  This will permit full use of TeamMate by providing a means by which 
to organize data.  To add types, go to Project | Settings | Policies tab, uncheck Freeze all 
categories under the Customization Policies category, click the Apply button, go to the 
Categories tab, select Procedure Types click the Add button, type in the procedure types you 
want to add.  Once you finish adding the procedure types, go back to the Policies tab, check 
Freeze all categories, and finally click the OK button. 
 

 Select the appropriate "Type" of audit Procedure Step.  There are a variety of audit 
step types to choose from. 
 

 Select the auditor’s initials from the "Assigned To" field which identifies to whom 
the audit Procedure Step is assigned. 
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C. Audit Program 
 
After the Procedure Summaries and audit steps have been established in TeamMate, the auditor 
will create the Procedure Standard Report using the Reports Wizard.  The report will serve as 
the audit program and will be reviewed and approved electronically by the Team Leader and/or 
Assistant Division Director.  Perform the following steps at the specified times during the audit. 
 

1. Survey Program 
 
To create the Survey Program (generated for the Survey phase of the audit), perform the 
following steps: 
 

 Select the "Reports" button. 
 Select Procedure Standard Report. 
 Select Next. 
 Select "All Procedures." 
 Select OK. 
 Select Next. 
 Select "Save report as a workpaper stored within this project." 
 Change title to "Survey Program." 
 Select the "Finish" button. 

 
The generated Survey Program will be located in the "AS2: Planning/TeamMate Reports" folder 
as a Word document with the title "Survey Program."  You can add information to this 
automatically generated Report, such as background and objective information, as you deem 
necessary.  The Team Leader and/or Assistant Division Director must approve this document 
before initialization and the start of survey fieldwork.  However, it cannot be electronically 
signed off until after the Audit is initialized. 
 

2. Verification Program 
 
To create the Audit Program (generated after a "Go" decision is agreed upon in the End-of-
Survey Decision Contract), perform the following steps: 
 

 Select the "Reports" button. 
 Select Procedure Standard Report. 
 Select Next. 
 Select "Limited to:" and select the folders where the new verification audit steps 

added for the audit verification phase. 
 Select OK. 
 Select Next. 
 Select "Save report as a workpaper stored within this project." 
 Change title to "Verification Program." 
 Select the "Finish" button. 

 
The generated Audit Program will be located in the "AS2: Planning/TeamMate Reports" folder 
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as a Word document with the title "Audit Program."  You can add information to this 
automatically generated Report, such as background and objective information, as you deem 
necessary.  It is the Team Leader’s and/or Assistant Division Director’s responsibility to approve 
this document before the start of verification fieldwork. 
 

D. Frozen/Confidential Documents 
 
To "freeze" (open as read-only) a document or make it "confidential," right-click it from the 
Browser and click on Protect.  You can also click on Edit | Protect in the Browser.  See below for 
a screen shot of this function. 
 

 
 
V. WORKING WITH TEAMMATE AUDIT FILES 
 
The TeamMate Master Audit File contains all audit documentation.  To make the audit 
accessible to all members of the audit, the Master Audit File is maintained in the 
N:\teammate\audits network folder.  This section contains information on moving Master 
audits, replicas, and using the OIG Secure File Transfer Protocol (SFTP). 
 

A. Moving Master Audits 
 
It is OIG policy to keep the Master Audit file on the N:\ drive.  Moving the Master Audit 
increases the risk of more than one Master Audit existing.  You cannot merge data from two 
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Master Audit files.  In addition, moving the file increases the risk of audit backups being stored 
on the same drive as the Master Audit.  Therefore, moving a Master Audit should only be 
performed under very unique conditions.   
 

B. Replicas 
 
When the auditor cannot access the Master file on the networked drive, such as when work will 
be performed off-site, a Replica needs to be created.  The Replica will be used for documenting 
fieldwork and eventually merged back into the Master Audit file.  The auditor can transfer the 
file via e-mail, floppy disk, ZIP disk, CD, or the SFTP site.  (See OIG Secure File Transfer 
Protocol for more information about using the SFTP site.)  If the off-site audit work will be 
performed on the same computer, such as a laptop, no physical transfers are necessary.  Replicas 
should be merged at least weekly to the Master.  This will allow for timely reviews of the 
audit progress. 
 

1. Creating Replicas 
 
The auditor or Team Leader can create a Replica by selecting the Replication button and the 
Create Replica option (or the Replication | Create Replica…menu option), which invokes the 
Create Replica Wizard.  The auditor or Team Leader should follow the instructions provided by 
the Create Replica Wizard.  See the TeamMate "Creating Replica" help section for more 
information on assigning replicas to team members. 
 

2. Merging Replicas 
 
Prior to merging a Replica, all auditors accessing the Master Audit file must log out.  To 
determine if anyone is in the audit, click on Tools | Team Activity.  If anyone is currently logged 
into the audit, his or her names will be listed as "Active" in the "Last Logout" column.  You may 
also want to verbally verify with other auditors on the audit that they are logged out because if an 
auditor is logged in at their computer, then logged into the administrative workstation to scan in 
a document (then logged off the administrative workstation), and goes back to use the computer 
in the auditor's office, the Team Activity screen will show up as the auditor being logged out.  
Once all audit schedules are closed, proceed with the Merge Replica Wizard.  To merge the 
Replica back into the Master Audit, select the Replication button and the Merge Replica/Update 
option to invoke the Merge Replica Update Wizard.  Simply follow the instructions provided by 
the Merge Replica Wizard.  
 
After the merge is complete, check the Conflict Viewer to manage any conflicts noted during the 
merge process.  For further information about conflict messages, see "Resolve Merge Conflicts" 
in Help.  
 

3. Discarding Replicas 
 
Warning:  Once this has been done, the replica will no longer appear in the Replica 
History schedule (as if it had never been created), and there is no way of ever merging this 
(discarded) replica back into the Master. 
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It is OIG policy that only an Administrator of the audit will discard replicas from the Master 
"Replica History."  An example of when a Replica may need to be discarded is when there is no 
longer a need to keep the Replica. 
  
Note:  The above policy refers to Replicas that have not yet been installed or prepared for 
merging.  You can allow TeamMate to automatically discard an Update file that was successfully 
merged.  You can say "Yes" to either of the following messages: 
 

 
 
 

 
 
 

C. Backing Up Replicas 
 
When working with a Replica, back it up to an external device.  Back up the Replica to a 
network drive (if the Replica is on your hard drive), to a CD, floppies (may require multiple 
disks), or a ZIP disk.  For general information concerning backing up the audit, see Backing Up 
the Audit. 
 
     D.  OIG Secure File Transfer Protocol 
 
The OIG has its own official Secure File Transfer Protocol (SFTP) site.  This site contains a 
folder for each auditor.  The SFTP site will be used for transferring TeamMate files from one 
point to another.   
 
Once the SFTP program is configured, the auditor can access the SFTP site by opening the 
program and signing on to the SFTP site.  The SFTP window will look similar to "Windows 
Explorer," with your local computer drives shown on the left side and the SFTP folders and files 
shown on the right.  From this view, files can be transferred between the two sites. 
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Use the Common Area to upload and download TeamMate files.  This is accessed by double-
clicking on the <auditor_files> link within your personal folder.   
 
To transfer the file, first select the file you wish to transfer, select the destination directory, and 
select the arrow pointing in the direction you want the file to go. 
 
The following picture is from an application called Ipswitch WS_FTP Professional.  This 
application works well in an SFTP environment.  You cannot access our SFTP through Internet 
Explorer.  Accordingly, we have purchased licenses for this application and recommend its use.   
 

 
 
Do not create folders in the SFTP, as the only person that can delete the folder is the person that 
created it.  Also, you are responsible for cleaning up after yourself.  Once you are finished 
downloading a TeamMate file and are assured that the transfer was a success, delete the file from 
the SFTP.  
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SECTION III: PERFORMING AUDIT WORK USING TEAMMATE 

 
 
VI. PERFORMING THE AUDIT 
 
This section provides a brief description and instructions on creating new workpapers, adding 
supporting information, linking, scanning, writing up potential audit issues, generating summary 
reports, report writing and indexing, independent report referencing, sending the report, and 
finalizing the audit. 
 

A. Procedure Summaries and Procedure Steps 
 
The "PA: Audit Reports" and "AS: Administration Summary" folders are designed to 
accommodate Word, Excel, and scanned documents.  They do not contain TeamMate generated 
Procedure Summaries. 
 
The "CG: Component Group - Audit Steps" folders are designed to record work necessary to 
satisfy the objective of the audit.  Generally, most audit work performed should be recorded in 
the Procedure Summary Steps.  The Procedure Steps contain folders for recording purpose, 
scope, source, and conclusion.  As such, the Procedure Steps also function as the primary 
workpaper for the record of audit work.  Documents linked to Procedure Steps, whether they 
are Excel spreadsheets, Word documents, or scanned documents, are to be used only to 
supplement the information contained in the Procedure Step. 
 
It is OIG policy to record audit work in Procedure Steps within the "CG: Component Group - 
Audit Steps" folder. 
 
Auditors may begin documenting work performed by: 
 

 Opening the Procedure Summary assigned to you. 

 Documenting the work performed in the appropriate tabs for each audit step. 

 
For more information concerning Procedure Summaries and Procedure Steps, consult the 
TeamMate User Manual or help files. 
 

B. Adding Supporting Information 
 
If the auditor needs to add a workpaper supplement in the form of a Word, Excel, PowerPoint, 
HTML, or TeamImage document: 
 

 Select the applicable Procedure Summary. 
 Select the Procedure Step to which the supplemental document applies. 
 Select the Add Workpaper icon on the TeamMate Floating Toolbar. 
 There are two "tabs" to choose from – Standard Templates, Custom Templates, 

Import from file, Get from TeamStore, and Copy from project.  Standard 
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Templates contains standard blank workpapers.  Custom Templates is used to create 
a new (blank) work paper from a TeamMate template file.  Import from file is used 
to locate and insert an existing workpaper or document (i.e. auditee prepared 
document or spreadsheet on diskette, etc.).  Get from TeamStore is used to add a 
new workpaper from a TeamStore.  Copy from project is used to copy a workpaper 
from another component group in the project file. 

 
Note:  TeamMate now encrypts all files.     
 
When importing files into TeamMate, use only normal file formats for software applications 
standard to the OIG, such as Microsoft Word (.doc), Microsoft Excel (.xls), PowerPoint (.ppt), 
Adobe Acrobat (.pdf), and HTML files.  Importing files with non-standard file formats, such as 
Microsoft Project (.mpp), Microsoft Publisher (.pub), Microsoft Outlook files saved in .msg 
format, WordPerfect documents (.wpd), zipped files (.zip), executables (.exe), etc. are not 
allowed because all locations do not have access to those software applications.  Using non-
standard file formats may also prevent quality assurance teams from reviewing those 
workpapers.  Information from non-standard applications can be printed and scanned in or 
printed to a PDF file and imported. 
 
Added workpapers serve as support for the Procedure Summary Step.  Summary steps can be 
valuable additions to a Procedure Summary.  They can be useful tools while drafting and 
indexing the report.  Rather than linking each sentence, number, date, and title in the draft report, 
you can instead refer to a summary step.  Summary steps are useful in organizing and clarifying 
a complex set of facts to expedite the development of findings.  All summary steps must be 
cross-indexed to other steps in the Procedure Summary or directly to supporting documents.  
Therefore, indexing the draft report to summary steps can greatly reduce the number of links in 
the draft report and, consequently, pave the way for a potentially smoother referencing job.   
 
Below is an example of a summary step, showing what its hyperlinks might look like.  Because 
TeamMate is now HTML-based, these hyperlinks are now true point-to-point and do not require 
additional, written out directions as in previous versions.   
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C. Linking 
 
The auditor should not link to a web site, since web addresses often change or literally cease to 
exist.  If you wish to add a web page, save the page to a file and import it.  Do not create links 
that would be broken once the audit is finalized and stored (see Finalizing the Audit), such as 
linking to a document that is not in TeamMate. 
 
Hyperlinking Steps: 
 

 Place the cursor at the desired location within the first workpaper or document.  It 
doesn’t matter which document you start off with.   

 On the Application Toolbar, select the Bookmark icon. 
 Select "Copy location for Hyperlinking (Copy for Hyperlink)." 
 Select OK. 
 Place the cursor at the desired location within the second workpaper or document. 
 On the Application Toolbar, select the Hyperlink icon. 
 Select "Create a Hyperlink to the Copy as a Link location (Paste as Hyperlink)." 
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 Select the "Create as 2-way Link" option (if desired) when hyperlinking to Procedure 
Summary steps, Word documents or Excel spreadsheets.  NOTE: Avoid placing a 
link directly into a spreadsheet cell that has data.  You will lose the data if using 
Native Office hyperlinks 

 Select OK. 
 
 

D. Scanning 
 
TeamMate can incorporate scanned images into the audit file.  Scanned images require more 
storage (hard disk) space than Word or Excel documents and can significantly increase the audit 
file size.  Because of this, it is recommended that scanning be kept to a minimum if possible.  
Only scan what you absolutely need for the audit.  The general standard for scanning is to 
include only exceptions for test work results.  Except where essential for clarity, documents 
should be scanned using the B&W line drawing at around 180-200 DPI (Dots Per Inch) 
specification.   
 
During planning and fieldwork, request the auditee to provide information in electronic format 
whenever possible.  Anything originally created by the auditee should be available in its native 
electronic format.  Scanning should become less of a requirement over time as our auditees 
become more automated, eventually providing most or all of their information electronically. 
 
Often, the electronic format of choice is PDF.  These are scanned files using a technology 
developed by Adobe.   Typically, the full version of Adobe Acrobat (not the Reader) is needed to 
mark up PDF files.  However, TeamImage, the graphics package in TeamMate, can mark up 
PDF files as well, eliminating the need for Adobe Acrobat.  When importing a PDF file into 
TeamMate, associate the file with TeamImage rather than Adobe Acrobat.  By associating PDF 
files with TeamImage, auditors can use point-to-point references.  However, the TeamImage 
PDF files are now converted to image files, preventing auditors from copying text from these 
documents.  See the example below. 
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There is also an option to automatically associate PDFs with TeamImage.  Click on Project | 
Settings | Policies | Integration Policies.   
 
The total audit file size, including scanned images, should be monitored.  Extensive scanning can 
dramatically increase file sizes.  Using scanned images for support can make the audit very large.  
Always consider what items must be included to support the audit using our Audit Manual’s 
"audit by exception" approach. 
 
There are many cases where scanning is required to satisfy audit requirements.  The Audit 
Profile and Announcement (Notification) Letter are examples of this.  Scanning these documents 
captures the signatures, a necessary function determined by the Office of Audits.   
 
To include scanned documents in TeamMate, see Adding Supporting Information, or the 
TeamMate help file for further explanation and instructions. 
 

E. Documenting Potential Issues and Findings 
 
What the OIG community calls "Findings" (or Issues) is what TeamMate calls "Exceptions."  
The Exceptions section in Teammate allows the user to document potential or fully developed 
findings at any time during the audit. 
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It is the OIG policy that this section be used as a "work-in-progress" section where all potential 
issues are recorded throughout the audit, evaluated, developed into a finding, or deleted if found 
to be a non-issue.  This feature allows the AIC and Team Leader to be aware of all issues 
identified during the audit, whether significant or not, and assess them on an issue-by-issue basis.  
In some instances, an issue thought to be small may be a part of a larger issue.  Small issues 
identified during the audit may lead the AIC or Team Leader to develop more Procedure Steps 
for further inquiry.  Smaller issues identified may also result in a profile for future audit 
development. 
 
To create an exception, complete the following steps: 
 

 While in the applicable Procedure Summary or Step, select the Exception button.  

 
 Give it a title. 

 Click on the drop down box and select the type of exception that is being 
documented. 

 Click OK. 

 Select the appropriate Levels box to label the exception as "Material," "To Be 
Determined," or "Immaterial."   

 Complete the "Condition," "Criteria," "Cause," and "Effect" tabs as needed.  We 
currently do not use any of the other tabs.   

Unused exceptions should not be left open at the end of the audit.  The auditor can choose to 
develop the exception into a finding, document the resolution of the exception identified, or 
delete the immaterial exceptions and resolve the issue on the linked workpaper. 
 
 

F. Coaching Notes 
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Coaching Notes provide the opportunity for effective communication throughout the audit.  
Coaching Notes also provide evidence of supervisory review.  To create a Coaching Note: 
 

 Open the Procedure Summary Step or supplemental document to which the coaching 
note applies. 

 Select the icon labeled "Notes." 
 Select the "New" button. 
 Select the initials of the individual to whom the note is directed.  You can send a 

message to yourself if you wish.   
 Select a priority (if necessary). 
 Type the comment or suggestion in the box provided. 
 Close the coaching note box. 

 
Coaching Notes become a permanent part of the finalized audit because they provide evidence 
that an audit review took place.  However, Coaching Notes unrelated to the Review Process 
(personal notes) can be deleted prior to Finalization.  The Administrator closing out (finalizing) 
the audit should use appropriate judgment when determining which Coaching Notes to 
permanently retain.  See the TeamMate User Manual for further explanations and instructions on 
use of Coaching Notes. 
 

G. TeamMate Reports 
 
TeamMate has a report generation feature that can automatically create the following three 
reports: 
 
• Exception Report shows exception documentation broken down into the segments.  The 

AIC can use the Exception Report to pull together all exceptions to help create the Audit 
Report.  Also, the AIC could use the report to keep the Auditee informed as issues arise or 
during the course of the audit.  The report can be created as often as needed.  Note:  Each 
time the report is generated it replaces the previous version.  If you need to save the 
previous version, be sure to export or rename it. 

• Procedure Report can pull all procedures to be performed, procedures for any particular 
section, or those assigned to certain individuals, etc.  The OIG uses this function to create the 
survey and verification audit programs (see section Audit Program). 

• Coaching Notes Report can be used to view all Coaching Notes for the audit or for a 
specific individual, etc. 

 
The reports above can be generated by using the Report Wizard by selecting the Reports button, 
then selecting the appropriate report and following the options for generating the report.  See the 
TeamMate User Manual for detailed instructions on generating reports. 
 
TeamMate can also generate a report for a Procedure Summary's PSSC by following the 
instructions below: 
 

 Go into a Procedure Summary, such as A.1.PS 
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 Click on Reports (near the top of the screen).  This will initialize the Report Wizard 
 Select either Standard or Table Report 
 Click Next 
 Check step(s) you want included in the Report-Uncheck steps you don't want.   
 Click Next 
 Change the Title, if needed. 
 Reports are automatically saved to the AS2 Folder or the reports can be exported to a 

place outside of TeamMate 
 Click Finish to view the report 

 
Note:  All TeamMate generated reports are automatically saved in the AS2: Planning / 

TeamMate Reports under the Administrative Summary.  There is also an option to save 
the report externally.   

 
H. Electronic Signoff 

 
Electronic signoff provides a history of when the audit work was prepared and when 
supervisory reviews were performed.  TeamMate will also record a history entry whenever a 
workpaper has been changed after it was reviewed.  Preparers and reviewers must sign off all 
Coaching Notes and all workpapers. 

 
1. Coaching Notes Signoff 

 
The Coaching Notes function documents reviews and communications between auditors 
throughout the audit.  The notes can either be attached to a specific workpaper or they can be 
stand-alone.  Prior to signing off on any workpaper or document in TeamMate, the auditor and 
reviewer must sign off on all related Coaching Notes. 
 
Each Coaching Note must be signed off individually.  The signoffs for each Coaching Note are 
located at the bottom of the Coaching Note.  The auditor documents how the reviewer's comment 
or suggestion was resolved and signs off by selecting the "Done by" box with the green check 
mark.  Once the reviewer accepts the auditor's resolution, the reviewer signs off by selecting the 
"Cleared by" box with the blue crosscheck mark.  The initials of the auditor and the reviewer will 
appear in the appropriate box. 
 

2. Signoff by Preparer and Reviewer 
 
With the exception of Procedure Steps, the preparer and the reviewer sign off on all TeamMate 
workpapers and documents by using the "Sign Off" button in the floating toolbar or the edit 
menu bar.  The sign off dialogue box contains the following: 
 
 

 ARC 
 
 

 "Prepared By" button 

 
 
 
- 

Identifies the workpaper or document to which the 
signoff applies. 
 
Identifies the preparer and date of signature. 
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 "Reviewed By" button 

 
 "Edit History" list 

 
 "OK" button 

 
 "Reset" button 

 
Identifies the reviewer and date of signature. 
 
Provides a history of signoffs. 
 
Closes the signoff window. 
 
Allows for removal of a signoff if used prior to 
clicking the "OK" button. 
 

 
To sign off, the preparer or reviewer must: 
 

 Select the document to be signed off. 
 Select the "Sign Off" button in the floating tool bar or edit menu bar. 
 To sign off as "Prepared By," select the box with the green pen quill. 
 To sign off as "Reviewed By," select the box with the blue pen quill. 
 When the appropriate sign off button has the audit team member’s initials and date 

stamped beside it, select "OK" to save the signoff record. 
 
For Procedure Steps, the preparer and reviewer must use the signoff appearing in the edit box on 
the bottom of the Procedure Summary screen.  (If this is not viewable, you may need to 
configure your screen to a larger size such as 1024 X 768.)  The signoff dialogue box is not 
available for Procedure Steps.  The auditor signs off by selecting the "Prepared by" box with the 
green pen quill.  ("Click here to mark as done" appears when the cursor hovers over the box.)  
The reviewer signs off by selecting the "Reviewed by" box with the blue pen quill.  ("Click here 
to mark as reviewed" appears when the cursor hovers over the box.)  The initials of the 
preparer/reviewer will appear in the appropriate box. 
 

3. Detailed Audit Procedures:  Order of Signoff 
 
For the detailed audit procedures, the following is the order for signoff by the preparer and 
reviewer(s). 
 

a) All coaching notes related to a supplemental workpaper, Procedure Step, or 
Procedure Summary must be cleared prior to signoff. 

 
b) All supplemental workpapers supporting a Procedure Step should be signed off.  

Supplemental workpapers are the Excel, Word, and scanned documents attached 
to a Procedure Step.  For example, supplemental workpapers may represent 
analysis performed in a spreadsheet or contract terms scanned in as support for 
the Procedure Step. 

 
c) After all supplemental workpapers are signed off; the Procedure Step should then 

be signed off as well. 
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d) Once all Procedure Steps related to a Procedure Summary are signed, the 
Procedure Summary should be signed off. 

 
4. Reviewers 

 
TeamMate permits more than one level of supervisory review.  The Auditor-In-Charge, Team 
Leader, and Assistant Division Director can all sign off as reviewers.  The "Reviewed by" (blue 
pen quill) will indicate the last reviewer only.  However, the signoff dialogue box will list each 
reviewer who signed off and the date of each signoff.  For Procedure Steps (which use the 
bottom of the screen rather than a signoff dialogue box), only the initials and date of the last 
reviewer will be shown. 
 

5. Edit History 
 
To view the edit history of supporting documents and Procedure Summaries while in the 
Browser, right-click any row in the right column then left-click the "View Signoffs" option.  You 
can also click "Edit," then "View Signoffs" from the drop-down menu.  Signing off does not 
preclude the auditor from subsequently changing or updating information in the workpaper if 
necessary.  The signoff dialogue box records each time a change is made to a workpaper or 
document.    
 

I. ̃̃Report Indexing and Independent Referencing 
 
The report must be written in Microsoft Word and stored in the appropriate Audit Report folder 
of TeamMate.  Using electronic links, the report is required to be indexed to the written 
narratives in the Procedure Summary steps and not directly to supporting documents.  The only 
exception to this requirement is when the document was obtained to only support a “specific 
fact” such as a name, title, date, location, etc.  These documents do not warrant a written 
narrative and it is acceptable to index the report directly to the source document.  These 
documents should be placed in the PA5 section of your workpapers.  At a minimum, these types 
of source documents must include a purpose and source.  Each Procedure Summary will have the 
cross-referencing links to supporting documents.  Information in the supporting documents 
indexed to what is being stated in the report will be highlighted or otherwise marked to facilitate 
the referencing process.  Cross-referenced summary workpapers within the audit steps are often a 
useful starting point for indexing. 
 
Each fact, sentence, paragraph, or section should be electronically linked.  Front slashes (/) 
should be used in the document to more clearly delineate the passages being indexed.  The draft 
report should be double spaced to allow adequate room for referencer comments.     
 
The referencer must become familiar with the workpapers and draft report prior to beginning the 
actual referencing process.  To accomplish this, the referencer must read the draft report and 
understand the layout of the workpapers.  In addition, the referencer must ensure that 
management comments included in the final report are accurately reflected.  To accomplish this, 
the referencer must read the official management response and all attachments to ensure that a 
concurrence is actually a concurrence; a non-concurrence is a non-concurrence, etc.   
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J. Report Indexing and Independent Referencing with Windows XP 

I. To prepare Word for indexing and independent referencing: 

A. Click on View | Print Layout 

B. Click on View | Zoom | 150% (or any other size that allows you to see the entire page 
from left to right) 

C. Optional: Click on View | Full Screen 

1. Hit "Alt" to see drop-down menu 

2. Hit "Esc" to make menu disappear 

3. Hit "Esc" again, or click on Close Full Screen, to leave the Full Screen mode  

D. Special Tilde (~)  

1. Insert | Symbol 

2. In "Character Code" box, type "0303." 

3. Click "Shortcut Key." 

4. With cursor in "Press new shortcut key" box, press CTRL+8 on your 
keyboard.   

5. Click "Assign." 

6. Click "Close." 

7. Click "Close" again. 

E. Hyperlinks 

1. If your system requires Ctrl + Click to follow hyperlinks in a Word document: 

a) Click Tools | Options | Edit 

b) Uncheck "Use CTRL + Click to follow hyperlink."  
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2. Use Native Office hyperlinks rather than the graphics-heavy default 
hyperlinks in TeamMate.   

a) Go to the TeamMate Browser 

b) Click on Tools | Preferences | Hyperlinks | Native Office hyperlinks  

c) Doing this will reduce overall file size, create a smaller footprint in the 
Draft, require less computer memory, and greatly minimize the risk of 
crashes.  The downside is if you put a Native Office hyperlink directly into 
a spreadsheet cell with data, you'll lose the data.  Therefore, put 
hyperlinks next to the data in a blank cell.  If this is not feasible for any 
reason, change the hyperlink option back to its original state then create 
the default hyperlink within the cell.  After this, you can change the 
hyperlink configuration back to Native Office.  An audit file can 
accommodate both types at the same time.   

F. Toolbars 

1. View | Toolbars | Standard + Formatting + Autotext + Reviewing + Web  

2. Sorry, all 5 toolbars cannot be checked at one time.  You need to set each one 
up separately. 

G. Optional: Auto Text 

1. Click Auto Text button.   

2. Enter text in "Enter AutoText entries here" box.   

3. Click Add. 
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H. To Use Auto Text (Useful for repetitive text entries) 

1. Place cursor where you want the text.   

2. Click on "All Entries" and "Normal" (NOTE: You may not be able to see "All 
Entries" if your cursor is in the header or footer area.) 

3. Click on the appropriate text entry.  

4. Alternate: Insert | AutoText | Normal 
 



CHAPTER 6                                                                                                                EXHIBIT B 

September 2006                                              6-B-36                                                         Release 6 

 
 

II. To prepare for indexing 

A. Apply CTRL+A to highlight the entire document. 

B. Click Format | Paragraph | Indents and Spacing | Line Spacing | Double. 

C. Click OK. 

D. Click anywhere in the document to remove the highlighting. 

III. During the actual indexing process 

A. Use detailed hyperlinking.  

B.  Hyperlink directly to the source document or hyperlink to the appropriate sections 
within a Procedure Summary, which must contain a hyperlink to the source document. 

C. See Tips and Tricks below for details.   

IV. Independent Referencing 

A. Click on the Reviewing Pane button.  
 

 
 

B. To make a "point"  
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1. Highlight desired word, number, phrase, sentence in the document.   

2. Click Insert | Comment or click the "New Comment" button.  

 

3. Type a "point number" beginning with "1."  For each subsequent "point" use 
the next sequential number.  It is not necessary to have point numbers in 
sequential order within the document.  The referencer can start anywhere in the 
Draft Report.   

4. Type in the "point"--the comment you wish to make. 

5. Hover the cursor over the Comment to see your name. 

C. Place special tildes (~) "above" every line, number, date, capitalized word, etc. by 
using "Ctrl+8."   

1. Place cursor directly after the point you want to place a tilde (~)  

2. Apply Ctrl+8 from the keyboard 

3. To delete a tilde (~), place the cursor directly after it (typically, you place the 
cursor in front of it) and hit "delete." 

D.   When the initial and subsequent referencing on a report is complete, the referencer 
will print and keep copies of the referencer comments to use for comparison purposes 
when clearing indexer comments.  (The printed comments will be used to ensure changes 
have not been made to the referencer comments by another individual.) 

V. Clearing points 

A. Indexer replies to the "points" using same methodology but inserts separate 
comments.   

B. Put your cursor inside the comment "balloon," or within area the comment refers to, 
and click Insert | Comment.  This will assure that referencer comments and replies are 
adjacent to each other.  To more easily determine the area the comment refers to, click 
inside the comment "balloon."  A solid line will appear pointing to the source of the 
comment.   

C. Include original "point number" when replying to "points."   

D. There is no need to type in your name or the date.  Reply comments automatically 
include indexer's name, the system date and time, and a unique color.  If indexer's name 
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is not shown click on Tools | Options | User Information and edit.  Each person making a 
comment is automatically assigned a unique color.   

E. The referencer will clear "points" by typing in "OK" along with their initials and date 
in the appropriate indexer comment "balloon."  If more than one referencer comment 
"balloon" refers to the same comment number, use the last comment "balloon" created by 
the referencer once the comment is cleared.  Below are two examples of comment 
"balloons" referring to the same comment number.  One is blue and the other is red.  Each 
was highlighted by clicking inside the balloon.  The solid line points to what the 
comment was referring to.  Also, each comment "balloon" shown below has another 
"balloon" inside of it, along with three dots.  This indicates additional text that can be 
seen by clicking on the smaller "balloon."  A Reviewing Pane will appear at the bottom 
of your screen (unless it is already displayed) that shows the complete text for that 
particular "balloon."   
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Windows XP Tips and Tricks 
 

• Print out the Draft after preparing it for indexing.  Manually index the Draft directly on 
the printout then use it as an aid to electronically index the Draft.  Using this suggested 
method can make the indexing process more comfortable.   

• Use detailed hyperlinking but only use "2-way hyperlinks" (Paste as 2-way Hyperlink) 
for Word and Excel documents.  Otherwise, use normal hyperlinking (Paste as 
Hyperlink).  Use "Hyperlink to ARC/Bookmark…" for non-native files such as 
PowerPoint and saved web pages.  

• Whenever possible, highlight or otherwise mark information being indexed to support 
what is being stated in the Draft Report.  In a Procedure Summary step, change the color 
of text being used for support to "green."  

• The referencer should always be considered while indexing the Draft.  Be very specific, 
detailed, and clear.  Put yourself in the shoes of the Referencer.  A happy referencer will 
help create the environment for a smooth and speedy process.  On the other hand, the 
referencer needs to be thorough, fair and objective to assure a quality report that won't 
make us all look bad at some point in the future.   

• During and after independent referencing, the referencer or indexer should consider 
printing out the "points" or exporting the Draft document for assurances that any changes 
made to the document can be identified.  An unintentional deletion or modification is 
very easy to make in the electronic environment.  It is prudent to take necessary 
precautions for protection of all parties involved.   

o To print the comments: 

 Print | Print what: | List of markup 

o To Export the Draft to your computer:  

 Highlight the Draft file in TeamMate Browser  

 Click Edit | Export/Save as… 

• Don't use TeamMate tickmarks during independent referencing unless you have a good 
reason to.  They are time consuming, cumbersome, and add unnecessary complexity and 
file size to the Draft document.  In addition, they have been known to consume too much 
computer memory and make the audit file "lock up."   

• If changes to the Draft document are necessary to satisfy referencer comments, a new 
version of the Draft should be created.  For example, if the referencer makes a comment 
regarding an incorrect date in the original Draft document, the date change should be 
made in a new version of the Draft document within TeamMate.  The indexer should then 
reply to the referencer comment by referring to the new version. 
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• After referencing the final report, the referencer must complete the Referencer 
Certification Document. 

 
K. Sending the Report to the Division/Headquarters 

 
Once the report is indexed and referenced, export the indexed report to a Word file.  Delete all 
indexes from the exported file.  The draft version will be identical to the indexed version, but the 
indexed links will be deleted.  Indexes can be deleted by selecting each link and using the delete 
key or using the find and replace function of Word. 
 
Although there may have been several Versions of the Draft Report, it is only necessary to save 
the electronically indexed Final Draft before finalizing the Audit.    
 
Prior to the issuance of the final audit report, the independent referencer must sign the 
Referencer Certification Document.  This document is a signed certification by the referencer 
stating that all comments have been addressed prior to the issuance of the final report.  The 
referencer is required to sign the certification and have the audit team scan it into TeamMate. 
 

 
 

L. Sending the Report to the Division/Headquarters 
 
Once the report is indexed and referenced, export the indexed report to a Word file.  Delete all 
indexes from the exported file.  The draft version will be identical to the indexed version, but the 
indexed links will be deleted.  Indexes can be deleted by selecting each link and using the delete 
key or using the find and replace function of Word. 
 
Although there may have been several Versions of the Draft Report, it is only necessary to save 
the electronically indexed Final Draft before finalizing the Audit.    
 
Prior to the issuance of the final audit report, the independent referencer must sign the 
Referencer Certification Document.  This document is a signed certification by the referencer 
stating that all comments have been addressed prior to the issuance of the final report.  The 
referencer is required to sign the certification and have the audit team scan it into TeamMate. 
 

L. Finalizing the Audit 
 
TeamMate provides a finalization process to be used at the completion of the audit.   
 
The finalization process must occur within three weeks after issuance of the audit report 
and approval by the Assistant Division Director.   
 
Just prior to finalization, change everyone's passwords back to the Audit Number (Job Code).  If 
someone wishes to review the audit after finalization takes place, they will simply select the user 
name of their choice and access the audit using the Audit Number as the password.   However, it 
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is possible that only one Administrator's password was changed due to constraints on that 
function.   
 
During the finalization process, TeamMate runs a check to ensure the completion of audit steps 
and all other functions.  TeamMate then converts the access level of the entire audit team to Read 
Only, protecting the Master copy of the audit from changes.  The finalization process also offers 
an emergency backup copy of the audit.  To perform finalization of the audit, from the Browser:  
 

 Select Project. 
 Select Finalize. 
 Follow the Wizard. 
 If files were identified that did not meet the established criteria, discontinue the 

process and complete the identified work files. 
 Otherwise, select Next. 
 Select a location for the "emergency" backup that could be used in case it becomes 

necessary to access to the audit before Finalization. 
 Select "Click here to Start Backup." 
 Select Next. 
 If prompted, Select "Retain Complete Edit History." 
 If prompted, Select "Retain all Coaching Notes." 

 
The Administrator should discontinue finalization and take the appropriate actions if TeamMate 
detects any of the following during the Finalization Process: 
 

 Audit Steps and Procedure Summaries not signed off as reviewed. 
 Audit workpapers not signed off as reviewed. 
 Exceptions not signed off as reviewed. 
 Coaching Notes not addressed and signed off as reviewed. 

 
Once an audit has been finalized, any changes to the audit must be requested, fully documented, 
and approved by the AIGAO and the Director of Planning and Administration.  If approved, only 
a TeamMate Champion with Administrative tools can unlock the finalized audit for the requestor 
so approved changes can be made.  Once the changes are made (including scanning in the 
documentation approving the changes in the Administration section), the audit must be re-
finalized and archived using the archiving procedures below.  In addition, the updated CD-R 
must note that it is a revised finalized audit.  Prior versions of the finalized audit CD-R should be 
kept along with the updated CD-R. 
 
       M. Archiving Procedures 
 
Once your Audit Report is published, it is time to archive your workpapers.  Rather than storing 
stacks of paper in a filing cabinet or trucking them off to a warehouse, we now use CDs.  The 
space saving benefits are remarkable.   
 
Completed TeamMate audit workpapers should be archived using the same criteria as traditional 
audit workpapers. Our current policy is that workpapers related to a Letter Report must be kept 
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for 5 years.  For Management Control or Blue Reports, the retention period is 10 years.  The only 
difference now is that the workpapers are electronic.  Team Leaders should ensure that both the 
finalized TeamMate audit and a finalized backup are recorded on three CDs using CD-R 
technology.   The backup made during finalization is only in case something goes wrong during 
the finalization process.  After it is determined that finalization was successful through testing, 
another backup file needs to be made.  This finalized backup is copied to the CD-Rs, not the 
unfinalized backup.     
 
Once you have determined that the process was successful through testing, copy the finalized 
audit and its finalized backup to two additional CD-Rs.  Then, remove the finalized audit from 
the network drive.   
 
Using an appropriate instrument such as Sanford Sharpie (Fine Point), write on each CD-R (1) 
the date, (2) the Audit Project Number (Job Code), (3) the TeamMate Version, (4) the Microsoft 
Office Version, and (5) the Operating System Version used to create the audit.   
 
One CD-R should be retained at your audit office.  After testing for readability, forward the 
second CD-R to your Division Audit Office and the third one to HQ (Attn: Cindy Miller).  The 
CD-R sent to HQ contains the official audit files.   
 
Use DOE's Pouch Mail service for sending CD-Rs to HQ.  Refer to the DOE telephone directory 
for office locations with Pouch Mail options at http://phonebook.doe.gov/mailservices.htm.  
When using FedEx, choose the most economical delivery method.  DO NOT use regular mail 
(U.S. Postal Service) to send CD-Rs to HQ because of procedures used to irradiate mail for 
possible anthrax contamination.  Once you complete the steps above and verify that the copy 
process was successful, the Master audit may be removed from the network drive. 
 
For assurance that archived CD-Rs will maintain readable for the maximum time, give them the 
care and attention listed below: 
 

1. Buy the best CD-Rs available.  Cheap stuff is often unreliable.    
2. Keep them away from sunlight and humidity. 
3. Store them in a vertical, upright position. 
4. Store them in their "jewel cases" rather than pouches or other storage devices.  The jewel 

case effectively suspends the CD-Rs in mid-air. 
5. Don't bend them.  To remove CD-Rs from their "jewel case" safely, press down on the 

center with your thumb and carefully pull out the CD-R with your finger. 
6. Keep them at stable, room temperatures.   
7. Don't use labels.  Recent laboratory testing has shown that consumer-level labeling 

devices can sometimes render the data unreadable. 
 
Note:  There is no requirement to finalize or archive terminated or canceled audits.  Only 
Teammate audits that result in a Letter Report, Management Control Report, or a Blue Cover 
Report require finalization and archiving according to the above requirement. 
 

SECTION IV: MAINTAINING TEAMMATE USEFULNESS 
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VII. TEAMMATE LIBRARIES 
 
The OIG has developed Performance, Financial, and "Statement of Cost Incurred & Claimed" 
(SCIC) audit templates for TeamMate, called libraries.  Additional libraries may be added later 
to address other special audits.  Until then, you should only use the most recent Performance, 
Financial, and SCIC Audit templates, deleting all others. 
 
These libraries include the basic Audit Manual requirements and the basic workpapers that must 
be completed by the auditor.  Workpapers that require scanning are already set up as place 
markers within the templates.  If you should have a question, editorial suggestions, or proposed 
additions to TeamMate Libraries, please contact your local TeamMate Champion. 
 
VIII. TECHNICAL SUPPORT 
 
A wide range of TeamMate support is available.  If a problem arises: 
 

 Consult the TeamMate Help System within the application. 
 Consult local help. 
 Ask your fellow auditors. 
 Consult your TeamMate Champion  

o Dick Marvin (DOE-IG) 301-903-3387 
o Heather Baumgartel (FTC) 412-386-4697 
o Francis Bolton (ESE)  803-725-1580 
o Adam Yee (NNSA)   702-295-0775 

 Try the TeamMate Web Site FAQs (select Help | TeamMate on the Web). 
 

A. TeamMate User Tips 
 

 If an audit is encountering problems, run the "Verify Integrity" option and / or the 
"Compact" command.  Right clicking on any audit in TeamMate Explorer will reveal the 
"Verify Integrity" and "Compact" commands that will run special utilities on the selected 
TeamMate audit.  "Compact" compresses the audit database tables for maximum 
efficiency and "Verify Integrity" runs an integrity check on the database tables, repairing 
any corrupt tables.  Users should take caution and NOT perform any of these 
functions on an audit that is currently being accessed by others via the network. 

 
 When closing Word, Excel, and TeamImage, selecting File / Close is a best practice, 

rather than selecting File / Exit, as the application itself will remain open.  This will save 
time, since the application will not have to be re-launched.  Closing a file automatically 
saves the file. 

 
 Users can have TeamMate automatically open the previously accessed audit by selecting 

this preference in Tools | Preferences | Explorer. 
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 When copying text into procedure summaries, right-click and select Paste Special, then 
choose Unformatted Text and OK.  This will reduce the amount formatting needed for 
the added text and reduce the amount of problems with pasting hidden formatting codes 
into the procedure summaries. 

 
IX. ENCRYPTION 
 
TeamMate uses a strong 128-bit encryption method.  However, no encryption is 100% secure.  
Please take note of the following caveats regarding TeamMate encryption: 
 
1. Do not store classified information in a networked TeamMate environment.  TeamMate 

encryption methods are sufficient for use with sensitive information such as social security 
numbers but have not been approved for classified information.  Department and IG security 
rules require a Triple DES encryption standard for electronically transmitting classified 
documents.   

 
2. Temporary files are not encrypted in TeamMate.  Under normal conditions, TeamMate 

automatically creates temporary files for each audit that is open.  It uses the "temp" or "tmp" 
environment automatically set by Windows.  Under normal circumstances, when the user 
closes the document or the audit, these temporary files and sub-folders will be deleted.  If 
there is an abnormal termination of the system (for example, a computer crash), these 
temporary files are not deleted immediately because TeamMate did not have the opportunity 
to delete them.  They will remain unencrypted in the temporary directories until the next time 
TeamMate is re-opened.  Any exposure risk to sensitive information would continue until 
that time.   

 
X. CLASSIFIED AUDITING IN TEAMMATE 
 
TeamMate is to be used for processing all classified information during an audit.  Accordingly, 
auditors must adhere to all security precautions for protecting and controlling classified matter, 
including those for using classified information systems and electronic media.  Before auditors 
use Teammate for a classified audit, they must ensure that an established classified information 
system security program and adequate classified information systems exist. 
 

Classified Information System Security Program 
In accordance with Office of Inspector General (OIG) Directive IG-908G, all audit 
offices in the Washington, DC metropolitan area and Princeton, NJ are to follow the 
Headquarters OIG Security Plan.  All other offices are to follow portions of the 
Headquarters OIG Security Plan as well as local policies and procedures for their 
classified processing needs.  Accordingly, auditors must identify the Classified 
Information System Security Program that will be followed.  Auditors must be versed in 
the program requirements, know the points of contact, and meet all training requirements.  
Further, auditors must ensure that the program is approved to handle and store non-
accountable and accountable classified removable electronic media (CREM), such as the 
floppy disks, ZIP disks, Rewritable Compact Discs (CD-R), and removable hard drives. 
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Classified Information Systems 
Auditors must consult with the appropriate Computer Security Officer to ensure that 
needed equipment and software is available.  Classified TeamMate audits can only be 
performed on computers accredited for classified processing.  Currently, the OIG is only 
allowed to process information up to Secret/Restricted Data.  In general, such computers 
should be located in secure areas and should not be connected to local networks.  
Additionally, each workstation must be equipped with a removable hard drive where the 
TeamMate application can reside and classified data can be stored.  Each workstation will 
also need to have a secondary storage device like a CD Writeable drive or ZIP drive for 
recording data files plus backup and archival operations.  Finally, auditors must ensure 
that the classified audit data is scheduled for regular backup and restoration procedures. 

 
Questions regarding the use of classified information systems and controlling and protecting 
classified matter should be directed to the Headquarters and/or local security officers as 
appropriate.  Technical questions regarding establishing a TeamMate workstation should be 
directed to Dick Marvin.  The Office of Audit Services will coordinate with Resource 
Management officials to establish TeamMate workstations and security protocols at 
Headquarters. 
 
Creating the Classified Audit in TeamMate 
Auditors must decide whether to create the Master File in either a classified or an unclassified 
environment.  Choosing between these two options depends on several factors, including:  the 
amount of unclassified versus classified information you intend to process, the clearances held 
by the audit staff, the location of and working conditions in the classified area, etc.  This decision 
must be made early in the planning process since only one master file can exist for any audit and 
two master files cannot be merged. 
 
If it would be more efficient to perform the unclassified work outside of the classified area, 
auditors will be working with a replica in the classified area until the audit is completed.  The 
process would work like this: 
 

• Create the master audit file outside of the classified area. 
• Design your audit steps to be able to segregate the classified from the unclassified steps.  

For example, you could create a folder entitled, "Classified Audit Work" to capture all 
classified audit steps. 

• Create a replica that captures all the classified audit steps. 
• Take the replica to the classified area and load it on the classified information system’s 

removable hard drive. 
• Perform all your classified work on this replica but don't ever remove it from the 

classified area. 
• Once the audit is near completion, move the master audit file to the classified area.  

Remember, you cannot have two master audits and two masters cannot be merged. 
• Merge the replica containing classified workpapers to the master, which now resides in 

the classified area. 
 
Working with the Classified Audit in TeamMate 
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In addition to the Protocol requirements applicable to unclassified audits, auditors must also 
comply with the following requirements when working with the classified information. 
 
Need to Know 
Auditors must also ensure that "need to know" requirements are satisfied when performing 
classified audits.  Only those directly involved with an audit, such as the audit staff through 
Division management, should have access to the classified audit files.  Additionally, each 
classified audit should be maintained on separate media, i.e., separate removable hard drives, 
CD-Rs, or ZIP disks.  Auditors reviewing classified information but in different subject areas 
should not share media.  At no time should the computer be left unattended during the processing 
of classified information. 
 
Marking and Labeling 
In addition to the marking and labeling requirement found at Section M. Archiving Procedures 
of the Protocol, auditors must comply with Headquarters and local requirements for marking 
classified CREM.  At a minimum, all newly created media must be marked with the highest level 
of classification that is being processed.  An example on marking a CD-R with "Secret" data is 
illustrated below: 
 

 
 
This is the only extra information to put onto the CD-R.  Additional information about creation 
date, highest level of classification and category of the information contained, status of the 
working papers, i.e., draft or final, and originator or responsible organization needs to be placed 
on the "jewel case."  A Classification Label must be affixed onto both top and bottom of the case 
as shown below: 
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Specific information to include on the Classification Label is found in the DOE HQ Master 
Information Systems Security Plan for Classified Personal Computers.  The information is 
identical to that found on classified floppy disks as shown below: 
 

 
Source: DOE HQ Master Information Systems Security Plan for Classified Personal Computers (dated 5/17/02), page 4-10 
 
Physical Storage 
As with any other classified information, care should be taken to ensure that procedures used for 
storing CREM comply with headquarters and local requirements.  Bear in mind that there are 
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additional security protocols for storing accountable CREM.  For example, accountable CREM 
must be stored in separate containers that have a limited the number of custodians, usually two. 
 
Generation, Review, and Release of Classified Documents 
Auditors must follow the procedures in DOE Manual 475.1-1A and OIG Directive 908G, 
Attachment A, Paragraph 6(d).  Only the Originator or Authorized Derivative Classifier may 
classify a document. 
 
Backups and Restoration Procedures 
As with unclassified audits, strict adherence to backup protocols is necessary to protect data in 
the event of an equipment or media failure.  In addition to the requirement to create a backup 
each time the classified Teammate audit is closed, auditors must ensure that the audit data is 
regularly backed up.  Further, from time to time, the backup should be restored to ensure that the 
data can be recovered and is viable. 
 
Transmitting Classified Audits 
As with any other classified data, auditors must take care to ensure that procedures for 
transmitting classified audits are followed.  When mailing CREM, for example, auditors must 
comply with requirements of both the sending and receiving organizations (classified mailing 
address, packaging, receipts, etc.).  Accordingly, we recommend that all mailings must be 
processed through approved Site Control Stations.  The OIG classified mailing addresses are 
found in the Headquarters OIG Security Plan.  At this time, classified Teammate audits cannot 
be transmitted over networks, even if secure. 
 
Inventorying Classified Holdings 
Headquarters and each field office is responsible for maintaining an inventory of their classified 
holdings, including non-accountable and accountable CREM, in the EIGPTS module entitled, 
"Classified Routing - Active Documents Assigned Report."  Refer to Headquarters and local 
requirements for appropriate intervals at which to conduct inventories. 
 
Archiving Classified Audits 
Archiving procedures for classified workpapers are the same as for normal workpapers with a 
few small but important differences.  First and foremost, auditors must follow all requirements 
concerning the marking, mailing, and storing CREM.  The second difference is that only two 
copies of the archived audit should be prepared and kept in order to keep classified holdings to a 
minimum.  One copy will be stored at Headquarters and the other copy will go to either the 
NNSA or the EM Division.  A copy of classified audits conducted by NNSA groups will be sent 
the Divisional Office in Albuquerque for storage.  Likewise, groups within the EM Division will 
send a copy of their classified audits to the Divisional office in Oak Ridge.  If a case ever arises 
where the SETFA Division conducts a classified audit, a decision will be made at that time as to 
where the archived audit will be stored. 
 
Destruction and Sanitization 
To ensure that access is appropriately restricted after completion of an audit, auditors must 
contact either the Headquarters or local classification office for guidance on destruction of all 
classified material.  At a minimum, tools such as "BC Wipe" must be used to degauss (erase all 
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traces of) the TeamMate file from the removable hard disk after archiving is complete.  Once 
degaussed, the removable hard drive may be returned to service. 
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CHAPTER 7 
 

ADVANCED AUDIT TECHNIQUES 
 

A. SCOPE OF CHAPTER
This chapter sets forth policies and procedures to be followed by Office of Audit Services (OAS) 
staff in the day-to-day use of advanced audit techniques.  Its purpose is to ensure that data 
obtained from computer-based systems is reliable and accurate, computer assisted audit 
techniques are used whenever possible, and advanced audit techniques are employed when 
appropriate. 

B. AUDITING IN A COMPUTER AGE
To prepare objective and convincing audit reports, it is necessary for auditors to obtain 
sufficient, competent, and relevant information and to analyze it in accordance with generally 
accepted government auditing standards.  In today's computer age, this requires auditors to be 
able to (1) audit organizations where information technology (IT) or computer operations are an 
integral part of the operations being evaluated; and, (2) use computer-assisted or other advanced 
audit techniques to collect and analyze audit evidence.  Within this auditing environment, the 
audit staff must collectively possess adequate professional proficiency to conduct audits in 
accordance with applicable audit standards.  In addition, the extent of the Department of Energy 
(Department) activities in relation to limited OAS staff requires that auditors make the best 
practical use of available resources.  Often, using computers or other advanced audit techniques 
may be the most economical and effective way to accomplish audits. 

 1. Developing Advanced Technical Capabilities.  The Technology Audit Group 
(TAG) will assist audit teams in areas requiring technical expertise, to include helping auditors 
obtain the skills or abilities needed to review general or application computer controls, test data 
reliability, or to effectively use computer-assisted audit techniques.  This group can also help to 
ensure that the audit teams are aware of: 

• Prior Office of Inspector General (OIG), Government Accountability Office 
(GAO), or other audit or internal review coverage involving general and 
application controls or tests of data reliability that may satisfy audit objectives; 

• Known vulnerabilities, weaknesses or risks involving common systems software 
or major applications such as the Department's financial management systems; 
and, 

• Appropriate criteria for reviewing general and application controls, such as 
relevant Departmental Orders or Federal Information Resources Management 
publications. 

 2. Evaluating Computer Processed Data.  If an auditee maintains and processes 
necessary audit information on a computer, it is likely that the most effective and efficient way to 
obtain the data is to obtain on-line read-only access to the data or to receive the information off-
line in electronic form.  The considerations for using such data are the same as for that obtained 
from other sources--it must be consistent, valid, and reliable.  Accessing information on-line or 

September 2006                                                     7-1                                                        Release 6 



CHAPTER 7 -- ADVANCED AUDIT TECHNIQUES                                                

in other electronic forms can have tremendous advantages in that it may allow testing of an 
entire universe rather than restricting audit analysis to a limited sample.  Auditors should 
consider whether each new or proposed audit is amenable to direct access to computer data 
and/or the use of computer assisted audit techniques during the planning stage. 

 a. Accessing Existing Data.  Several options exist for the auditor in 
accessing existing databases.  An auditor can either obtain on-line access to the database, obtain 
a copy of an existing database, or arrange for the auditee to provide extracts of the necessary 
information.  Each of these approaches has its advantages and disadvantages. 

  (1) On-Line Access.  This method of obtaining data is the most 
desirable of all options.  In most situations, it will afford the auditor the greatest degree of 
flexibility and should enhance audit effectiveness.  Auditors will normally have to obtain 
permission from the custodian of the data, as well as the necessary account numbers and 
passwords to obtain on-line access to a database.  In addition, auditors need to ensure that they 
have the necessary skills to make efficient and correct use of this access.  They should request 
that access be limited to "read-only" to ensure that they do not inadvertently change or destroy 
existing data. 

  (2) Obtaining a Copy of the Database.  Except for limited exceptions, 
it is more efficient to obtain data in a computer-readable format rather than receiving data in 
paper form.  Auditors obtaining database copies need to ensure that they have access to hardware 
and software compatible with the form in which the data is received, can make efficient and 
effective use of the data, and can store the data in accordance with workpaper retention 
guidelines. 

 (3) Hard-Copy.  In some cases, the auditee may prefer to extract the 
necessary data from the computer-based system and to provide it in hard-copy form to the 
auditor.  This option is the least efficient of all methods for obtaining data and should be avoided 
if at all possible.  Computer analysis of such data will either require re-keying the data or using 
OCR scanners, both labor-intensive.  As with all other data, the auditor needs to ensure that the 
data provided is a reliable and correct representation of the data in the system. 

  b. Reimbursement for Information Technology Services.  If such information 
is determined to be relevant, auditors should not hesitate to obtain information from computer-
based systems or to accept assistance from the auditee in obtaining such information.  However, 
it is not OAS policy to reimburse auditees for their costs when such assistance is provided.  
OAS's position is that an audit is an integral part of an organization's control system and, as such, 
resources required by auditors represent appropriate costs to the organization being audited. 

 c. Use of the Internet.  Use of the Internet has become integral to all parts of 
our society and has the potential to be an extremely valuable audit and information gathering 
tool.  Data formerly available only through exhaustive manual searches or from expensive on-
line research services is now instantly available on our desktops.  In addition to information 
available through the use of search engines and other data mining protocols, a number of the 
Department's databases and applications are now available for on-line access.  For example, 
PADS, CHRIS and SMS have migrated to Internet-based systems.  Most directives and 
Departmental publications are also available from various sites sponsored by departmental 
programs.   
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Auditors should consider using the Internet in all situations where the appropriate level of 
data validation can be performed.  As with all other audit evidence, the level of validation 
necessary is directly related to the use of the data.  Information used as background or for 
supplemental purposes requires less validation than evidence considered critical to an 
audit finding.  While validation or confirmatory procedures must be performed on such 
information, they should not rise to the level described under "Assessing Data 
Reliability" below.  Information obtained from on-line systems such as PADS and 
CHRIS however differs from other archival type information available on the Internet.  In 
these situations, the Internet is merely used to facilitate access to Departmental databases.  
If information gathered from such sources is considered to be an integral part of the audit, 
the reliability of the data must be assessed.    

C. ASSESSING DATA RELIABILITY
When information from computer-based systems is an important or integral part of an audit, the 
reliability of that data becomes crucial in achieving audit objectives.  In such instances, auditors 
should obtain sufficient, competent, and relevant evidence that computer-processed data are 
valid and reliable when these data are significant to the auditors' findings.  This work is 
necessary regardless of whether the data are provided to auditors or auditors independently 
extract them. Auditors should determine if officials of the audited entity or other auditors have 
worked to establish the validity and reliability of the data or the effectiveness of the controls 
over the system that produced the data.  If the results of such work are current, auditors may be 
able to rely on that work.  Auditors are responsible for (1) conducting tests and procedures to 
ensure the reliability of the data being used; and/or, (2) reviewing general and application 
controls.  In addition to the guidance below, the GAO publication Assessing the Reliability of 
Computer-Processed Data can be helpful in designing a methodology for assessing data 
reliability. 

 1. Determining How to Assess Reliability of Data.  For each assignment, the 
Auditor-In-Charge will determine the significance of data from computer-based systems in 
developing the audit results.  If the data is considered critical, then the audit team performing the 
test work is responsible for ensuring the reliability of computer-processed data used during the 
audit.  However, if the information is not critical to the audit results, then citing the source of the 
information and stating that it was not verified will usually satisfy the accuracy and 
completeness reporting standards. 

 2. Testing for Data Reliability.  If audits of general and application controls have 
been performed recently, auditors may be able to cite them as a basis for relying on data from 
computer-based systems.  However, if such controls have changed substantially, have not been 
reviewed or have been found to be unreliable, the audit staff should determine the validity and 
reliability of computer-processed data by direct tests of the data to assure that the information 
that they desire to use is reliable, current, and consistent with its intended use.  Such testing 
could include: 

• Processing test transactions through the system; 

• Tracing selected information in the system to source documents or performing 
physical counts or inspections; 
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• Confirming the accuracy and integrity of data in the system by interviewing 
sources independent of the auditee, i.e., third parties such as regular users or 
suppliers of data from the application; and/or, 

• Reviewing the auditee's own test procedures and results and determining whether 
there are limitations on how the information can be used to correct control 
weaknesses. 

 3. Reviewing General and Application Controls.  When the reliability of a 
computer-based system is the primary objective of an audit, the audit work should include an 
appropriate examination of the system's general and application controls.  In reviewing the 
controls, the auditors are to consider the effectiveness of the general control environment as well 
as those controls that are unique to a specific application or system. 

 a. General Controls.  General controls include the plan of organization and 
methods and procedures that apply to the overall computer operations in an organization.   
General control reviews should address such areas as (1) organization and management controls; 
(2) security controls; and, (3) systems software and hardware controls.  The reviews should seek 
to determine whether the controls have been designed according to management direction, and 
are operating effectively to provide reliability of, and security over, the data being processed. 

 b. Application Controls.  Application controls are designed to ensure the 
authority of data origination, accuracy of data input, integrity of processing, and verification and 
distribution of output. Specific controls that should be addressed include those for: 

• Ensuring that only authorized data is input, and that it is processed 
promptly, accurately, and completely; 

• Protecting the integrity of the application software, to include ensuring 
that the software and later modifications are authorized and tested before 
implementation; and, 

• Ensuring the integrity of output, whether in a batch mode or on-line and 
the correct and timely distribution of outputs produced. 

Auditors can reduce the direct tests of data if they test the effectiveness of general and 
application controls over computer-processed data and these tests support the conclusion that the 
controls are effective.  If auditors determine that internal controls over data that are significantly 
dependent upon computerized information systems are not effective or if auditors do not plan to 
test the effectiveness of such controls, auditors should include audit documentation regarding the 
basis for that conclusion by addressing (1) the reasons why the design or operation of the 
controls is ineffective; or, (2) the reasons why it is inefficient to test the controls.  In such 
circumstances, auditors should also document their reasons for concluding that the planned audit 
procedures, such as direct tests of the data, are effectively designed to achieve specific audit 
objectives.   

The results of such tests should be documented in the workpapers accompanied by, flow charts 
or narratives identifying system controls over the data.  Conclusions reached should be cross-
indexed to the audit program and final report.  If such testing is not performed or if data 
reliability cannot be established, auditors may need to adjust their audit program or qualify the 
audit report accordingly. 
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D. STANDARDIZED DATA COLLECTION TECHNIQUES
On some audits, it is necessary to collect data from multiple sources in a standardized format in 
order for audit objectives to be achieved.  However, such data collection can be costly, time 
consuming, and subject to constraints.  Auditors should ensure that they do not request 
information that is readily obtained from Internet or literature searches, unstructured interviews, 
agency files, or contractor reports, and that they minimize the burden on respondents asked to 
furnish information. 

 1. Types of Data Collection Instruments.  The major types of data collection 
instruments are "pro forma" workpapers, structured interviews, telephone interviews, and mail 
questionnaires.  Pro forma workpapers are generally used when reviewing and recording 
information in a standardized format from an auditee's files or from records maintained by 
persons or organizations affected by a Departmental program.  Structured interviews involve the 
scheduling of face-to-face interviews in order to fill out a standardized questionnaire.  Because 
this approach can be costly and time consuming, auditors need to be sure they have justified such 
methodology before it is adopted.  Telephone interviews are a special form of a structured 
interview.  Although they are relatively quick and inexpensive, auditors need to ensure that they 
can justify the time required of respondents.  Questionnaires are considered an inexpensive 
method for collecting information on a wide scale.  Considerable time can be expended in 
preparing and testing questionnaires; therefore, they should be used sparingly. 

 2. Approval Procedures.  In some cases, data collection instruments could be subject 
to Department or Office of Management and Budget approval procedures, particularly if 
information is collected from contractors or financial assistance recipients.  Therefore, 
questionnaires or structured interview forms must be submitted to and approved by the 
responsible Assistant Inspector General (AIG) if they will involve 10 or more private citizens, 
private firms, or local governments; 5 or more State governments; and 25 or more officials or 
employees of the Department or other Federal agencies.  The AIG will be responsible for 
determining the coordination, if any, required with the Department.  Data collection instruments 
that will be used one time and are not considered to be information collection or interagency 
forms do not require approval or form numbers.  Nevertheless, Auditors-in-Charge shall ensure 
that there is a legitimate need for the instrument before it is used. 

 3. Planning and Testing an Approach.  Effective use of questionnaires or structured 
interview forms requires that the instruments be tested.  Auditors have to determine which type 
of collection instrument to use and to ensure that the questions to be asked will elicit the 
appropriate response. 

 4. Data Collection and Analysis.  After the information is received from 
respondents, it has to be tabulated and analyzed in terms of the audit objective.  Auditors need to 
determine in advance how they will transfer information from questionnaires to spreadsheets or 
other database, the response rates required for valid data, and how to deal with invalid responses. 

E. SAMPLING TECHNIQUES
Audits in which statistical sampling procedures are used must be designed to ensure that the 
results are representative of the population, objective, and defensible.  Non-statistical or 
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judgment samples may be of value in our work, but they must be used with care to avoid 
drawing invalid conclusions. 

 1. Sampling Concepts and Terminology.  Sampling is a process of examining or 
measuring a smaller group of items, called a "sample", in order to draw conclusions and make 
generalizations about a larger group of items, called a "universe" or "population."  To make valid 
conclusions and generalizations about a universe, a sample must be selected from and be 
representative of that universe.  Two common statistical sampling procedures encountered by 
auditors involve sampling for "attributes" or "variables."  A sampler must also select a particular 
sampling procedure, such as simple (unrestricted) or stratified sampling.  Other variations may 
involve discovery sampling or selecting a sample in clusters, phases, or stages.  These and other 
terms are defined below. 

 a. Attribute Sampling.  A sample in which selected sampling units are 
evaluated for particular characteristics or inherent qualities (i.e., attributes).  A statistical 
measure is then computed to estimate the proportion of the population that has the attribute. 

 b. Cluster Sample.  A sample in which groups of items are selected rather 
than individual items.  For example, the universe may consist of contracts, but the sample will 
consist of all contracts handled by selected contract offices. 

 c. Confidence Level.  A measure (usually expressed as a percentage) of the 
degree of assurance that estimates (lower and upper confidence limits) enclose the population's 
true value. 

 d. Discovery Sample.  A type of sampling used to test for the existence of 
sampling units with a particular characteristic.  If the sample turns up items with that 
characteristic, the auditor will know that the error rate exceeds a tolerable rate, and the audit can 
be adjusted accordingly.  If such items are not found, the auditor can make a probability 
statement that the rate of occurrence is less than that specified. 

 e. Judgment Sample.  Judgment, or non-statistical, samples are based on the 
auditor's knowledge or judgment about the characteristics of a population rather than on 
statistical sampling concepts.  Such samples can be useful in conducting audit work, particularly 
as a means of increasing the auditor's knowledge about certain portions of a universe.  For 
example, auditors may deliberately select cases that represent the largest dollar amounts or 
potential for error.  However, the sample results must be used with care. 

 f. Multistage Sampling.  A sample that is conducted in stages, such as by 
first randomly sampling locations and then by randomly sampling items within each selected 
location. 

 g. Population.  All the items in the group or universe being audited. 

 h. Precision.  A measure of closeness of a sample estimate to the 
corresponding population characteristic. 

 i. Sampling Error.  The difference between the value obtained from 
sampling and that which would have been obtained by examining every item in the population. 

 j. Sampling Frame.  The sampling frame is a listing of all the population 
elements from which the sample will be selected.  It should permit the sampler to identify and 
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locate all items drawn into the sample and to differentiate this item from all other items in the 
sampling frame.  For example, if the universe has been defined as the civilian work force at a 
contractor facility, the list of workers from which the sample is drawn should include all civilian 
workers as of a specific date, should contain no duplicate entries, and should contain no entries 
not in the universe. 

 k. Sampling Unit.  The sampling unit is the individual element, or collection of 
elements, to be sampled.  In a payroll audit, for example, the population could be defined as 
individual employees or pay periods (i.e., "logical units"), or as "dollar units." 

 l. Simple Random Sample.  This sampling method assumes that the 
population is homogeneous, is in one location, or can be sampled from a single frame if in 
several locations and that there is only moderate variation among the values of the items in the 
universe. 

 m. Stratified Sample.  Stratified sampling occurs when the universe is divided 
into two or more parts and a random sample is selected from each part.  This type of sample 
might be chosen if the universe is divided up among several locations and it is not possible to 
develop a single sampling frame. 

 n. Tolerable Error.  The specified precision or the maximum sampling error 
that will still permit the results to be useful. 

 o. Variable Sampling.  A sample in which selected sampling units are 
evaluated for values or characteristics (i.e., variables) that can be expressed numerically or 
quantitatively, and that may vary from one observation to another.  A statistical measure is then 
computed to estimate the population parameter or measure. 

 2. Determining a Sampling Approach.  The specific audit objective, availability of 
data from which a sample is to be selected, and intended use of the sampling results will help the 
auditor to determine the most advantageous sampling approach. 

 a. General Considerations.  In general, there are no rigid rules as to the 
sampling approach that should be used on a particular audit.  Rather, in developing a sampling 
approach that minimizes the amount of audit work, but that still gives useful results, the auditor 
needs to consider such factors as follows: 

• Why is sampling necessary and how will it contribute to the overall audit 
objective?  An important consideration to remember is that a sample is 
intended to be representative of a larger population.  If auditors can 
efficiently review an entire population rather than a sample, they should 
normally do so.  For example, an audit objective to determine if contract 
expenditures are allowable might be accomplished by 100 percent review 
if the contract data is available in electronic format.  On the other hand, a 
judgment sample of the largest contract transactions might equally satisfy 
the audit objectives. 

• How long will it take to evaluate each sampling unit?  If 2 to 3 days are 
needed to review each sample item, a large sample size may not be feasible. 
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• What is the expected error rate or variance in the population and how does 
the expected error rate compare with a tolerable rate?  If the auditor expects a 
50 percent error rate, but has criteria to show that the rate should not exceed 
1 percent, a large sample will not be needed to show that there is a problem.  
On the other hand, an expected 2 percent error rate and a tolerable 1 percent 
error rate will require a much larger sample. 

• How precise does the auditor need to be in determining individual amounts, 
and how confident does the auditor need to be in the final results taken as a 
whole?  Greater precision and confidence will normally be needed to support 
a recommendation to recover $1 million than to support a recommendation 
that internal controls need to be improved. 

  b. Preparing a Sampling Plan.  In terms of planning and managing audits that 
involve statistical sampling, auditors should specifically address the characteristics listed below.  
This can be done by completing the sampling plan found in Exhibit A of this chapter. 

 (1) Objective.  Auditors need to be able to explain why sampling is 
necessary and how it contributes to the overall audit objective. 

 (2) Audit Universe/Population.  Auditors need to carefully identify the 
population from which a sample will be selected since sampling results will be affected by the 
reliability of the data from which the sample is drawn and how sampling items are defined. 

 (3) Sample Size.  In determining the size of sample needed, auditors 
first have to determine the levels of precision and confidence needed.  These answers, in turn, 
are dependent on the size of the universe, the types of analysis planned, and the type of sampling 
used.  However, the process of determining sample size is not solely mechanical in nature; it also 
requires auditors to make tradeoffs between the desire for greater precision versus the time, 
effort, and costs associated with assessing a large sample.  Some general rules that may help 
auditors in determining sample size are as follows: 

• In sampling for attributes, the auditor will normally have to select at 
least 30 items.  Also, the definition of what constitutes an error and 
tolerable deviation rates should be determined before a sample is 
selected.  For example, in a control review, the auditor should 
determine what constitutes a significant or material error, and how 
many deviations can occur before controls are deemed to be 
ineffective. 

• In sampling for variables, the auditor should normally select a sample 
that will generate at least 15 to 20 error values.  Thus, with an 
expected 5 percent error rate, a sample size of 300 to 400 items 
would be needed to generate the 15 to 20 error values necessary to 
accurately project dollar impact.  On the other hand, a sample of 50 
items would normally generate a reasonable projection if a 40 to 50 
percent error rate were encountered. 

• In selecting a stratified sample, at least 20 items should be selected in 
each stratum.  If the number of items in a particular stratum is less 
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than 20, all of the items should be reviewed.  In order to project 
variables, the auditor should ensure that the sample size in each 
stratum is large enough to generate 8 to 10 errors.  The total sample, 
i.e., all strata, should generate 15 to 20 errors in order for the auditor 
to ensure useable results. 

 (4) Sample Selection.  In order for a statistical sample to be used to 
make inferences about the universe, it must be based on the laws of probability.  In most cases, 
random number sampling using computer-generated random numbers is a preferred method of 
selecting a sample since every sampling unit has the same probability of being selected.  Other 
methods of selecting sample items, such as systematic sampling, may result in a biased sample if the 
population is not arranged randomly.  Random number sampling will also provide the auditor the 
most flexibility in adjusting to unexpected error rates and expanding or decreasing the sample size, 
particularly if sample items are reviewed in the same order that the random numbers were generated.  
Random based methods such as sequential or haphazard are permissible. 

 (5) Intended Use of Sample Results.  The workpapers should also 
include a discussion of how the sample results will be used. 

 3. Analyzing and Using Sample Results.  Auditors must use care in analyzing and 
presenting sample data.  For example, if auditors selected samples consisting of 100 contract 
files at each of three audit sites, they might desire to present the combined results of their work.  
This could lead to inaccurate conclusions if the universe at each of the sites differs, such as 1,000 
at one site, 5,000 at another, and 10,000 at the third.  Combined results would be correct only if 
the sample results were weighted to reflect the differing number of contract files at each site. 

 4. Documentation Requirements.  If statistical sampling is used, auditors will ensure 
that the workpapers include (1) the basis for sample selection; (2) size of audit universe; (3) 
attributes of the sample (error rates, sample interval, confidence levels, etc.); (4) results of the 
sample; and, (5) basis for projecting sample results.  If non-statistical sampling is used, 
workpapers should include judgmental sample documentation such as the size of the universe. 
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SAMPLING PLAN OUTLINE 
 

AUDIT TITLE:  _________________________________________________________________ 

DATE PREPARED:  _________________________  AUDIT NO.   ________________________ 

PREPARED BY:  ____________________________  PHONE NO.  _______________________ 

 

A. OBJECTIVES.  Describe overall audit objective, as well as specific sampling objectives and 
other information needed to understand the audit approach. 

 

B. AUDIT UNIVERSE/POPULATION.  Define the universe from which sample is to be selected, 
to include (1) the sampling unit; (2) the sampling frame; and, (3) total population size. 

 

C. SAMPLING APPROACH.  Describe factors affecting sampling approach/sample size and 
procedures for collecting and appraising information on each sampling unit. 

 1. Sample Design.  Describe specific sampling approach--i.e., will sample be used to test for 
attributes, variables, or both?  Will it be a simple (i.e., unrestricted), stratified, multistage, or 
cluster sample?  Is it a discovery or acceptance sample? 

 2. Sample Size.  (Determine sample size for total sample and/or each strata or stage.) 

  a. Total population (see item B above)    _________________ 
  b. Confidence Level          _________________ 
  c. Desired Precision          _________________ 
  d. Number of Strata (Stratified)      _________________ 
  e. Number of Stages (Multistage)     _________________ 
  f. Expected error rate or variance     _________________ 
  g. Tolerable error rate or tolerable misstatement  _________________ 

3. Sample Selection and Appraisal. Describe procedures for selecting and appraising each sampling 
unit. 

  a. How will sampling units be selected?  (Samples can usually be selected using 
unrestricted random numbers; if another method is needed--e.g., selection based on fixed 
intervals, dollar unit sampling, etc.--explain why.) 

  b. Define characteristics to be measured in each sampling unit--e.g., what is an error? 

  c. In practical terms, how much time is required to review each sample unit? 

d. How will sample results be appraised--e.g., estimation methodology, software to be 
used? 

e. How will missing sampling units, if any, be treated? 

 

 

September 2006 7-A-1 Release 6 



CHAPTER 7                                                                                                           EXHIBIT A 

D. REPORTING SAMPLE RESULTS. Describe how sample results will be used. 

 1. How will sample results be reported? 

 2. How will actual error rates be used in comparison with tolerable or expected error rates? 

 3. Will sample results be used to recover monies or to project monetary results? 
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CHAPTER 8 

GENERAL REPORTING POLICIES 

A. SCOPE OF CHAPTER 
This chapter sets forth the general Office of Audit Services (OAS) policies on characteristics for 
written audit reports. 

B. GENERAL REPORTING POLICY   
OAS policy is to prepare and release a report to the auditee and other interested parties for each 
audit undertaken and completed by the Inspector General.  The purpose of the written report is to 
provide to the auditee and other interested parties the audit conclusions with respect to the audit 
objective and any resulting findings and recommendations for corrective action.  In those 
instances where the audit does not result in reportable findings or recommendations, a written 
report is still required to notify the auditee that the audit has been completed and what 
conclusions were drawn.  A written notification to management is also required when audits are 
terminated without a report.  It is OAS policy not to release draft reports to anyone except the 
auditee.  However, the Deputy Inspector General for Audit Services (DIGAS) can approve the 
release of referenced draft reports in response to written requests from external sources, such as 
the General Accountability Office (GAO) or Congressional committees and staff. 

C. TYPES OF REPORTS 
The nature of the audit (performance, financial statement, financial-related, or other) and the 
audit results will determine the specific type of report to be used.  Standard formats provide an 
effective and efficient means of reporting audit results to appropriate Departmental officials and 
in obtaining the necessary corrective actions.  Major deviations from the prescribed formats can 
be made only with the approval of the DIGAS.  The color of an audit report cover represents the 
significance and scope of the report.  OAS issues the following types of reports for the specific 
purposes cited: 

1. Performance Audit Report.  A performance audit makes an objective and systematic 
examination of evidence to provide an independent assessment of the performance of an 
organization, program, activity, or function.  Chapter 12 of this Manual provides 
guidance on the format for performance audit reports.  Blue Cover audit reports normally 
contain findings and recommendations directed to an Assistant Secretary or higher level.  
However, reports containing recommendations to levels below the Assistant Secretary 
level may also be issued with a Blue Cover if the subject matter and contents of the 
report are deemed of sufficient national interest, significance, or sensitivity.  The DIGAS 
will make the decision in such situations.   

2. Financial Statement Report.  The Government Management Reform Act of 1994 
established requirements within the Federal government for audited financial statements.  
There are four types of financial statement reports: the Department-wide consolidated 
financial statements audit report; a management report to the Department of Energy 
(Department's) Chief Financial Office; a management report issued to the Chief 
Information Officer; and, reports issued on separate Department entities.  The 
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Consolidated Financial Statement audit report is issued by OAS.  Chapter 14 of this 
Manual contains more specific information concerning the format and content of 
financial statement audit reports. 

3. Cyber Security Evaluation Report.  In conjunction with the annual financial statement 
audit, an evaluation of the Department's unclassified cyber security program is 
conducted.  Reporting is done in accordance with requirements of the Federal 
Information Security Management Act of 2002 as well as implementing guidance 
provided by the Office of Management and Budget.  A Blue Cover report is issued as part 
of this process. 

4. Other Reports.  OAS issues a number of other specialized reports as described below. 

a. Statement of Costs Incurred and Claimed (SCIC) Reports.  The audit represents 
an assessment of changes to the contractor's internal control structure and the Internal 
Audit function and its work to determine whether costs claimed and reimbursed by the 
Department are allowable.  Specific details on performing this type of audit can be found 
in Chapter 20 of this Manual.  These reports are issued by Division Directors (DD) after 
approval by the responsible Assistant Inspector General (AIG).  

b. Contract Audit Report.  Contract reports (excluding pre-award audit reports) are 
used to report financial related audit activities of non-integrated contractors.  Examples 
of contract audit activities include, but are not limited to, direct and/or indirect cost 
incurred audits, defective pricing audits, and accounting system reviews.  These reports 
are issued by field Directors after approval by the responsible AIG to the office 
requesting the audit.  Chapter 16 of this Manual provides further guidance on contract 
audit reports. 

c. Cost Accounting Standards (CAS) Reports.  CAS reports express opinions on the 
adequacy of the Department's contractor cost accounting disclosure statements and 
compliance of actual cost accounting practices with those disclosure statements and the 
accounting standards in effect under major contracts with the Department.  The report 
supports the responsibilities of the operations offices and field organizations, specifically 
the cognizant Contracting Officer(s), by determining if a contractor's disclosure statement 
adequately describes current cost accounting practices used in the performance of its 
contract with the Department and if the contractor's actual cost accounting practices 
conform with the disclosure statement and comply with the standards required by 41 
U.S.C. 422.  These reports are issued by the DD after approval by the responsible AIG.  
Chapter 17 of this Manual contains further details concerning CAS audits and the report 
format to be used. 

d. Single Audit Act Reports.  Single Audit Act reports are used to report on grant 
recipients' financial operations and compliance with requirements of Federal grant 
programs, including those administered by the Department.  Organization-wide audit 
reports of educational institutions and other nonprofit organizations and audits of state, 
local, and tribal governments are required by the Single Audit Act of 1984 and Office 
and Management and Budget (OMB) Circular A-133.  The reports are prepared by 
independent public accountants, Certified Public Accountants, and State auditors; they 
are issued to grant recipients of Federal funds and sent to a central clearing house.  The 
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Department program office responsible for awarding the grant is responsible for 
obtaining copies of these reports.  The OAS can also perform audits of grant 
administration, grant recipients, or any other part of the grant process.  Depending on the 
audit objective, grant audit reports may either follow the guidance provided for 
performance audit reports or that provided for financial reports (i.e., financial statement 
audits or financial related audits).  Detailed information on the Department's financial 
assistance responsibilities and additional guidance can be found in the Single Audit Act 
of 1984 and the 1996 Amendments, and OMB Circular A-133 and its Compliance 
Supplement. 

5. Letter Report.  Letter reports can be issued for any type of audit.  They are generally used 
to close audits in which work has been completed and for which there were either no 
findings or recommendations to convey to management or only minor findings.  Letter 
reports may also be used to terminate an audit prior to its completion.  

6. Special Reports.  Special reports are issued on a case by case basis determined by 
significance of audit issue.  They are usually used to report on issues generated from self-
initiated reviews, non-audit services, and special requests for information.  Reports may 
be issued using the examples for performance audits but modified as necessary to fit 
management's requirements and circumstances.  The reviews and studies may not always 
comply with the requirements of generally accepted Government auditing standards for 
performance, financial, and attestation engagements and would not be reported with 
required standards language.    

7. Non-standard Reports.   The purpose of non-standard reports is to alert top management 
of the magnitude of a problem(s) and the adverse effect they may have on Department 
operations.  Other non-standard reports include the annual report on management 
challenges, which is required by the Reports Consolidation Act of 2000. 

D. REPORTING STANDARDS 
OAS policy is to fully implement generally accepted Government auditing standards on 
reporting for all audits conducted.  Further guidance on reporting audit results is found 
throughout this Manual. 

1. Form.  Written audit reports will be prepared to communicate the results of each audit. 

2. Timeliness.  Reports are to be issued promptly so as to make the information available 
for timely use by management, legislative officials, and other interested parties. 

3. Report Presentation.  Reports should be complete, accurate, objective, convincing, and as 
clear and concise as the subject matter permits.  The auditor should keep in mind that the 
basic purpose of an audit report is to document the audit results for others to use and, 
where appropriate, outline the need for a corrective action plan for the audited activity. 

4. Audit Objective.  All reports should state the audit objective and report on the audit 
results related to the objective.  Management should be notified if the objective is 
significantly changed during the audit from a previously communicated objective. 

5. Scope and Methodology.  All reports should have an appendix describing the depth and 
coverage of the audit work performed as well as the techniques used for gathering and 
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analyzing evidence.  This information should be individually tailored to describe the 
work actually done and should relate to the audit objective.  The appendix should contain 
the following information, as applicable: 

• Explanation of the relationship between the universe and what was audited; 

• When and where the audit work was performed, i.e., the period of time audited, 
organizations, and geographic locations covered; 

• The kinds and sources of evidence and explanation of any quality or other 
problems with the evidence; 

• Significant constraints imposed on the audit approach by data limitations or scope 
impairments; 

• Statement that the audit was conducted in accordance with applicable auditing 
standards; in addition, this statement should identify any applicable audit standard 
that was not followed, provide the reasons for not following the standard, and 
how not following the standard affected the results of the audit; 

• How the audit work was performed, i.e., cite the kinds and sources of evidence 
used, techniques used to verify it, and comparative techniques used to analyze it;  

• Description of the sample design and why it was chosen if the results of sampling 
significantly support the audit findings; 

• Statement on the reliability of computer-processed data used to answer the audit 
objective; and, 

• Statement on coverage of the Government Performance and Results Act of 1993 
(Results Act) including whether performance standards had been established for 
the area under evaluation. 

6. Compliance with Laws and Regulations.  Generally accepted government auditing 
standards require reporting on tests of compliance with laws and regulations. 

 a. Performance Audits.  For performance audits that include an assessment 
of compliance with laws and regulations to satisfy the audit objective, the report should 
include all significant instances of noncompliance. 

 b. Financial Statement Audits.  For financial statement audits, the report on 
the financial statements should either (1) describe the scope of the auditors' testing of 
compliance with laws and regulations and present the results of those tests; or, (2) refer to 
separate reports containing that information.  In presenting the results of those tests, 
auditors should report irregularities, illegal acts, and other material noncompliance.  
Further information on this subject is contained in Chapter 14 of this Manual. 

7. Examples of Noncompliance and Illegal Acts.  Statements to the effect that management 
has not complied with laws and regulations must be supported by specific examples.  If 
instances of noncompliance have been identified, the audit report should name the 
specific law or regulation not complied with.  Illegal or potentially illegal acts that could 
result in criminal prosecution and that were found during or in connection with any audit 
shall be reported to the extent permitted under the circumstances.  However, auditors 
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need to ensure that they follow the policies and procedures established in Chapter 4 of 
this Manual and Section E of this chapter. 

Whenever indications of fraud or other illegal acts are disclosed during an audit, the 
matter should immediately be referred, through the appropriate supervisory channels, to 
the responsible AIG, who will coordinate the referral of the matter including the 
"Memorandum of Referral" with the Office of Investigations, in accordance with OIG 
Directive IG-904B, "Coordination of Investigative Matters."  Following consultation 
with the Assistant Inspector General for Investigations (AIGI) or the AIGI's field 
representative, audit work will be continued on those elements of the audit that do not 
involve indications of illegal acts.  For any audit which has been referred to the AIGI as 
well as those audits initiated because of alleged illegal acts, the report must not be issued 
in any form until a clearance is obtained from the AIGI representative and OIG Legal 
Counsel. 

8. Report (or Statement) on Internal Controls.  Generally accepted government auditing 
standards require reporting on internal controls.  Additional information on evaluations of 
internal controls and reporting of the results can be found in standards issued by the 
American Institute of Certified Public Accountants. 

9. Noteworthy Accomplishments.  Reports should describe any significant, noteworthy 
accomplishments by management, particularly when improvements in one area may 
apply elsewhere.   

10. Privileged and Confidential Information.  Reports should state the nature of any 
information omitted because the information is prohibited from general disclosure and 
the requirement that makes the omission necessary. 

11. Audit Findings and Conclusions.  Reports should contain a full disclosure of the 
significant audit finding(s) and, where applicable, the auditor's conclusions. 

12. Cause and Recommendations.  Reports should include the cause of the problems noted in 
the audit and recommendations for corrective actions.  

13. Views of Responsible Officials.  Reports should include (1) the pertinent views of 
responsible officials of the audited organization, program, activity, or function when 
these views concern the auditor's finding(s), conclusions, and recommendations; and, (2) 
what corrective action is planned.  General guidance on handling management comments 
is found in Section F of this chapter.  Format guidance for including management 
comments can be found in the specific chapter for each type of report.  Every effort will 
be made to attach management's official comments as an appendix to the report (this is 
usually 2-pages, but not the additional comments regarding facts that are sometimes 
provided.) 

14. Classified and Confidential Information.  To provide the widest possible dissemination of 
information, audit reports should generally not contain classified data; information 
designated "Official Use Only", proprietary data, information involving sensitive 
personnel matters, data relating to possible criminal law violations, and/or information 
affecting national security.  Audit reports containing this type of information are not 
releasable as public documents and must be marked to indicate the type of restricted 
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information they contain. The requirements on the safeguarding of classified or other 
information in audit workpapers discussed in Chapter 6 of this Manual are also 
applicable to the use and storage of classified reports.  Division Directors should contact 
their responsible AIG and Assistant Inspector General for Resource Management 
(AIGRM) for assistance as soon as they anticipate issuing a classified or "Official Use 
Only" report.  Checklists to assist in identifying potentially classified or sensitive 
information are contained in Exhibits C and D of Chapter 9 of the Manual. 

15. Government Performance and Results Act (Results Act) of 1993.  All performance 
reports should include a reference to the Results Act, address the evaluation of applicable 
performance measures, and discuss the results of that evaluation.  If there were no 
performance measures to evaluate, the scope and methodology appendix of the report 
should include a statement that performance measures were not established for the area 
under review and, therefore, could not be assessed.  In addition, the report should include 
a recommendation addressing the deficiencies noted in the area of performance measures. 

E. REPORTING REQUIREMENTS FOR ILLEGAL ACTS - ALL AUDITS 
The identification of illegal or potentially illegal acts presents a special reporting problem.  
Generally accepted government auditing standards require reporting of all instances of illegal 
acts that could result in the audited entity, or an officer or employee of the audited entity, being 
subject to criminal prosecution.  On the other hand, certain disclosures can interfere with legal 
processes, subject the implicated individuals to undue publicity, or subject the auditor to 
potential legal action.  Chapter 4 of this Manual discusses procedures to be followed when 
referring an illegal or potential illegal act to an investigative entity. 

1. Disclosure of Referrals to Investigative Bodies.  OAS reports will always be factually 
accurate as to audit findings; however, the details of matters referred to the AIGI for 
investigation should neither be included in the audit report nor discussed with parties 
outside the OIG.  If a matter has actually been referred to an investigative organization, 
the fact of the referral may be disclosed in the transmittal letter accompanying the audit 
report, upon approval of the DIGAS and OIG Legal Counsel. 

2. Disclosure of Specific Information.  The following table should be used as a guide for 
handling disclosure of illegal acts and indicators or instances of such acts. 
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DISCLOSURE OF ILLEGAL ACTS 
(OR INDICATORS OF SUCH ACTS) 

 
 
Investigative Stage 

 
Audit Situation 
 

What May Be 
Disclosed 
 

What May Not Be  
        Disclosed 
 

Authority to Approve  
         Disclosure 
 

 
 
 
VERBAL OR 
WRITTEN INQUIRY 

 
Auditor receives an 
inquiry regarding a 
particular audit matter 
or contractor.  (Includes 
inquiries from 
Departmental 
procurement officials 
and similar officials 
from other agencies.) 

 
Existence of an 
indictment, 
conviction or plea. 

 
Positive or negative 
confirmation of: 
allegations; OAS 
referrals to the AIGI; 
existence of an 
investigation or fraud 
indicators resulting 
from audits or other 
sources. 
 

 
AIGPA, AIGFTC or 
higher official in the 
OAS chain of 
command. 

 
 
 
PRE-INDICTMENT 

 
Audit report to be 
issued covering a matter 
in which an OAS 
referral to the AIGI has 
been made 
. 

 
Existence of referral 
may be disclosed in 
the report 
transmittal letter. 
(See note below.) 

 
Details of referral. 

AIGFTC, AIGPA, 
DIGAS, and OIG 
Legal Counsel 

 
 
 
POST-INDICTMENT 

 
Audit report to be 
issued covering a matter 
in which there has been 
an indictment, 
conviction, or plea. 
 

 
Details of 
indictment, 
conviction, or plea, 
as appropriate. 

 
Information not in the 
public record. 

 
AIGFTC or AIGPA 

 
OAS policy is that the legal precept "presumption of innocence" is of paramount 
importance in deciding exactly what to disclose and how to disclose it.  Faced with 
decisions regarding the obligation to disclose an instance or indicator of an illegal act in 
an audit report, OAS will always give primary consideration to protecting an individual's 
presumption of innocence and will extend that right to businesses.  For this purpose, 
indicators and instances are defined as matters having sufficient competent evidence to 
warrant their referral to the AIGI.  When disclosure of allegations, indicators, or 
instances of illegal acts is called for, OAS policy is to use the following language in the 
transmittal letter: "During the audit, certain matters came to our attention that were 
referred to the Office of Investigations (or other investigative organization to which the 
matter was referred) for further review and analysis." This statement is not to be used 
unless a referral has actually been made.  As indicated in the table, the current stage of 
the investigation or legal action must be considered.   

   a. Pre-indictment.  With respect to pre-indictment, care must be exercised in 
order not to compromise an investigation or to adversely affect an innocent person.  To 
accomplish this result, the report's transmittal letter may, upon approval, briefly mention 
the investigation by including the disclosure statement contained in the paragraph 
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following the table. Details of the matters under investigation should be provided to the 
AIGI or his/her designee by separate confidential memorandum. 

   b. Post-indictment and Conviction or Plea.  With respect to post-indictment 
and conviction or plea, the report should contain appropriate details that are a matter of 
public record.  Normally, a separate confidential memorandum is not required unless 
there are additional aspects of the audit requiring further review and analysis by the 
Office of Investigations. 

3. OIG Legal Oversight.  Any report with a transmittal disclosing instances or indicators of 
illegal acts (prior to indictment) must be coordinated with OIG Legal Counsel prior to 
release.  This requirement applies to the first version and any subsequent version in 
which the disclosure has been modified. 

F. INCLUDING MANAGEMENT VIEWS IN AUDIT REPORTS 
To ensure that the results of an audit are fairly and accurately reported, management must be 
provided the opportunity to comment on the audit findings as early as possible in the audit. This 
process allows the auditee to provide additional information it believes will help place the 
finding(s) in perspective.  This process is called "staffing." 

1. Staffing Audit Results During the Audit.  The audit staff should keep the responsible 
management officials informed on the results, findings, and conclusions of the audit 
while fieldwork is ongoing.  This communication will improve the usefulness of the audit 
and allow management to discuss the audit approach, conclusions, and potential 
recommendations with the audit staff; to provide additional information when needed; 
and, to take prompt action on critical problems.  Complete and timely staffing may avoid 
disagreements with management on factual issues, the relevancy of information 
reviewed, and the need for corrective actions. 

2. Staffing Draft Reports.  Audit staff should brief management on the contents of a draft 
report and work with management to resolve disagreements on the tone of the report, the 
presentation of conditions, and the wording of recommendations.  Generally, these 
briefings should be completed informally after the draft has been approved by the 
responsible AIG and before the issuance of the draft report.  Cognizant Headquarters 
program officials should be given the opportunity to participate in these briefings or 
discussions. 

3. Obtaining Written Comments on Draft Reports.  The AIGFTC or AIGPA should request 
written comments from management on draft reports when transmitting the reports.  The 
request should task management with providing comments and concurring or 
nonconcurring on the facts, conclusions, recommendations, and potential monetary 
benefits contained in the draft report.  In most cases, the transmittal will request that 
management provide comments within 15 working days of issuance.  The comments 
should also be requested in electronic text format. 

4. Reviewing Management Comments.  The audit staff should analyze management 
comments on the draft report.  The audit staff must prepare a matrix showing the 
disposition of management comments, especially in terms of changes made to the report, 
in response to management or to rebut management comments with factual information.  
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Every effort will be made to include management's official comments verbatim as an 
appendix to the report; this does not include additional comments provided on 
facts/issues in the report.  The possible management responses and appropriate audit 
comments are discussed below. 

  a. Concurrence with Proposal for Appropriate Corrective Actions.  When 
management clearly concurs with all of the findings and recommendations and provides 
actual or planned corrective actions that are appropriate, the final report should describe 
management's actual or planned corrective actions.  The final report transmittal should 
state that no Management Decision is required and identify those recommendations that 
should be tracked in the Departmental Audit Report Tracking System (DARTS) because 
actions are not complete. 

  b. Concurrence without Specific Proposal for Appropriate Corrective 
Actions.  When management concurs with the findings and recommendations but does 
not provide actual or planned corrective actions that will correct the reported conditions, 
the audit staff should attempt to reach agreement with management on corrective actions 
and obtain additional comments.  If the auditors and management cannot reach 
resolution, the audit staff should summarize management's comments in the final report.  
The final report transmittal should request a Management Decision for an action plan for 
the unresolved issues. 

  c. Nonconcurrence with Findings and Recommendations.  When 
management nonconcurs with the findings and recommendations in the draft report, 
and/or the estimated monetary benefits, the audit staff should attempt to resolve any 
differences through discussion.  This includes situations where management comments 
state that they concur in principle but do not commit to taking action.  If the auditors and 
management do not reach agreement after further discussions, the final report should 
include an appropriate rebuttal of management's comments.  If necessary, the rebuttal 
discussion can provide new information to support the auditor's view or otherwise show 
that management's comments were incorrect; however, it should not restate facts already 
contained in the body of the report.  If the auditor cannot effectively rebut management's 
nonconcurrence and comments, the audit staff should change or delete the finding and/or 
estimated monetary benefits.  If the comments correctly point out an error or 
inconsistency, the audit staff should revise the final report to reflect the correct facts and 
omit management's comment. The final report transmittal should request a Management 
Decision on the unresolved issues. 

  d. Nonresponsive Comments.  If management comments do not clearly state 
whether management concurs or nonconcurs with the report's facts, conclusions, 
recommendations, or monetary benefits, the audit staff should advise management and 
attempt to resolve the issues through discussion and request revised comments that are 
responsive.  If the issues cannot be resolved and management does not provide 
responsive comments, the final audit report should state that the comments are not 
responsive and identify the specific decisions needed.  The final report transmittal should 
request a Management Decision on the issues. 

5. Formal Exit Conference.  An exit conference should be held to formally discuss the audit 
results after management has provided its comments on the draft report.  Management 
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may elect to waive the exit conference.  Additional information on discussing findings 
with management is provided in Chapter 11 of this Manual. 

G. EDITORIAL STYLE 
If specific guidance is not found in this Manual, the U.S. Government Printing Office Style 
Manual shall be used as a guide.  The following OAS style preferences should be adhered to for 
all reports. 

1. Writing Style.  As reports are written, the auditor should keep in mind that people in 
varied positions, such as the Secretary, senior Departmental managers, Congress, and 
other external agencies, read and use our reports.  Because our audience is diverse, 
readers may not be familiar with the details of the audit; therefore, results must be 
explained.  In general, audit reports should be written in the deductive style.  Paragraphs 
should contain topic sentences that narrow and predict the scope of information to follow.  
Detailed support should flow from the topic sentence. The auditor should write sentences 
and paragraphs that are short, clear, and concise.  Audit reports should be written in plain 
English that can be understood by those not closely associated with the Department and 
should avoid overly formal and bureaucratic writing that is difficult to read and 
understand. 

2. Acronyms.  Acronyms or abbreviations may be used (but should not be overused) when 
referring to particular organizations, programs, functions or documents.  Acronyms and 
abbreviations must be clearly identified or explained and should be used only when 
referred to more than once in the report.  The full name or title should be written out the 
first time it is used, and the acronym or abbreviation should follow in parentheses.   

3. Visual Aids.  Visual aids can be effective devices in capturing readers' attention and 
convincing them that corrective action must be taken.  Pictures, charts, graphs, and other 
visual aids may be used in audit reports if they enhance the effectiveness of the 
presentation.  When visual aids are used, the text just before them must tell the reader 
what to look for.  Graphics or photographs will not be printed in color in OIG reports, 
manuals, and correspondence.  Any exceptions to this policy will be reviewed and 
approved, on a case-by-case basis, by the DIGAS. 

4. Highlighting.  In general, the use of highlighting (such as boldface print or underscoring) 
should be reasonable, consistent, and appropriate.  Although such techniques may be 
used to call attention to certain key words or phrases, they should not be used as a 
standard practice. 
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H. FINAL REPORT ISSUANCE 
Written audit reports are to be issued in a timely manner to the appropriate action officials of the 
organization audited and to the appropriate officials of the organizations requiring or arranging 
for the audits, including external funding organizations, unless legal restrictions, ethical 
considerations, or other arrangements prevent it.  Unclassified final reports on most audits are 
releasable to any interested party without the prior approval of the DIGAS.  However, reports on 
pre-award, contract, or grant audits are not publicly released and require approval of the 
Contracting Officer for release in response to Freedom of Information Act requests. 

1. Final Report Preparation.  A final report is prepared after management comments on the 
draft have been received and incorporated into the report.  Procedures for issuing a final 
report and transmitting the final report and management's planned corrective actions and 
their target dates to the Team Leader, Audit Liaison Team, CF-1.2, are discussed in 
Chapter 10 of this Manual. 

2. Report Dating.  Performance audit reports are dated the day that the Inspector General 
signs the Memorandum to the Secretary or, if such a memorandum is not required, the 
day the issuing official signs the transmittal.  Financial statement and other audit reports 
are either dated as of the last day of field work or they include a statement identifying the 
last day of field work and stipulating that the report has not been updated to reflect events 
subsequent to that date.   

3. Report Numbering.  Report numbers are assigned to all audit reports.  The AIGRM 
assigns numbers for Blue Cover reports prior to the report being sent for printing and 
distribution.  Blue Cover report numbers have the prefix of DOE/IG and a sequential 
number.  For all other reports, the OAS will assign numbers that identify the type of audit 
report, fiscal year, and sequential number of that type of report within the fiscal year.      
The following chart shows the appropriate abbreviations the OAS will use to identify the 
type of audit report: 

ABBR. TYPE OF AUDIT REPORT
M - Management Control (Performance)
C- Contract
FS- Financial Statement
FS-C Financial Contract Audit
L- Letter
V- Statement of Costs Incurred and Claimed
SR- Special Report

    

For example, the second Management Control performance audit report issued by any 
division in Fiscal Year 2006 would be "OAS-M-06-02."    
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CHAPTER 9 
 

ASSURING A QUALITY REPORT 
 

A. SCOPE OF CHAPTER

This chapter sets forth the policies and practices for assuring that the Office of Audit 
Services (OAS) issues quality reports, to include Management Alerts. 

B. REVIEW OF WORKPAPERS

General procedures for workpaper review are provided in Chapter 6 of this Manual.  
Particularly important are those procedures dealing with reviews of workpapers 
developed during an audit.  The Auditor-in-Charge (AIC) responsible for the 
assignment will review all work papers bi-weekly, for compliance with OAS 
standards and prescribed procedures--before referencing begins--to assure that all 
work papers are properly prepared and electronically linked and that the work has 
been adequately accomplished.  AICs will document their reviews by electronically 
signing the workpapers and audit steps.  Workpapers prepared by the AICs must be 
reviewed by the immediate supervisor, usually the Team Leader (TL) at least 
monthly.  An Assistant Director (AD) must provide this review if the Team Leader is 
the AIC.  At a minimum, the supervisor must review a sufficient number of 
workpapers to express an opinion on the adequacy of the workpapers before the 
report is referenced.  The supervisor's comments should be recorded in TeamMate 
Coaching Notes.  All Coaching Notes should be retained as a part of the workpaper 
files.   

C. REVIEW OF REPORTS

The report review function (also applies to Management Alerts), performed by TLs, 
and Division/Headquarters staff is essential to the overall quality of an audit report. 

1. Division Review.  Effective supervisory review by the TL and field 
management is essential to the overall quality of an audit report.  Early 
supervisory participation in the audit planning process helps to focus and 
sharpen the audit objective and to report on those objectives.  Generally, the 
supervisor can provide a broader perspective on such matters as the 
reasonableness of the objective in view of OAS policies and practices and the 
anticipated reaction to the report by various auditees.  As the audit progresses, 
supervisory input may help determine the type of report to be issued and assist 
in identifying additional data needed to substantiate and refine the findings or to 
sharpen recommendations.  An example of a statement of conformance with 
audit standards is provided at Exhibit A and also included in the current 
TeamMate audit template. This statement should be used by the TL and 
Division staff in reviewing and documenting compliance with government 
auditing standards.  A draft report review methodology checklist is at Exhibit B 
of this Chapter to assist auditors in reviewing reports prior to sending to 
headquarters for review. 
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2. Headquarters Review.  All reports are to be forwarded to Headquarters for review 
prior to issuance.  The purpose of the Headquarters review is to assure (1) quality reports; 
(2) continuity and consistency of reports and recommendations; and, (3) compliance with 
OAS and Office of Inspector General (OIG) reporting policies.     
 
3. Documenting Changes Made by Reviewers.  When report drafts are 
significantly changed as a result of headquarters review, the reasons for such changes 
must be documented in the workpapers.  Where applicable, the workpapers should 
contain reference to relevant audit standards.  For example, if the Scope and 
Methodology Appendix of a Blue Cover report is changed by a headquarters reviewer 
to more closely adhere to generally accepted government auditing standards, a notation 
to that effect should be included in the workpapers.  This process assures that there is a 
documented rationale for significant changes between the initial draft submitted by the 
field and the one issued to management. 

D. CROSS-INDEXING REPORTS

The AIC will follow specific steps in preparing a report and Management Alerts for 
referencing.  Workpaper and report cross-indexes are to be placed on reports by the 
person(s) who prepares the report. (See TeamMate Protocol for guidance on indexing 
draft reports.)  The AIC is responsible for assuring that all portions of the report have 
been properly cross-indexed, to include Management and Auditor Comments.  Indexing 
is performed by electronically (using Teammate) linking facts and figures to specific 
points in the workpapers.  "Highlighting" or "underlining" may be used when linking 
this material to a specific audit step.  A workpaper cross-index will be repeated where 
there are one or more intervening cross-indexes.  Cross-indexes can normally be 
directed to a specific section or point within a workpaper through electronic linking.  If 
it is necessary to cross-index a statement (sentence or phrase) to more than one 
workpaper or to more than one page in a workpaper, the indexer simply creates 
additional electronic links as necessary.  The report cross-index should be placed 
directly opposite the statement to which it relates.  Lines should be drawn across the 
page to delineate where the statement begins and ends to which the cross-index applies.  
This can easily be performed by highlighting the desired portion of the report, then 
applying CTL+U.  An electronic slash mark can be placed directly after the underline.    

All figures, amounts, dates, and titles appearing in the report must be supported by 
identical figures or amounts in the workpapers.  A referencer should not have to 
perform computations to determine how a reported figure was computed.  For example, 
in support of a statement that "4 of the 7 (57 percent) reports did not have the required 
attachments", the cross-index may be referenced to entries such as: 3 reports had the 
required attachments and 4 reports did not have the required attachments.  However, 
the referencer should not have to add the "3" and "4" to get support for the "7."  That 
calculation should be reflected in the workpapers.  Likewise, the workpaper should 
contain computations for "57 percent."  Normally, calculations should be carried out to 
a greater degree of accuracy than the figure cited in the report; --e.g., 4 / 7  = 57.1 
percent (rounded) = 57 percent.  In addition, a separate cross-index would be needed to 
support that the attachments were "required." 
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Whenever factual material is repeated in a draft report, it is desirable to cite other pages 
in the report for support rather than repeatedly citing the same supporting workpapers.  
This situation may occur in the Information Memorandum in the report that 
summarizes information included elsewhere in the report.  Citing other pages with the 
same information allows the referencer to carry forward the referencer's mark on 
material already verified.  It may also aid in identifying redundant statements.  Auditors 
should avoid citing a large number of cross-indexes to support a single statement.  If 
several cross-indexes are needed to support a statement, a separate workpaper summary 
should be prepared which ties together the various pieces of information needed to 
support a finding or conclusion.  However, the workpaper summary must be cross-
indexed, factual items must be traced to source, and computations must be verified.  
Further direction for indexing and referencing in the TeamMate environment is 
contained in the TeamMate Protocol at Exhibit B, Chapter 6. 

E. REFERENCING

The referencing process is another essential step in assuring overall audit report quality.  
For quality assurance purposes the both the report and Inspector General (IG) 
Information Memorandum will be referenced prior to issuance of the draft report.  All 
subsequent changes to the report must also be referenced.  However, there is no 
requirement to reference the Information Memorandum (IG memo) prior to issuance of 
the final report.  The responsible Assistant Inspector General (AIG) will make a 
determination as to whether the facts in the Information Memorandum are consistent 
with the report prior to issuance.   

All referencing will be done electronically in Teammate.  Referencing is defined as the 
verification of factual data, the determination of the reasonableness of the conclusions 
reached in view of the factual data provided, and the practicality of the 
recommendations made in an audit report.  All audit reports, to include Management 
Alerts, will be independently referenced.  Referencing will be performed by an audit 
staff member who is grade GS-12 or above.  For Blue Cover reports or other reports 
with significant or controversial findings, an auditor at grade GS-13 or above should be 
selected as the referencer.  The referencer must not have had any management 
responsibility for the audit nor have participated in the audit. 

1. Purposes of Referencing.  The purposes of referencing are to verify the 
accuracy of all facts stated in the report; to determine whether the workpapers 
adequately support the findings, conclusions, and recommendations; and, to 
review the soundness and clarity of the report's presentation.  Referencing must 
be completed before the draft report is staffed within the Department of Energy 
(Department).  Referencing does not relieve supervisors of their responsibilities 
for reviewing workpapers or determining whether the report complies with all 
prescribed reporting policies and requirements.  The referencer represents the 
AIG who is responsible for the report.  The referencer, although not responsible 
for the report itself, is responsible for determining that every figure and 
statement of fact is supported by satisfactory evidence in the workpapers or by 
mathematical or clerical checks.  This includes: 
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• Checking each figure and statement of fact for accuracy within the 
report and to the supporting workpapers; 

• Independently verifying the accuracy of each total, percentage, or 
similar figure in the report; and, 

• Determining whether the report findings, conclusions, 
recommendations, and auditor opinions are reasonable, logical and 
clearly presented based on the facts and analysis in the supporting work 
papers. 

2. Referencing Documentation.  At the start of the referencing process, the 
referencer will be given a completely cross-indexed (hyperlinked) copy of the 
report and access to the TeamMate audit.  The referencer should refer to the 
TeamMate Protocol for authorized referencing techniques.  The referenced 
report and all referencer comments must be retained in the workpapers.  See 
Exhibit C of this chapter for an example of an indexed and referenced draft 
report page in TeamMate. 

3. Referencing Procedures.  Referencing consists of three distinct phases.  These 
are: (1) general familiarization with the report to be referenced and the 
underlying support; (2) detailed referencing; and, (3) resolution and disposition 
of the comments raised during the referencing process. 

 a. General Familiarization.  The referencer should first read the 
report to make sure they understand the message being conveyed (clear, concise 
and logical).  Then the underlying source material should be scanned to obtain a 
general understanding of the organization of the workpapers.  The general 
familiarization phase provides referencers with the opportunity to identify any 
restrictions that will affect the referencing process and will necessarily qualify 
their work.  For example, certain support may not be available in the 
workpapers since it is to be provided by  headquarters.  The referencer should 
note these restrictions.  However, they must be resolved before the referencing 
is complete. 

 b. Detailed Referencing.  During the detailed referencing phase, the 
referencer checks every fact, figure, date, title, etc., in the written product to the 
underlying support to determine its accuracy and to assure that it is consistently 
used.  Important items of information in the report such as--contract numbers, 
quotations, dollar amounts, interpretation of contract terms, paraphrasing of 
policy, law, or regulation, etc.--must be checked to copies of the original source 
documentation in the workpapers.  The referencer's review is independent and 
based on the referencer's own knowledge and logic.  The referencer should 
question the adequacy of supporting documentation included in the workpapers 
when warranted regardless of supervisory review.  If the opinions, conclusions, 
and recommendations are not consistent with the factual material examined, the 
referencer should make a reference note.  Lead schedules and summaries may 
be used as support if the information on them has been cross-indexed, traced, 
and verified to the original source.  The referencer should trace an adequate 
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number of selected items to the source indicated to assure that the accuracy of 
information.  To the extent that the referencers test workpaper summaries and 
lead schedules, they must "tick" off that information the same way they do for 
the report being referenced.  Basic guidelines for the referencer include the 
following: 

• The referencer must indicate acceptance that each line of the report is 
supported by placing a referencer's tick mark (~) at each line (See 
TeamMate Protocol for guidance on electronic tickmarks.).  Every 
figure, date, proper name, title, address, and each word of a quotation 
will be referenced by placing a tick mark (~) immediately in front of it.  
In addition, each subsequent addition inserted into the draft report must 
be ticked.  This includes changes made as the result of the referencer's 
comments.   

• All computations should be checked by the referencer and marked (~) to 
indicate that the computation has been independently verified. 

• The referencer should record all points, questions, and suggestions using 
a method authorized in the TeamMate Protocol.   

• The referencer should verify that adequate support is contained in the 
workpapers for all reported facts.  The referencer should read each 
workpaper cited as support to see if there are any conditions or 
qualifications that would affect the validity of the workpaper.  All 
references must be to the workpaper that addresses the procedure step in 
TeamMate which is hyper-liked to any supporting source documents.    
When support for a reported fact is not located in the cited workpapers, 
the referencer should immediately write a reference note and proceed 
with the remainder of his/her review. 

• The referencer should not normally spend time searching through the 
workpapers if a cited reference does not provide the needed support.  
However, if referencers are aware that an uncited workpaper may 
contain the needed information, they should note this in their reference 
note (e.g., their note may state that a particular fact is not supported by 
the cited reference and identify the specific workpaper that may contain 
the needed information). 

• When referencing classified material, referencing comments should also 
be classified as appropriate for proper security. 

 c. Referencing Computer-Generated Data.  In referencing 
computer-generated data, the referencer has two major considerations:  (1) how 
far to go in referencing computer programs written by OIG staff; and, (2) the 
extent to which the reliability of computer-generated data should be assessed.  
The use of computers and computer programs does not lessen the referencer's 
responsibilities.  The following standard referencing procedures will generally 
apply: 
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• An audit trail must be provided so that report data can be traced back to 
the supporting source data; 

• The workpapers should fully document the procedures, computer 
programs, and micro coding; 

• When applicable, electronic data should be included as part of the 
workpapers and should be properly referenced; and, 

• Referencers must assure that computer instructions developed by OIG 
staff and used on the assignment are fully documented and reviewed for 
appropriateness and accuracy. 

d. Reliability Assessments.  The audit staff must make a reliability 
assessment when computer-generated data or information is an integral part of 
the auditee's operations being audited, or computer products or outputs are to be 
used in a report or in support of a finding. (See Chapter 7 of this Manual.) 
Reliability assessments may entail additional verification with computer-
generated data or tests of reasonableness.  The referencer's responsibility in this 
area is to verify that a reliability assessment was made or make sure that 
appropriate qualifying language is included in the "Scope" section of the report 
if a reliability assessment was not adequately made. 

  e. Other Referencer Considerations.  The following additional 
factors should be considered by referencers when performing their work: 

• If the audit or a significant portion thereof was not adequately performed 
or documented in the workpapers and the Scope section is not qualified, 
referencers should point this out in their referencing comments. 

• Prior reports published by the OIG may be used as support for items 
being referenced if that information is historical or not subject to 
change. 

• The referencer is responsible for assuring that all factual information is 
appropriately identified and supported.  Any information identified as an 
"opinion" or "conclusion" should be checked to assure that it does not 
include any elements of fact that would require direct workpaper 
support.  Also, testimonial evidence must be identified as such.  
Likewise, all conclusions should be evaluated against factual material in 
the report to assure that "cold" readers would reach a similar conclusion 
based on the same facts. 

• Where material is supported only by interview evidence, the referencer 
should check to determine whether the support is adequate to make an 
unqualified statement.  This would depend on the source of the 
information, the source's position, the source's probable knowledge of 
the subject, and confirmation by others.  In some cases, the statement 
may have to be modified by "We were told" or "We were informed." 
Also, the referencer should watch for statements that may not be true, 
even if attributed to a source (i.e., is the source credible?).  The OIG 
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should not repeat potentially untrue statements, even if the statements 
are attributed to a source. 

• The referencer is responsible for suggesting editorial changes, such as 
grammar, punctuation, misspelled words and choice of words, only to 
the extent that meanings need to be clarified in order to properly 
discharge the referencing duties.  It is, however, within the referencer's 
duties to comment on OAS standards and procedures, such as reporting 
formats, scope statements, internal controls, data reliability, and other 
requirements addressed in this Manual. 

• If the report contains any figures carried forward from a preceding 
report--e.g. a financial statement audit--such figures should be cross-
indexed and referenced to the previous report to assure that they are in 
agreement.  If differences appear, they must be explained in the report. 

4. Resolution and Disposition of Referencing Comments.  Once the detailed 
referencing has been completed, the audit staff must respond to each referencing 
comment, record the proposed disposition in a manner authorized by the 
TeamMate Protocol, and return the package of material to the referencer.  The 
audit staff should clearly indicate whether they agree or disagree with the 
referencer's comments.  The referencer reviews the disposition made by the 
audit staff.  If satisfied with the disposition, the referencer indicates approval by 
signing off in an authorized manner.  The referencer must also tick the accepted 
line or item in the report. (See Exhibit B of this chapter.)  If additional source 
material has been provided in response to a comment, the referencer must make 
sure the additional material is added to the workpapers and must indicate in the 
reference note that these sources have been added.  If the disposition involves a 
revision to the report, the referencer must check and, when satisfied, place a 
tickmark on the revised material. 

Frequently, the referencer and audit staff will discuss the comments raised and 
their disposition.  Oral explanations by the audit staff often provide clarification 
for the referencer.  The referencer must keep in mind, however, that all facts 
must be supported by written material in the workpapers.  Therefore, oral 
explanations alone will not suffice.  The fact that an explanation was needed 
may indicate the need to clarify the report or to revise the supporting 
workpapers.  If the referencer and the audit staff cannot agree on the disposition 
of a comment, the audit staff will record a brief explanation of the reason for 
disagreeing with the comment, pointing out the differences that generated the 
disagreement.  The "open" points will be brought to the attention of the 
Assistant Director, who will meet with the referencer and the audit staff to 
resolve the matter.  Only the Assistant Director or higher-level official can close 
a point without resolution. Referencers have the right to appeal to the AIG if 
they disagree with the Assistant Director's decision; however, it is the Assistant 
Director's responsibility to inform the AIG about all points closed using this 
method. 
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For further direction on indexing and referencing in the TeamMate 
environment, see the TeamMate Protocol in Chapter 6, appendix B of this 
Manual. 

F. REVISIONS TO REFERENCED REPORTS

All changes made to a report after referencing must be shown to the referencer so the 
changes can be referenced, to include adding the auditee comments in the final report.  
If changes have been made, other than to correct minor spelling and grammatical 
errors, the referencer must reference the changes in the revised report to determine 
whether these changes affect other previously referenced sections of the report.  The 
unchanged material in a revised report must be cross-indexed to the prior version of the 
referenced report to provide an audit trail.  To accomplish this, a statement can be made 
on the first page of the revised report explaining that any section not highlighted or 
otherwise marked to show that material was added or changed remains the same and 
should be referenced to the previous version of the report.  New material added or 
changes made to the report must be cross-indexed to the supporting workpapers before 
being reviewed by the referencer.  All cross-index notations supporting new material or 
changes, as well as the related reference marks, should be in the same color as was used 
during the first referencing.  
 
G. OFFICIAL USE ONLY DETERMINATION

The Department has issued new guidance on the public release of information.  For this 
reason, all auditors must be aware of what kind of information is used to prepare 
workpapers and reports.  As a reminder, all audit work that deals with classified 
information must be run through a classifier for review before drafts or final reports can 
be issued.  Keep in mind that it is possible that information taken from unclassified 
documents can, when combined, become classified.  A checklist, Potentially Classified 
Information, has been developed to help you make a determination about what may be 
classified and may need closer scrutiny.  (See Exhibit D.)  This checklist should be 
completed and included as documentation in the workpapers.   

Another checklist, Potentially Sensitive Information, has also been developed to aid in 
identifying information that is not classified but that should be protected because of 
sensitive governmental, commercial, or personal interests.  Because of changes in the 
world security situation, the Department has increased its awareness and vigilance 
related to sensitive information.  Many items previously considered to be publicly 
available have now been removed from Departmental web sites and are not available 
for general distribution.  As such, much more of the information we called on to 
examine during our audits and special reviews is considered sensitive.  To ensure that 
we are adequately protecting such information auditors should refer to the 
Department's Manual for Identifying and Protecting Official Use Only Information, 
DOE M 471.3-1.  In addition, to determine whether audit workpapers and/or reports 
should be marked "Official Use Only", the checklist at Exhibit E should also be 
completed and included in the workpapers. 
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Once the checklist has been completed, if a draft report contains sensitive information, 
each Division Director will be responsible for determining whether there is a way to 
revise the report to eliminate the sensitive information.  If the responsible AIG 
determines that the sensitive information is needed in the report, the AIG will work 
with the Director to determine how to proceed with the report. 

Each Assistant Director is responsible for assuring that prior to the issuance of any 
draft report; the checklists at Exhibit D and E of this chapter have been completed, and 
included as documentation in the workpapers by completing appropriate section on the 
Assistant Director Checklist at Exhibit F.     
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STATEMENT OF CONFORMANCE WITH AUDIT STANDARDS
 
AUDIT TITLE:    
 
AUDIT CONTROL NUMBER:  
 
PURPOSE: Demonstrate and document conformance with generally accepted government 
auditing standards. 

BACKGROUND:  In June 2003, the U.S. Government Accountability Office (GAO) published 
the revised “Government Auditing Standards.”  This publication, also known as the “Yellow 
Book,” contains standards for audits of (1) government organizations, programs, activities, and 
functions; and (2) government funds received by contractors, nonprofit organizations, and other 
non-government organizations.  The Inspector General Act of 1978 (as amended) requires that 
audit work conducted by the inspectors general, as well as audit work conducted by nonfederal 
auditors on their behalf, comply with the standards established by the Comptroller General. 

The Audit Manual issued by the Office of Audit Services (OAS) contains additional policies and 
procedures to implement the “Yellow Book” standards. 

CONFORMANCE WITH STANDARDS:  For each general, fieldwork, and reporting standard 
discussed below, we have documented our conformance with the standard. 

General Standards: 

Chapter 3 of the Yellow Book establishes the general standards for the auditor and the audit 
organization to uphold the creditibility of audit results. 

1. The staff assigned to conduct the audit should collectively possess adequate professional 
competence for the tasks required.  (Section B, Chapter 3 of the OAS Audit Manual) 

Based on Division training records and our personal knowledge of each auditor’s skills, 
the auditors listed below satisfied Yellow Book requirements for training and continuing 
professional education and collectively possess adequate professional competence for the 
tasks required:   
 

Team Leader   
Auditor-In-Charge  
Staff Auditor  
Staff Auditor  
Staff Auditor  
Staff Auditor  

 
2. In all matters relating to the audit work, the audit organizations and the individual auditors, 

whether government or public, should be free from personal and external impairments to 
independence, should be organizationally independent, and should maintain an independent 
attitude and appearance.  Working papers should document the results of required 
conversations between the Auditor-in-Charge/Team Leader and all planned staff members 
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concerning financial disclosures and any other potential impediments to independence.  
(Section C, Chapter 3 of the OAS Audit Manual) 

To the best of our knowledge, neither organizational nor personal independence has been 
impaired with regard to this audit. 
 

3. Due professional care should be used in conducting the audit and in preparing related 
reports.  (Section D, Chapter 3 of the OAS Audit Manual) 

We believe that our workpapers and the resulting audit report adequately document our 
compliance with this general standard. 

 
Field Work Standards: 
 
Performance Audits:  Chapter 7 of the Yellow Book lays out the following standards for 
fieldwork on performance audits:   
 
1. Work is to be adequately planned.  (Chapter 5 of the OAS Audit Manual) 
2. Staff is to be properly supervised.  (Chapters 4 and 6 of the OAS Audit Manual) 
3. Audit work should provide reasonable assurance about compliance with laws, regulations, 

and other compliance requirements when they are significant to audit objectives.  Auditors 
should be alert to situations or transactions that could be indicative of illegal acts or abuse.  
(Chapter 5 of the OAS Audit Manual)  

4. Auditors should obtain an understanding of management controls that are relevant to the 
audit and assess applicable internal controls when necessary to satisfy audit objectives.  
Audit work should provide sufficient evidence to support audit judgments about those 
controls.  (Chapter 5 of the OAS Audit Manual) 

5. A record of the auditors’ work should be retained in the form of work papers that provide 
sufficient, competent, and relevant evidence to afford a reasonable basis for the auditors’ 
findings and conclusions.  Work papers should contain sufficient information to enable an 
experienced auditor having no previous connection with the audit to ascertain from them the 
evidence that supports the auditors’ significant conclusions and judgments.  (Chapter 6 of the 
OAS Audit Manual) 

The following workpapers document our conformance with fieldwork standards: 
  Audit Profile (see W/P          ) Audit Program (see W/P             ) 
  End-of-Survey Decision Memorandum and Briefing (See W/P             ). 
Supervisory review of workpapers is documented by supervisors on individual workpapers. 
The audit program contains specific audit steps for evaluating compliance with laws and 
regulations related to our audit objectives.  (See W/P_________ for a summary of audit 
work and conclusions related to compliance with laws and regulations). 
The audit program contains specific audit steps for assessing internal controls related to 
our audit objectives.  (See W/P _______ for a summary of audit work and conclusions 
related to internal controls). 
The workpapers associated with this audit document evidence of our audit work.  We 
believe the workpapers show that we have obtained sufficient, competent and relevant 
evidence to support our audit judgments and conclusions.  Additionally, the report 
referencer, headquarters, and various levels of management as appropriate have been 
satisfied as to the basis and support for our audit conclusions. 
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Financial Audits:  Chapter 4 of the Yellow Book lays out the following standards for 
fieldwork on financial audits:   
6. The work is to be adequately planned.  (Chapter 5 of the OAS Audit Manual) 
7. Staff is to be properly supervised.  (Chapters 4 and 6 of the OAS Audit Manual) 
8. A sufficient understanding of internal control is to be obtained to plan the audit and to 

determine the nature, timing, and extent of tests to be performed.  (Chapter 14 of the 
OAS Audit Manual) 

9. A record of the auditors’ work should be retained in the form of work papers that provide 
sufficient competent evidential matter is to be obtained through inspection, observation, 
inquiries, and confirmations to afford a reasonable basis for an opinion regarding the 
financial statements under audit. (Chapter 6 of the OAS Audit Manual) 

10. Audit work should provide reasonable assurance reasonable assurance of detecting 
material misstatements resulting from violations of provisions of contracts or grant 
agreements that have a direct and material effect on the determination of financial 
statement amounts or other financial data significant to the audit objectives.  Auditors 
should be alert to situations or transactions that could be indicative of illegal acts or 
abuse.  (Chapter 14 of the OAS Audit Manual)  

 
Reporting Standards 

Performance Audits:  Chapter 8 of the Yellow Book describes a number of reporting standards 
for performance audits.  Chapter 8 and 12 of the OAS Audit Manual describe the general 
reporting policies and provide specific guidance on performance audit reports.   

We believe that (1) our final report complies with all Yellow Book reporting requirements, and 
that (2) our compliance with Yellow Book reporting requirements is documented by the 
following: 

• A written audit report communicating the results of the audit has been prepared, and 
based on OAS policy, will be available for timely use by management, legislative 
officials, and other interested parties (see W/P ______). 

• A report which includes audit objectives, scope, and methodology; significant audit 
findings and conclusions; a statement that the audit was made in accordance with 
generally accepted government auditing standards; and management comments 
concerning our findings and conclusions. 

• The identification of problem areas with recommendations for corrective actions made 
to management.  

• An issued report subject to OAS policies and procedures for supervisory review, 
referencing, editorial review, and report staffing and distribution.   
(See W/P _____ on report referencing; W/P ______ on Headquarters monitoring; and  
W/P _____ on Division reviews) 

 

Financial Audits:   Chapter 5 of the Yellow Book describes a number of reporting standards 
for financial audits.  Chapter 8 and 14 of the OAS Audit Manual describe the general 
reporting policies and provide specific guidance on financial audit reports: 
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1. The report shall state whether the financial statements are presented in accordance with 
generally accepted accounting principles.  (Chapter 5 of the OAS Audit Manual) 

2. The report shall identify those circumstances in which such principles have not been 
consistently observed in the current period in relation to the preceding period. 

3. Informative disclosures in the financial statements are to be regarded as reasonably 
adequate unless otherwise stated in the report. 

4. The report shall either contain an expression of opinion regarding the financial 
statements, taken as a whole, or an assertion to the effect that an opinion cannot be 
expressed. When an overall opinion cannot be expressed, the reasons therefore should be 
stated. In all cases where an auditor's name is associated with financial statements, the 
report should contain a clear-cut indication of the character of the auditor's work, if any, 
and the degree of responsibility the auditor is taking. 

 

CONCLUSION: 

In our opinion, based on the above evidence and analysis, we conducted this audit in accordance 
with generally accepted Government auditing standards. 
 
 
AIC:  
 
 

 Date 

Team Leader:  

 

 

 Date  
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Draft Report Review Methodology 
  

OVERALL  Comments 
Were the findings supported by sufficient, competent, 
relevant evidence related to the audit objectives?  

   

Are the findings presented in a manner to promote 
understanding of the matters reported and to provide 
convincing but fair presentation of the evidence? 

  

Does the report convey a constructive and objective 
message, which includes credit for positive aspects of the 
operation? 

  

Does the report provide enough detail to permit a 
non-expert to understand the issues? 

  

Are the opinions, conclusions, and recommendations 
expressed consistent with the factual material presented? 

  

   
 MEMO    Comments 
Is the Memo appropriately addressed?      
Does the background information provide context for the 
overall message and help the reader understand the 
findings and significance of the issues discussed? 

  

Is the objective the last sentence of Background?   
Does the Background objective match the Objective in 
the Appendix? 

  

Does the Results of Audit section start on Page 1?   
Are abbreviations set up?   
Are cc:s correct?    
Do prior audits follow appropriate format?     
   
TABLE OF CONTENTS   Comments 
Does the table of contents contain the words "Report on" 
in front of the title? 

  

Is the spacing on table of contents correct?   
Do the sections in the table of contents match the headers 
in the report? 

  

Is page numbering correct in the table of contents?   
Are the appendices numbered and in the proper order?   
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REPORT BODY  Comments 
Is there a finding title at the top of page 1?    
Do the headers accurately reflect the subsequent 
discussion? 

  

Are the headings neutral?   
Does each paragraph have a topic sentence?   
Are the topic sentences consistent with the umbrella 
paragraph and the Results of Audit in the memo?  

  

Does every paragraph contain sufficient evidence to 
support the topic? 

  

Is the information in each paragraph limited to that 
necessary to prove the topic sentence? 

  

Are examples limited to the amount needed to prove the 
audit objective? 

  

Are all of the finding elements present and clearly 
distinguishable (condition, criteria, cause, and effect)?  

  

Are there logical connections between the finding 
elements? 

  

Are mitigating factors presented within the finding 
elements? 

  

Does the condition directly address the audit objective?   
Is cause clearly demonstrated by the evidence and 
reasoning presented? 

  

Are recommendations directed at resolving the cause?  
Are they specific and action oriented, feasible and cost 
effective, and directed to those who need to act? 
 

  

Are amounts of estimated savings and other benefits 
associated with each recommendation presented?  Does 
the report explain how we developed the amount? 
 

  

Do the examples flow through the finding elements? (Is 
the example a description of the condition, which resulted 
from the identified cause(s), and will contribute to the 
overall effect?  Most importantly, will the 
recommendations prevent recurrence?) 

  

Were visual aids (such as pictures, charts, graphs and 
maps) used when appropriate to clarify and summarize 
complex material?  
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Scope and Methodology  Comments 
Does the report contain a specific statement to address the 
timeframe of events reviewed? 

  

Did the report include the organizations, geographic 
locations, and period covered? 

  

Are pertinent audit steps included in the methodology?      
Does the methodology include a meaningful statement on 
GPRA measures? 

   

Does the methodology address Reliability of Computer-
Processed Data? 

  

Does the methodology address GAGAS?   
If applicable, did the report include information on any 
significant constraints imposed on the audit approach by 
data limitations or scope impairments, including demands 
of access to certain records or individuals? 

  

If sampling was used, did the report disclose that a 
sample was used, the sample design (description of the 
universe from which the sampled items were selected, 
size of the universe and size of the sample), why the 
sample was chosen (sample objectives), whether the 
sample can be projected to the intended population, and 
the number of non-response/missing records, if any? 

  

   
FORMAT  Comments 
Are all quotes straight?   
Is there excessive use of passive voice?   
Are technical terms, abbreviations, and acronyms clearly 
defined and properly used?   

  

Are hyphenated words, dates, and numbers kept together 
with hard returns? 

  

Are report titles italicized?   
Are headers properly formatted?    
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EXAMPLE OF INDEXED AND REFERENCED 
DRAFT REPORT PAGE IN TEAMMATE 

 
 

The information technology architecture project was to change the way the 
Department manages IT by fundamentally restructuring how decisions were made for 
corporate systems./ ./ D.3.7  page 1, Investments in corporate systems were to be 
justified based on a corporate view and rigorous methodology./ D.3.7 pages 1 and 6 

The project's vision was to ensure that applicable provisions of the Clinger-Cohen 
Act were met and that cross-cutting business functions were identified and not duplicated 
by multiple corporate-level systems./ D.3.PS "Inquiry of Chief Information Officer" 
Results tab A.3.7 A.3.6p 3 While IPABS-IS was a significant corporate-level 
information system that was initially considered to be an integral part of the Department's 
projected $220 million architecture project, it was never formally integrated into the 
project./
 

See below p 9 & 10 Development and Operational Weaknesses 
 
See below p 9 Project management and security weaknesses in the development and 
operation of IPABS-IS adversely impacted its ability to satisfy Department goals and 
meet users' information needs./ D.2.PS ""SDLC Process" Results tab & D.2.20p 1 

D.2.49p 3 For example, the Department's software engineering methodology, a 
primary control designed to introduce discipline into the development process, was not 
consistently followed./ D.2.PS "Other EM IT Spending" Results tab & D.2.12pp 1 
& 3 Procurement efforts and the accumulation of costs associated with development 
were not properly managed or controlled./ See below p 10 & 11 In addition, the system 
did not fully satisfy Department goals and meet users' information needs, and suffered 
from weaknesses in the security and continuity of operations areas./
 

See below p 9 Software Engineering Methodology/ 
 
See below p 9 While a number of the required elements had been completed, the 
development and operation of IPABS-IS did not completely and consistently follow the 
Department's software engineering methodology./ D.2.20p 1 D.2.51p 1 EM 
initially complied with requirements to develop a system project plan, feasibility 
statement, and other required documents./ D.2.PS "SDLC Process" Results tab & 

D.2.49p 9 D.2.20p 1 Despite major scope changes such as a conversion of the 
system database, however, the project plan was not updated as required./ 

D.2.PS "Development Cost" and "SDLC Process" Results tabs EM spent over 
$600,000 on the database conversion without formal justification and without updating 

the project plan./ D.2.PS "SDLC Process" Results tab The project plan did not 
contain an overall project schedule and was not consistently followed.  Also, plans for 
training, installation, overall project testing, and acquisitions were not developed./
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CHECKLIST – POTENTIALLY CLASSIFIED INFORMATION 
 
If your audit work or report deals with any of the following information, be sure to have 
your information reviewed by a classifier to ensure you are not inadvertently discussing 
Restricted Data or Formerly Restricted Data or any other level of classification.  
Information in the aggregate can be classified even if taken from unclassified sources. 
 

AIDS FOR REVIEW OF INFORMATION THAT MAY BE 
CLASSIFIED OR CONTROLLED 

YES NO 

Source or formula for Chemical/Biological Agents that has not been 
widely reported in open scientific literature. 

  

   
Existence of a specific Chemical/Biological agent that is considered a 
threat to national security at a specified location within a government 
facility. 

  

   
Statements that a specific Chemical/Biological agent considered a 
threat to national security cannot be detected by existing technology. 

  

   
Information concerning significant technical advances and break-
throughs in Chemical/Biological agent detection, dissemination, or 
response technologies that could significantly assist an adversary. 

  

   
Results or interpretation of research results from computer modeling 
that reveal specific operational deficiencies or vulnerabilities of a 
facility, infrastructure, or response plan which could be exploited or 
otherwise could materially aid an adversary in planning or conducting 
a Chemical/Biological attack. 

  

   
Source term parameters (e.g. location, quantity, release rate, dispersal 
mechanisms, physical state, or particulate size distribution) of a 
Chemical/Biological agent and the airborne or surface concentrations 
resulting from dispersion modeling. 

  

   
Specific dispersion mechanisms for specific chemical/Biological 
agents, including grinding techniques and pressurized systems that 
would be effective for dispersion over a large area. 

  

   
Details of operational scenarios either for intelligence, civilian, or 
military organizations that would reveal current vulnerabilities or 
lessen the effectiveness of the scenarios. 

  

   
Information about deployment of a specific detector or response 
system that could be used to defeat or significantly reduce the 
effectiveness of that system or otherwise materially aid an adversary 
in planning or conducting an attack. 
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AIDS FOR REVIEW OF INFORMATION THAT MAY BE 

CLASSIFIED OR CONTROLLED 
YES NO 

   
Descriptions of specific vulnerabilities of decontamination equipment 
or procedures that could be exploited to prevent or significantly 
reduce their ability to perform required functions or otherwise 
materially aid an adversary in planning or conducting a 
Chemical/Biological attack. 

  

   
Descriptions of specific conditions (e.g., carrier for an agent or 
environmental condition) that could be exploited to reduced the 
effectiveness of standard decontaminants or decontamination 
procedures such that risks to unprotected personnel cannot be reduced 
to acceptable levels, or otherwise would aid an adversary in planning 
a Chemical/Biological attack. 

  

   
Nuclear weapon design, fabrication, and utilization.   
   
Radiological warfare.   
   
Radiological dispersal devices.   
   
Inertial confinement fusion.   
   
Military nuclear reactors (not necessary for civilian).   
   
 

September 2006                                           9-D-2 Release 6 



CHAPTER 9                                                                                                      EXHIBIT E 

CHECKLIST -- POTENTIALLY SENSITIVE INFORMATION 
 
The following table is a listing of information considered potentially sensitive.  If the 
information is detailed to such an extent that it would cause or potentially could cause 
damage to U.S. national security, citizens, or property, it cannot be placed in our public 
reports.  Therefore, when you prepare your reports be sure to check for this type of 
information.   
 

CATEGORIES/TYPES OF INFORMATION YES NO 
Facilities   

 Detailed description and location of facilities to include maps, 
written directions, drawings, blue prints, photographs and such.  

  

 Detailed descriptions and location of storage facilities for nuclear or 
other hazardous materials. 

  

 Detailed descriptions and location of personnel or facility support 
systems (e.g. water supply, electrical supply systems, 
communications systems, emergency response 
personnel/equipment). 

  

 Detailed descriptions and locations of computer systems used to 
process, store, and transmit sensitive information. 

  

 Environmental Impact Statements that provide the consequences for 
what is being studied. 

  

 Any detailed information pertaining to other sites that has not been 
reviewed/approved by the other site. 

  

   
Materials   

 Form and quantity of hazardous materials, (chemical, nuclear, 
biological). 

  

 Vulnerabilities of materials to unauthorized access or destruction.   
 Consequences of release of hazardous materials.   
 Detailed transportation related information (routes, maps, shipping 

means, containers). 
  

   
Security/Safety   

 Detailed plans, procedures, communications, reaction times, or 
capabilities that would allow someone to determine vulnerabilities 
of the site. 

  

 Specific assessments, exercise results, evaluations for a particular 
site. 

  

 Specific personnel data identifying security/safety personnel.   
 Specific equipment and its potential uses.   
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CATEGORIES/TYPES OF INFORMATION YES NO 

   
Assessments   

 Site-specific vulnerability assessments.   
 Site-specific safety assessments/analysis.   
 Site-specific risk analyses.   
 Specific hazardous assessments (Dispersion models and analyses, 

accident analyses, or site hazards). 
  

   
Personnel   

 Specific organization charts or phone lists identifying senior 
management/key personnel. 

  

 Specific personal data to include travel plans, meetings and such.   
 Specific training materials that include sensitive information.   

   
Programs   

 Detailed information identifying sensitive programs, special 
projects, SAPs, WFO. 

  

 Reports detailing specific activities and/or results from programs 
and projects. 

  

 Information pertaining to specific programs at other facilities/sites 
that has not been cleared with the other sites for publication on a 
publicly accessible web site. 

  

 
 
Note:  Because of changes in the world security situation, the Department has increased 
its awareness and vigilance related to sensitive information.  Many items previously 
considered to be publicly available have now been removed from Departmental web sites 
and are not available for general distribution.  As such, much more of the information we 
are called on to examine during our audits and special reviews is considered sensitive.  
To ensure that we are adequately protecting such information, in addition to completing 
the above checklist, you should refer to the Department's Manual for Identifying and 
Protecting Official Use Only (OUO) Information, DOE M 471.3-1. 
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Assistant Director Checklist 
 
This checklist is to be completed by the Assistant Division Director for each audit to document their 
review of the workpapers in TeamMate.  Once completed, please scan this checklist into the workpaper 
files. 
 

REVIEW OF SELECTED INFORMATION YES NO 
   
1.  Were referencer comments reviewed prior to issuance of both the draft and final 
reports to ensure all comments were appropriately addressed and closed?  (Review 
must be documented in TeamMate). 

  

   
2.  Was coordination with Investigations and Inspections performed and 
documented as required? 

  

   
3.  Was compliance with GAGAS documented in the workpapers?   
   
4.  Did the AIC review workpapers at least bi-weekly and document these reviews?   
   
5.  Did the Team Leader (and Assistant Director if appropriate) review workpapers 
at least monthly and document these reviews? 

  

   
6.  Did the Team Leader approve the audit program prior to the start of the audit?   
   
7.  Did auditors sign-off on all audit steps to indicate completion of the step?   
   
8.  Were changes to the audit program documented and approved by the Team 
Leader (or Assistant Director if appropriate)? 

  

   
9.  Did the AIC complete the following checklists: 
        (1) Aids for Review of Information That May be Classified or Controlled. 
        (2) Potentially Sensitive Information.  

  

   
10.  Did you review a sufficient, judgmental sample of workpapers to ensure the 
elements of a workpaper include the appropriate information?  

  

   
11.  Did you review key workpapers which support the audit finding and evaluate 
the sufficiency, competency, and relevancy of supporting data? 

  

   
12.  Did you make comments, as needed, on timeliness of supervisory reviews via 
Coaching Notes? 

  

   
13.  Did you ensure that the draft and final reports included mandatory statements 
on GAGAS, GPRA, and reliability of computer processed data? 

  

   
Name: 
 
 

Date: 
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CHAPTER 10 
 

AUDIT RESOLUTION AND FOLLOW-UP 
 

A. SCOPE OF CHAPTER 
The resolution and follow-up of audit recommendations is an integral part of auditing and has a 
direct bearing on its effectiveness.  This chapter sets forth the policies and practices for audit 
resolution and follow-up with respect to implementation of Office of Inspector General (OIG) 
requirements that are the responsibility of the Deputy Inspector General for Audit Services 
(DIGAS).  Audit resolution encompasses those efforts taken by the Department of Energy 
(Department) and the Office of Audit Services (OAS) to address findings and reach agreement 
on the existence and causes of conditions and the actions needed to correct those conditions.  
Federal laws and regulations, Office of Management and Budget (OMB) Circulars, and 
Departmental Orders provide for Departmental officials to establish and maintain a system to 
follow up on the status of recommendations to ensure their implementation. 

B. RESPONSIBILITIES 

The OAS is responsible for issuing audit findings to Department management.  The 
Department's Chief Financial Officer (CFO) is primarily responsible, with other Departmental 
management, for resolving audit findings after the audit report is published.  Audit resolution 
occurs when the cognizant audit staff and responsible management officials agree on the 
condition and cause of a finding and management proposes an acceptable course of action to 
correct the situation, or when the Departmental Internal Control and Audit Resolution Council 
(DICARC) issues an executive level decision on unresolved issues.  The Team Leader, Audit 
Liaison Team, CF-1.2, maintains the Departmental Audit Report Tracking System (DARTS), the 
follow-up system for audit and inspection reports issued by the OIG.  OAS personnel review 
management's actions as reported quarterly and periodically perform follow-up audits. 

C. AUDIT RESOLUTION POLICY AND PROCEDURES 
Audit resolution is critical to the success of the audit process.  If the auditors and management do 
not have a clear agreement on the corrective actions to be taken, the negative conditions found 
by the audit may continue.  Audit resolution requires audit personnel to:  (1) staff audit results, 
findings, and recommendations throughout the audit field work and report processing; (2) solicit, 
consider and respond to management's concerns and comments as reflected in discussions, 
informal comments, and formal comments to audit reports and Management Decisions 
(Departmental positions on unresolved findings and recommendations) received after publication 
of final audit reports; (3) propose clear and complete recommendations that management accepts 
or accept management's proposed alternative actions; and, (4) present unresolved issues to the 
DICARC for executive level decisions. 

1. General Procedures.  Auditors should attempt to resolve all audit issues with 
management before the final report is issued.  If, however, audit issues are unresolved 
after issuance of the final report, the auditors will require a Management Decision on the 
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specific unresolved findings and recommendations as stated in DOE Order 221.3, 
"Establishment of Management Decisions on Office of Inspector General Reports." 

2. Request for Management Decisions.  The memorandum transmitting final audit reports to 
management will identify the unresolved recommendations and state that a Management 
Decision is required on those unresolved issues.  The Management Decision shall be 
forwarded to the OIG for review and comment.  

3. Review of Management Decisions.  The responsible OAS auditors should review each 
proposed Management Decision and provide written comments that contain the following 
elements:  (1) an indication whether the Management Decision is responsive and 
acceptable for each recommendation; (2) a complete and concise explanation of why the 
Management Decision is unresponsive or unacceptable; (3) actions that would be 
acceptable to the auditors; and, (4) actions the auditors propose to take to reach 
resolution, such as initiating further discussions with higher level management or raising 
the issues to the DICARC.  Examples of deficiencies in the Management Decision would 
be situations where management's response did not address the recommendation, did not 
propose to make appropriate corrective actions, or did not provide an expected 
completion date for proposed actions. 

4. Specific Procedures for Audit Reports.  OIG review of Management Decisions on audit 
reports will be handled by the Assistant Inspector General for Audit Planning and 
Administration (AIGAPA) in coordination with the Assistant Inspector General 
(AIG)/Division personnel.  Normal processing procedures follow: 

• The Team Leader, Audit Liaison Team, CF-1.2, will review proposed 
Management Decisions for audit reports and provide the Management Decision to 
the AIGAPA. 

• After coordination with the appropriate AIG/Division Director and receipt of 
written comments, the AIGAPA will provide the written comments to the Audit 
Liaison Team. 

• The proposed final Management Decision will be reviewed by the CFO and 
approved by the CFO or the Secretary of Energy. 

• The AIGAPA will prepare comments on final Management Decisions (after 
coordination with the appropriate AIG/Division Director) for the signature of the 
DIGAS.  As required by DOE Order 221.3, the OAS will inform the CFO of any 
significant disagreement after receipt of the approved Management Decision. 

5. Resolution at DICARC.  DOE Order 221.3A, "Establishment of Management Decisions 
on Office of Inspector General Reports", provides that any major unresolved 
disagreement between the OIG and Department management will be resolved by the 
DICARC. 

6. Identification of Follow-Up Actions Needed.  After the OAS and Department 
management have agreed upon the corrective actions to be taken, management's action 
plan documenting those actions will form the basis for tracking audit recommendations in 
DARTS and all follow-up reporting.  The OAS should require management and the Audit 
Liaison Team to track all recommendations with uncompleted corrective actions.  
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DARTS is not, however, part of the resolution process and the Audit Liaison Team will 
not track unresolved issues in DARTS.  Therefore, comments on management decisions 
should not state that unresolved recommendations are to be kept open in DARTS. 

D. REVIEW OF CORRECTIVE ACTION REPORTED IN DARTS 

DOE Order 221.3 authorized a formal review system for audit follow-up by establishing 
DARTS.  The Order requires the OIG to review the quarterly DARTS status reports on IG audit 
recommendations and to notify the CFO of concerns or disagreements with the status of 
corrective actions taken or planned.  The AIGAPA coordinates the process for the OAS. 

The cognizant management office prepares quarterly reports, comparing the status of actions on 
audit recommendations against the agreed upon action plan.  The Team Leader, Audit Liaison 
Team, CF-1.2, provides copies of the quarterly reports prepared by management officials to the 
AIGAPA who, in turn, provides copies of the appropriate reports to each AIG/Division.  The 
cognizant and responsible persons in each AIG/Division review the status of all 
recommendations, including the completed or proposed action, and provide comments to the 
AIGAPA.  The comments should indicate whether (1) the actions, as presented by management, 
are in conformance with the agreed upon action plan and acceptable, and (2) the 
recommendation can be closed in DARTS when management asserts that actions are complete.  
The AIG/Division is not required to ascertain that management has actually performed the 
completed action or that the completed action corrected the reported deficiency.  Those 
determinations will be made during follow-up reviews at a later time. 

The AIGAPA reviews and discusses the proposed comments with the responsible AIG/Division 
to resolve any differences of opinion as required.  When the AIGAPA and the AIG/Division 
office cannot agree on an issue, the matter will be referred to the DIGAS for resolution.  The 
AIGAPA prepares a consolidated response on the DARTS reports for signature by the DIGAS 
and transmittal to the Audit Liaison Team. 

  E. FOLLOW-UP AUDITS 
Generally accepted government auditing standards, promulgated by the Government 
Accountability Office, state that management is primarily responsible for directing action and 
following-up on audit recommendations.  However, the standards require auditors to follow up 
on findings and recommendations from previous audits having an effect on the audit objective to 
determine whether responsible officials took prompt and appropriate corrective actions.  It is 
OAS policy that recommendations contained in prior reports (IG or other) shall be followed up 
on when subsequent audits are performed.  In those matters of a critical or sensitive nature, a 
separate follow-up audit may be performed.  If a follow-up audit of more than 10 days duration 
is required, a Planned Audit Profile shall be properly prepared and approved.   

Departmental Orders and OMB Circulars also require that the IG perform periodic reviews of the 
Department's follow-up system to evaluate whether it is adequate and results in timely and 
proper resolution of findings and recommendations.  The Assistant Inspector General for 
Financial, Technology and Corporate Audits is responsible for periodically performing this 
review. 
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CHAPTER 11 
 

CONDUCTING THE PERFORMANCE AUDIT 
 

A. SCOPE OF CHAPTER 
This chapter sets forth policies and procedures to be followed in conducting and supervising 
performance audits.  Although the guidance is geared specifically to performance audits, it has 
general applicability to all types of audits. 

B. INITIATING AN AUDIT 
Specific steps required to start an audit include (1) ensuring that a Planned Audit Profile has 
been submitted and approved, (2) inputting the necessary job-related information to the Energy 
Inspector General Project Tracking System (EIGPTS), (3) assigning audit staff, (4) sending a 
"Letter of Notification" to the auditee, (5) ensuring that an audit program has been developed 
and approved for the assignment, and (6) holding a formal entrance conference. 

 1. Submitting Planned Audit Profiles.  With the exception of certain recurring audits 
(see Section D.6.c. of this chapter), assignments should not begin until a Planned Audit Profile 
has been submitted to and approved by Headquarters.  The format for preparing Planned Audit 
Profiles is illustrated in Chapter 5 of this Manual.  Profiles are submitted to Headquarters as part 
of the annual planning process.  Profiles approved at the annual Executives Planning meeting are 
assigned a project number by the Assistant Inspector General for Audit Planning and 
Administration (AIGAPA) and division offices are notified of the numbers assigned.  When an 
audit is ready to start, the profile should be reviewed by the responsible division to determine if 
updating is required. 

Because the planning process is dynamic, additional audit areas may be identified during the 
course of the year.  When a new potential audit is identified that was not included in the annual 
work plan, the division offices should submit a profile through their AIG to the AIGAPA with 
written justification that ties into the annual risk assessments, for performing the audit.  In 
addition, if the new proposed audit will be replacing an audit currently in the annual work plan, 
the audit to be cancelled should be identified.  Each profile will be reviewed and approved by the 
AIGAPA.  A copy of the approved profiles will be returned to the responsible office.  The 
AIGAPA will retain the original signed profiles for all approved jobs for the current fiscal year 
and the 2 preceding fiscal years. 

 2. Energy Inspector General Project Tracking System (EIGPTS) Responsibilities.  
EIGPTS is the primary management tool for tracking the progress of audits.  Therefore, it is 
essential that information entered into EIGPTS is accurate and up-to-date.  When profiles are 
approved, the AIGAPA is responsible for (1) adding the audit to EIGPTS, (2) notifying the 
division office and appropriate field office by e-mail that an audit has been approved, and the 
project number that was assigned to the audit, and (3) adding task-related information to 
EIGPTS where contractor support is being utilized.  At that point, staff can begin charging time 
to the job code.  Each Auditor-in-Charge (AIC) or the Technical Director (TD) for contractor-
performed audits is responsible for entering all additional information into EIGPTS.  For 
example, when notice is received that an audit has been approved, the AIC should enter 
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additional information required on the "Start" (ISD) screen, the "Audit Objective" (IOB) screen, 
and the “Functions and Objectives” (IAT) screen.  Exhibit A of this chapter describes 
responsibilities for maintaining EIGPTS throughout an audit, and provides instructions for 
accessing the audit tracking reports available through the system. 

 3. Assigning Staff.  AIG/Division Directors are responsible for ensuring that an 
adequate number of staff with appropriate experience, skills, and knowledge for the job is 
assigned to each audit.  When appropriate, because of geographical location or functional job 
duties, this responsibility can be delegated to an Assistant Division Director (AD) or Team 
Leader (TL). 

Audits involving the review of general and application controls in computer-based systems, 
obtaining access to information already on a computer, standardized data collection techniques, 
or statistical sampling should be coordinated in advance with the Technology Audits Group to 
ensure that the audit team has adequate knowledge, skills or abilities to utilize such techniques 
and is following approved practices.  If staff with the necessary experience or skills is not 
available, consideration should be given to obtaining assistance from audit services contractors 
or consultants.  See Chapter 7 of this Manual for more detailed guidelines on computer-related 
audits and use of quantitative techniques. 

 4. Notification Letter.  AIG/Division Directors are responsible for sending a "Letter 
of Notification" to an auditee (this responsibility may be delegated to an AD or TL).  Normally, 
the notification letter should be sent no later than 10 days before the entrance conference and the 
initiation of audit work.  The letter should state the general purpose of the audit and the scope of 
planned work.  Also, a copy of the letter will be provided to the appropriate Technical Advisor. 
See Exhibit B of this chapter for a sample notification letter. 

 5. Audit Program.  As one of their first tasks on an assignment, AICs are responsible 
for ensuring that an audit program has been developed and approved to address the specific audit 
objective.  Before auditors start actual fieldwork at an audit site, the audit program for survey or 
audit verification work is to be reviewed and approved by a TL or AD and placed in TeamMate 
using appropriate procedures found in the TeamMate Protocol. 

  a. Type of Audit Work Needed.  In most cases, a survey is needed to 
determine the existence of potential findings, which require detailed audit verification.  In other 
cases, however, potential findings may have already been identified and sufficient information 
exists for auditors to proceed directly into audit verification.  For audits that involve unusual 
circumstances, AIGs will be permitted to waive certain policy and procedural requirements in 
developing and processing audit reports.  These unusual circumstances will not circumvent any 
audit standards.  The written waiver request will fully support reasons for significant deviations 
and become part of the workpaper files.  An informational copy of the request will be provided 
to the DIGAS.  

   (1) Survey Work.  A survey is intended to be a process for quickly 
gathering information, without detailed verification, on an auditee's programs, activities, and 
functions.  This information is assembled and analyzed to determine if potential findings exist 
and to write detailed audit steps if necessary.  Section D of this chapter provides detailed 
procedures for performing survey work. 
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   (2) Audit Verification.  For some audits, auditors may be able to 
proceed directly to detailed verification steps where potential findings have already been 
identified and sufficient information exists for the auditors to determine the nature and extent of 
additional audit work needed to fully develop findings.  Section E of this chapter provides 
detailed procedures for performing audit verification work. 

  b. Audit Program Content.  Audit programs will differ depending on the 
audit objective, the type of audit being conducted, and the materiality or significance of expected 
findings.  However, audit programs for both survey and verification work should include the 
following information: 

   (1) Background.  Information should be provided about the 
organization, program, activity, or function to be audited.  This information should include a 
statement of program purposes and goals, and standards or plans for the area or issue to be 
studied. 

   (2) Objective and Scope of Audit.  The objective and scope of the 
audit should be clearly stated or described.  The general objective or overall purpose of an audit 
usually relates to an activity's primary function or mission.  More detailed sub-objectives are 
usually needed to describe specific areas that will be emphasized during the audit.  The nature 
and scope of work planned in order to reach conclusions on the stated objectives should also be 
described. 

   (3) Audits Steps/Methodology.  The audit program should lay out 
suggested steps and procedures for developing and supporting all elements of a finding--i.e. 
condition, criteria, cause, and effect.  Audit steps should be focused and require the auditor to 
determine the answer to a specific audit question. 

   (4) Definition of Terms.  The audit program should define or explain 
any known unique terms used by the audited entity. 

   (5) Special Instructions or Responsibilities.  The audit program should 
identify specific staff responsibilities for the audit, particularly if it involves work at multiple 
locations. 

   (6) Evidence of Review and Approval.  Evidence of supervisory 
review and approval of a survey program, audit program, or contractor workplan should be 
documented and retained.  This may be accomplished either by using (1) electronic signoffs 
within the TeamMate environment or (2) a separate document, reflecting review and approval. 

  c. Approval of Audit Programs.  TLs are responsible for reviewing and 
approving audit programs, and any changes prior to starting work, for both survey and 
verification work to ensure that the planned scope and methodology of work will satisfy the 
stated audit objective and will be performed in accordance with the policies and procedures set 
forth in this manual.  A sample or proforma survey program is shown in Exhibit C of this 
chapter.  Exhibit C is meant to only demonstrate the items that should be considered and 
included when the audit is structured in TeamMate.  Actual programs generated by the 
TeamMate reports function will differ in appearance from the Exhibit.  ADs will review and 
approve survey or verification programs for more complex audits, major multi-location audits, 
and all multi-regional audits.  Evidence of this supervisory review and approval will be 
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documented and retained with the audit workpapers.  See the TeamMate Protocol for further 
guidance on developing an audit program (Chapter 6, Appendix B).   

 6. Entrance Conference.  A formal entrance conference should be held for all audits.  
An entrance conference is the initial conference held at or near the beginning of the audit with 
the highest management level of the entity audited.  The primary purposes of an entrance 
conference are to acquaint the auditee with audit objective and approach, obtain the managers' 
suggestions for areas needing audit coverage or emphasis, and make administrative arrangements 
(space, equipment, working hours, etc.). 

  a. Planning for Conferences.  The manner in which a conference is 
conducted and the scope of the subject matter to be discussed will be determined by the 
AIG/Division Director or his/her designee.  Arrangements for an entrance conference should be 
made soon after an audit is scheduled.  Normally, the "Letter of Notification" should refer to the 
need to schedule an entrance conference, recommend a date and time for the conference, or refer 
to an entrance conference already scheduled.  Detailed planning for the entrance conference shall 
be based on such variables as the objectives of the audit, familiarity of the auditee 
representatives with the mission and operations of the Office of Audit Services (OAS), position 
or level of representatives attending, significance of the audit, and the known desires of the 
Department officials. 

  b. DIGAS Representation.  DIGAS representation or a Division Director, as 
appropriate, is responsible for decisions on the number and level of audit staff that will attend an 
entrance conference.  The knowledge and roles of OAS staff, level of representation by the 
organization being audited, relative significance of the organization, and other similar factors 
must be considered.  The AIC and TL should normally attend the entrance conference.  
Representation by senior OAS officials may be desirable at some entrance conferences, such as 
conferences involving Departmental Headquarters personnel, depending on the relative 
importance and scope of the audit, as well as relationships with and level of Departmental 
officials attending the conference. 

  c. Conducting the Entrance Conference.  The agenda for an entrance 
conference should be carefully tailored to the requirements of the specific audit, and should 
consider the following: 

• Opening remarks, including introduction of OAS audit staff present; 

• A brief overview of OAS's mission and organization, and types of audits 
performed; 

• A description of the specific audit objective, scope, and methodology; 

• Solicitation of management comments regarding significant aspects of the 
organization, operations, and procedures, with particular emphasis on 
management initiatives underway (e.g., major reorganization or significant 
changes in mission) or problems affecting the auditee's operations (e.g., 
funding shortfalls or personnel shortages) that could affect the audit; 

• Explanation of the reporting procedures to be used; 
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• Designation by management of primary points of contact or liaison 
personnel during the audit; and, 

• Availability of the AIC as often as necessary to apprise management of 
the progress of the audit and of the tentative audit conclusions being 
developed. 

  d. Record of Entrance Conference.  The AIC or other designated person will 
prepare a memorandum summarizing the highlights of the entrance conference.  This 
memorandum will be made part of the workpapers and will include the names and organizations 
of all persons attending the conference, disclose any commitments or decisions made, and 
otherwise summarize the conference results. 

C. AUDIT TIMELINESS
To ensure that audit reports are as timely and as useful to management as possible, all audits 
should be completed within specified time frames.  In planning and conducting audits, the 
number of elapsed days should generally not exceed 365.  The following is a list of significant 
milestones: 

 1. Entrance Conference.  Although audit planning may begin well in advance of an 
entrance conference, this date should be used to mark the official beginning of an audit.  Not 
more than 10 percent of total planned staff days should be expended before the entrance 
conference. 

 2. Survey Completion.  At the end of the survey, usually 75-90 days from the 
entrance conference, the audit team will brief the Assistant Director (AD).  If the meeting results 
in a “No-Go” decision, the team will either prepare a letter report or a termination letter.  For all 
“Go” decisions, the team will prepare an End of Survey Outline which will be sent to the 
headquarters Technical Advisor review and comment.  The End of Survey Outline will include 
sufficient information to show that, at a minimum, the criteria has been fully developed with 
concrete examples to show an adverse condition exists.  All other elements of a finding will 
either by actual or hypothetical (when not fully developed) and discuss the steps that the team 
plans on taking during the verification phase of the audit.  The outline should be presented in the 
format shown in this Chapter, Appendix E and should include the timeframes for completing the 
audit.  The End of Survey Outline will be approved by Division management and the responsible 
AIG.   

3. Issue Draft.  A referenced draft report will be issued upon completion of fieldwork to the 
action official.  See Chapter 12 for more on draft reports and Exhibit L of that chapter for a 
sample draft report. 

 4. Exit Conference.  Departmental management will be contacted to schedule an exit 
conference.  The exit conference should generally occur within 5 working days of providing 
management with a working copy final report, including management comments, approved by 
the responsible AIG.  If management is unwilling to cooperate in scheduling an exit, inform the 
action official that we will issue the report, noting in it that management declined the opportunity 
to meet with us.  There may be situations where management reviews the working copy final 
report and offers additional significant information.  If this occurs, the responsible AIG or the 
DIGAS may decide to reissue the draft report and hold another exit conference. 
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 5. Issue Final Report.  Any additional comments received at the exit conference 
should be analyzed and incorporated into the final report, if needed.  The final report package 
should be prepared and the report distributed to the appropriate recipients. 

D. PERFORMING SURVEY WORK      

In most cases, the audit team will need to perform an audit survey in order to identify potential 
findings and to prepare detailed audit verification steps.  Surveys are intended to be a process for 
gathering information, on an auditee's programs, activities, and functions, with the purpose of 
identifying findings within the overall objective of the audit.  Survey work should normally be 
completed within 75 to 90 days.  A survey may not be needed on audits where a "GO" decision 
has already been made, such as for a financial statement audit.  In such cases, the audit program 
should be designed to enable the auditors to proceed directly to detailed audit verification steps.  
Detailed procedures for performing survey work are provided below. 

 1. Initiating Work at Subordinate Activities.  The AIC should arrange for a "kick-
off" meeting at each subordinate activity level of the organization prior to commencing audit 
work in the area.  The principal purposes of such a meeting are to: 

• Introduce OAS audit staff to responsible activity personnel; 

• Explain the planned scope of work to be performed; 

• Initiate discussions on significant aspects of the activity's operations; 

• Explain how the results of audit work will be reported to the activity; and, 

• If appropriate, request a briefing on activity operations and/or a tour of the 
activity. 

 2. Obtaining Survey Evidence.  A survey is intended to enable auditors to obtain 
information about the key systems and procedures used by an organization for managing 
finances and operations, and for evaluating and reporting performance.  Auditors should also 
obtain information about the size and scope of the auditee's activities as well as areas in which 
there may be internal control weaknesses, non-existent or poorly defined performance measures 
or objectives, uneconomical or inefficient operations, lack of effective goal achievement, or lack 
of compliance with laws and regulations.  It is OAS policy to include in the survey sufficient 
steps to evaluate the presence and quality of performance measures and reported 
accomplishments.  The trend in recent years has been for the Department and its integrated 
contractors to incorporate more objective performance measures into the new operating contracts 
that comprise the bulk of the Department’s work.  Because virtually all-new contracts will 
include such changes, all audit personnel must acquaint themselves with these measures.  Most 
areas of audit coverage will be subject to such performance measures.  Other performance 
measures are being developed at Departmental Headquarters to measure mission 
accomplishment and passed down to field activities that are then required to report on their 
individual progress in meeting the goals established.  In an era in which the Department is 
abolishing or restricting other existing criteria such as Department Orders, they will become an 
important source of audit criteria.  In addition, the lack of such measures, poorly drafted 
measures, or inadequate data accumulation systems may represent the cause(s) of adverse 
conditions. 
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  a. Survey Objective.  The survey objective will normally be to gather and 
analyze data to determine if potential findings exist and to decide whether a detailed review of a 
specific area is warranted or possible.  To make this type of decision, the survey should be based 
on an orderly approach to planning and carrying out audit work and for applying scarce auditing 
resources where they will do the most good.  Although a survey program may not contain 
detailed audit steps, it should contain the same basic structure as the audit program.  As an audit 
progresses, the audit program should be reviewed and refined, as appropriate, in order to update 
the objectives and to develop detailed verification steps. 

  b. Survey Methodologies.  Common methods of obtaining evidence during a 
survey include the following: 

   (1) Physical Inspections.  In most cases, on-site observations are 
indispensable in helping the auditor to gain a quick working knowledge of an organization's 
operations and environment. 

   (2) Discussions with Officials and Employees.  Various levels of 
officials and employees within an organization should be contacted to obtain an understanding of 
their responsibilities and methods of operations.  They should be specifically asked about areas 
that are troublesome or that concern them, but on which they lack reliable information. 

   (3) Interviews With Others.  Auditors may find it useful to interview 
concerned or knowledgeable persons outside the organization to obtain indications of program 
weaknesses. 

   (4) Use of Questionnaires.  Because numerous interviews could be 
costly and time consuming, auditors may want to consider the use of questionnaires in selected 
instances. 

   (5) Reviews of Documentation.  Auditors should obtain and review 
the same information that is available to management for its use.  If expected information is not 
available, the auditor should ask how operations are controlled in the absence of that 
information.  Areas normally worth pursuing include the following: 

• Legislation, regulations, executive orders, court decisions, 
industry standards, and other criteria affecting the auditee's 
operations; 

• Contracts and related contractual documents, including 
performance measures, objectives, and expectations; 

• Standard operating procedures, mission or function statements, 
and other written material that documents the auditee's normal 
operating procedures and critical internal controls; 

• Reading or "Chron" files that document management's current 
activities and concerns; 

• Management reports (e.g., budgets, operating statements, cost 
reports, exception reports, etc.) for making comparisons, 
highlighting variances, and otherwise understanding how the 
organization is managed; 
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• Prior studies and audit reports that may provide ideas on problem 
areas within the organization; and, 

• Legislative histories, hearings, and proposed legislation that may 
identify potential problem areas. 

   (6) Transaction Testing.  Tracing or "walking-through" a few specific 
work activities from beginning to end may provide useful insights into the organization's 
operations.  However, such testing may be time consuming.  Once a weakness is identified, tests 
to determine the significance or extent of a problem would normally be conducted as part of the 
detailed work steps in the verification phase. 

   (7) Flow Charts.  Auditors may find it useful to obtain or prepare flow 
charts that graphically portray the flow of work and related management control structures. 

  c. Documenting Work Performed.  Auditors are to ensure that their 
workpapers contain sufficient data to support any judgments or conclusions to be made based on 
survey results.  However, auditors are also expected to use their judgment in terminating work in 
areas where there appear to be strong internal controls, little risk of noncompliance, or limited 
opportunity to identify improved economies or efficiencies.  More detailed requirements for 
planning considerations and workpaper preparation are provided in Chapters 5 and 6, 
respectively, of this Manual. 

 3. Identifying Potential Findings.  During a survey, auditors must continually 
evaluate information obtained to ensure that they are accomplishing survey objectives, 
identifying potential findings, or determining the nature and extent of additional audit work 
needed.  In general, this can be accomplished by identifying and/or developing as many 
attributes of a finding as possible, comparing the condition with the criteria, looking for reasons 
for the deviation between the condition and criteria, and assessing the potential significance of a 
finding. 

 4. Attributes of a Finding.  It is important for auditors and supervisors to be 
consistent in how they evaluate survey information.  Therefore, the support for potential findings 
should be developed in terms of the finding attributes.  An analysis of the findings according to 
the following attributes will usually bring to light any basic problems in developing and 
organizing audit findings.  It will also assist in determining whether all pertinent information was 
obtained.  Auditors may either use the TeamMate exception feature or consult of the format 
provided in Exhibit D of this chapter for developing a finding. 

  a. Condition.  By definition, a condition ("what is") differs from the criteria 
("what should be").  It tells the reader what was found through factual statements.  Specific 
examples and concrete details concerning a reported condition are needed in order to convince a 
skeptical manager.  Emphasis should be placed on discussing accepted management practices 
and procedures that were either not employed or were not operating properly. 

  b. Criteria.  The Criteria tells the reader what the standard is for measuring 
performance or the goals to be achieved.  Examples are laws, regulations, orders, directives, 
performance measures or objectives, policies, procedures, and management principles or good 
business practices. 
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  c. Cause.  Cause describes how or why the condition came about and is the 
reason for the difference between what is and what should be (why the condition happened).  
Each finding must include the underlying root causes of the conditions reported.  The auditor 
should determine if the cause relates to (1) a lack of procedures/controls or performance 
objectives, (2) a failure to follow established procedures/controls or performance objectives, (3) 
a misinterpretation of procedures/controls or performance objectives, or (4) other reasons such as 
organizational conflicts or resource availability.  Possible causes that have not been collaborated 
should not be included. 

  d. Effect.  Effect tells what resulted from the condition, or "so what," and its 
significance.  Where possible, it should be expressed in quantitative terms (dollars, units of 
production, etc.)  Examples include unnecessary expenditures and duplication of effort.  
However, if the actual effect cannot be determined, comments should be made on the potential 
effect. 

 5. Coordinating With Investigations and Inspections.  Auditors are required to 
coordinate with the Office of Investigations and Inspections during the survey (see Chapter 4 of 
this Manual for coordinating procedures). 

 6. Reporting Survey Results.  At the completion of a survey, the auditor should have 
gained enough knowledge to clearly identify important issues and problem areas and to decide if 
and where further audit work is needed.  When in-depth work still remains to be done, the 
auditor should have an idea of what he or she expects to report.  Enough information should also 
have been gathered to allow a detailed audit program to be prepared for conducting audit 
verification work. 

  a. Survey Summaries.  Generally, formal survey reports will not be required 
on each survey.  However, the AIC is responsible for ensuring that survey work has been 
appropriately documented, summarized, and cross indexed to the survey program in accordance 
with the procedures provided in Chapter 6 of this Manual on workpaper support. 

  b. End of Survey Outline.  At the end of most audit surveys, the audit team 
must have sufficient information to support a decision to either (1) terminate fieldwork and 
report on information already obtained, or (2) justify the investment of additional resources in 
order to develop potential findings.  The results of this decision will be reflected in an End of 
Survey Outline.  If a condition has been developed and the audit is to continue, the outline 
should describe the audit objective (revised if necessary), describe the adverse condition, 
including concrete examples, and the other elements of the finding (either known or a 
hypothesis).  The outline should also indicate a current planned completion date and the total 
number of staff days that will be required for the audit.  When the EOS outline has been 
approved by the AIG, an “Actual Survey Completion” date should be entered in EIGPTS to 
show that the audit has progressed to the verification phase. 

   (1) Audit Program.  Since all audits will normally result in some type 
of report, a detailed audit program should be prepared that provides the detailed steps for 
additional audit work that needs to be done to develop and verify a finding or otherwise finalize 
an audit.  The audit program should be reviewed and approved by the TL or AD. 

   (2) Refining the Audit Objective.  The objective in the End of Survey 
Outline need not be precisely the same as the one identified in the Planned Audit Profile.  Work 
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performed during the survey may have resulted in a refinement of the objective.  Differences, 
however, must be clearly identified and justified in the memorandum and conveyed to the 
auditee.  Refinement of the objective at this point is permitted, but not required.  Any change in 
objective should be entered at the "Objectives" screen in EIGPTS.  

   (3) Go/No-Go Decisions.  The End of Survey Outline is initially 
approved by the Assistant Division Director.  The outline is forwarded to the Division Director 
and the AIG for concurrent review and approval.   

   (4) Responsibilities.  As noted above, the responsible AIG/Division 
Director will determine if an audit is to continue.  The audit team will enter the “Actual Survey 
Completion Date” and other planned or revised milestone dates into EIGPTS as well as updating 
the “Objectives” and “History” screens as appropriate.  The Division will send a copy of the 
approved End of Survey Outline to the OAS, which is responsible for ensuring that the planning 
screen in EIGPTS is updated. 

  c. Audits Not Requiring a Planned Audit Profile/End of Survey Outline.  
Certain types of audits, such as cost audits and audits required by statute, regulation, or that are 
administratively imposed; do not require a Planned Audit Profile or an End of Survey Outline.   

  d. Audits Not Continuing to the Verification Stage.  If a condition has not 
been developed during the survey and a No Go decision is made, a letter report may be issued or 
the audit may be terminated.  If the TL and Assistant Director, in conjunction with the 
AIG/Division Director determine that it is appropriate, a letter report summarizing the results of 
work conducted and conclusions made should be prepared.  See Chapter 12 of this Manual for 
more detailed guidance on preparing a letter report.  If sufficient audit work has not been 
performed to support a letter report, the audit should be terminated.  Written notice of this 
decision shall be provided to the auditee and other appropriate officials, to include the Office of 
Management and Administration, and shall be signed by at least the same level of DIGAS 
official as signed the Letter of Notification.  In addition, the AIC (with the concurrence of the TL 
and the AD) is to prepare a memorandum for the record that summarizes the results of work 
conducted and explain why the audit was terminated.  The AIC is responsible for updating 
EIGPTS.  If a letter report is issued, the report date and required report information should be 
entered on the milestone screen.  If the audit has been terminated, the termination date should be 
entered in the “Actual Completed” field, and the “R” that appears in the “How Closed” field 
should be overwritten with a “T”.  In both cases, “History” remarks should be added as 
appropriate. 

 
E. PERFORMING VERIFICATION WORK

During the audit verification phase, the audit team is responsible for collecting, analyzing, 
interpreting, and documenting such information as necessary to accomplish the audit objective 
and to support the audit results.  During this phase, the audit team ensures that (1) the attributes 
of a finding are fully developed, (2) all audit assumptions have been tested and proved or 
discarded, (3) the workpapers contain sufficient evidence to support findings and conclusions, 
(4) the workpapers are reviewed by the AIC and other supervisors in a timely manner, (5) 
supervisory review notes are cleared, and (6) initial management comments are obtained.  In 
general, audits involving detailed verification steps will result in a written audit report. 
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 1. Audit Timeframes.  In planning and performing audit verification work, auditors 
and supervisors need to keep in mind that audits should generally not exceed 365 elapsed days. 

 2. Meet With Auditee.  If survey work was conducted, the audit team should meet 
with the auditee to discuss survey results and the scope of additional planned audit work before 
proceeding with further fieldwork.  If no survey work was conducted, then the formal entrance 
conference will satisfy this requirement.  If the audit objective was refined, refocused, or restated 
in the End of Survey Decision Outline, and therefore different from the initial survey objective, 
the audit team should inform management of the new objective at this time. 

 3. Conduct Detailed Verification Steps.  Planned audit steps need to be translated 
into tasks or work segments that can be assigned to and carried out by individual staff members.  
As test and verification procedures are conducted, the audit team must ensure that the evidence 
obtained meets the basic tests of sufficiency, competence, and relevance; that findings and 
conclusions are based on an objective evaluation of all pertinent facts; and that the audit has 
been conducted in accordance with prescribed OAS standards and procedures. 

  a. Execute Audit Program.  Each audit is to be conducted in accordance with 
an approved audit program. (See Section B of this chapter.  Also, see the TeamMate Protocol for 
further guidance on creating audit programs.)  This audit program should serve as a guide for 
ensuring that the audit is performed in an efficient and effective manner.  Audit programs are to 
be followed, unless significant deviations are justified by the AIC and authorized by the same 
supervisory levels that approved the original audit program.  This requirement also applies to 
work planned, but not completed.  However, auditors should not blindly follow an audit program 
if the prescribed objective and audit steps are not resulting in reportable findings or do not 
otherwise seem to be compatible with actual audit findings.  Instead, they are responsible for 
using their own initiative in determining the appropriateness of steps in the audit program and in 
assessing the results of the work. 

   (1) Using Data from Computer-based Systems.  Auditors are 
responsible for following the guidance in Chapter 7 of this Manual to ensure the reliability of 
data obtained from computer-based systems. 

   (2) Using Advanced Audit Techniques.  If computer-assisted, 
statistical sampling, or other advanced audit techniques are used, auditors are responsible for 
following the guidance in Chapter 7 of this Manual. 

   (3) Internal Controls.  As discussed in Chapter 5 of this Manual, the 
need to assess internal controls and the focus of that assessment vary with audit objectives and 
the type of audit--i.e., financial or performance.  However, the basic purpose for evaluating 
internal controls--i.e. to determine the extent to which existing controls can be relied on in 
planning and conducting audit verification steps--generally remain the same. 

   (4) Fraud, Abuse, and Illegal Acts.  Auditors are generally not 
responsible for investigating fraud or other illegal acts.  They are, however, responsible for 
developing procedures to assess compliance with laws and regulations.  If indications of possible 
illegal acts do come to their attention, the procedures established in Chapter 4 of this Manual 
will be followed. 
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  b. Document Work Performed.  The AIC is responsible for ensuring that 
audit work is performed in accordance with the audit program and that workpaper support is 
obtained and prepared in accordance with the policies and procedures established in Chapter 6 of 
this Manual and the current TeamMate protocol.  The audit team should ensure that it has 
documented all major decisions and milestones on the audit. 

  c. Analyze and Summarize Audit Evidence.  As test and verification 
procedures are carried out, the audit team must ensure that the evidence obtained meets the basic 
tests of sufficiency, competence, and relevance.  The findings and conclusions must be based on 
an objective evaluation of all pertinent facts, and the results of this evaluation or analysis must 
be documented in the workpapers.  Auditors must also document how generally accepted 
government auditing standards were met and which standards may not have been applied.  In 
addition to the specific audit objective, particular attention should be paid to analyzing and 
summarizing the data needed to address other audit requirements.  Specifically, each audit team 
should prepare workpaper summaries showing their analysis and evaluation of (1) the adequacy 
of internal controls, (2) compliance with laws and regulations, including indications or instances 
of illegal acts, and (3) issues needing further study and consideration. 

  d. Coordinate With Investigations.  Auditors are required to coordinate with 
the Office of Investigations and the Office of Inspections and Special Inquiries during the audit 
survey.  Where no survey is required, this coordination should be accomplished during detailed 
verification (see Chapter 4 of this Manual for coordinating procedures). 

  e. Audit Suspension.  AIGs, Division Directors, or Assistant Directors may 
suspend an audit during the verification phase if audit work is going to be stopped for at least 2 
weeks.  Examples of appropriate justification for suspending audit work include: 

• Higher priority audit work; 

• Unavailability of auditor personnel; 

• Unavailability of records; or, 

• Unavailability of auditee personnel. 

The AIGAPA should be notified when an audits needs to be suspended EIGPTS shall be used to 
record a suspension and restart of an audit, along with the justification for the suspension.  An 
appropriate justification for suspension must be maintained in the workpapers. 

 4. Develop Findings, Conclusions and Recommendations.  It is OAS policy to 
develop and staff findings, and obtain management comments as early as possible during an 
audit.  Potential findings, conclusions and recommendations should be discussed with the auditee 
as the attributes of a finding are being developed and before fieldwork is completed.  (TeamMate 
includes a function that assists in the development of findings.  Although not specifically 
required, auditors may use the "exceptions" function in TeamMate to document audit findings.)  
All attributes of each finding should be fully developed. 

  a. Comparing the Condition with the Criteria.  Most audit findings originate 
with comparisons of "what is" (condition) with "what should be" (criteria).  When a difference is 
identified between the two, auditors have taken the first step in identifying an adverse condition.  
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On the other hand, the fact that there is no difference between the condition and the criteria is 
also significant in terms of satisfying the audit objective. 

  b. Assessing the Significance of Findings.  Auditors must demonstrate 
whether an adverse condition found is an isolated example or widespread and the rate or 
frequency of occurrence.  The attention that a finding gets depends largely on its significance, as 
judged by effect.  If possible, this should be stated in quantitative terms, such as dollars, time, or 
number of transactions.  However, intangible effects, such as lowered morale, may also be 
significant. 

  c. Explaining Why the Deviation Occurred.  The reasons for a deviation 
between the criteria and condition must be identified and explained.  Establishing cause and 
effect relationships is often the most difficult part of an audit, but is essential in order to identify 
the basic weakness that allowed a deviation to occur and to design a constructive 
recommendation. 

  d. Recommendations.  Recommendations describe the actions that should be 
taken to resolve an adverse condition, when, and who should take it.  Recommendations in all 
audit reports should address the underlying root causes of the adverse condition.  Also, 
recommendations should logically flow from the causes identified in the finding.  Each cause 
should be addressed in one or more recommendations.  Recommendations may occasionally also 
address the condition or effect (e.g., recoup monies stolen). 

 5. Discuss Findings with Auditee.  It is OAS policy to fully discuss an audit's 
findings, conclusions, and recommendations with officials of the organizations or activities 
being audited and to provide them with ample opportunity to comment on their planned 
corrective actions.  This should be done through periodic meetings with management, at activity 
exit conferences, and at formal exit conferences. 

  a. Periodic Meetings with Management.  Auditors are encouraged to have 
frequent communication with management during the audit.  Informal meetings should be held 
with key personnel at the operating level to discuss audit conclusions, proposed findings, and 
recommendations.  The AIC should provide the participants an opportunity to read a copy of the 
audit conclusions and any draft findings in order to identify and correct any misstatements of 
fact.  The AIC must make every effort to resolve any questions that arise about the accuracy of 
facts used to support conclusions drawn and/or potential findings.  Potential recommendations, if 
determined at this time, should also be discussed. 

  b. Activity Exit Conferences.  At the conclusion of audit fieldwork at each 
site or activity, the audit staff shall generally hold a conference with key personnel in the activity 
to discuss the audit results.  At these discussions, the auditors should obtain management views 
on the audit conclusions, findings, any potential monetary impact of the findings, and proposed 
recommendations, if recommendations are addressed to the activity. 

  c. Formal Exit Conference.  An exit conference should be held at the 
completion of the audit to discuss the audit results and give management an opportunity to 
provide any additional comments on the audit report and any additional facts that could influence 
the manner in which the final audit report is presented. 
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   (1) Timing of Conference.  A formal exit conference normally should 
be held after the draft report has been issued and management comments have been incorporated 
into the final report.  

   (2) Auditee Representation.  The conference should be held with the 
highest management level of the entity audited.  Normally, this will include the highest-level 
official to whom recommendations are directed or his or her designees. 

   (3) OAS Attendees.  OAS representation will normally include the TL 
and the AIC, and may include the Division Director or an AD.  Other audit staff should attend if 
needed to address specific segments of the audit.  Headquarters representation is required or 
desirable for some audits, e.g., at conferences involving high-level Departmental officials, major 
multi-location audits, or particularly complex, technical, or controversial audits. 

   (4) Record of Exit Conference.  The AIC, TL, or other designated 
person will document the results of the exit conference by summarizing the highlights.  This 
summary will be recorded in TeamMate and will include the names and organizations of all 
persons attending the conference, disclose any commitments or decisions made, and otherwise 
summarize the conference results. 

F. MANAGEMENT ALERTS
Management Alerts are internal documents that may be used to inform Department managers 
and officials of matters requiring urgent attention.  Normally, Management Alerts are not to be 
distributed outside the Department.  They should be limited to exceptional cases of immediate 
urgency so as not to diminish the impact of this reporting mechanism.  Management Alerts will 
only be issued by the responsible AIG. 

Because a Management Alert is an interim Department communication, subsequent reporting 
will be governed by the response to the original recommendations, how the urgent matter was 
found, and the circumstances under which the Management Alert was issued.  Management 
Alerts must be finalized in a subsequent report or dropped if the facts or conclusions are 
incorrect. 

The usual method for subsequent reporting of a problem included in a Management Alert should 
be a Blue or Management Control report.  The Blue or Management Control report's Findings 
and Recommendations section should comment on the actions taken by management subsequent 
to the Management Alert.  In some instances, changed circumstances or new facts submitted by 
management will affect the need for further reporting.  As a minimum, however, a letter report 
will be issued closing the matter. 

 1. Transmittal Memoranda.  Transmittal memoranda for Management Alerts are sent 
to the Department official responsible for the audited activity.  See Exhibit E of this chapter. 

 2. Format.  As discussed in Exhibit F of this chapter, a Management Alert should 
include the following parts:  (1) Introduction, (2) Background, (3) Observations, (4) 
Recommendations, and (5) Request for Management Comments.  Since a Management Alert 
normally precedes the completion of all audit verification steps, it should be noted that specific 
problems are reported as "observations" rather than as "audit findings."  Additionally, a 
Management Alert is not bound in a report cover. 
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RESPONSIBILITIES FOR KEEPING EIGPTS CURRENT AND ACCURATE  
 
The Auditor-In-Charge (AIC), or Technical Director (TD) for contractor performed audits, has 
the primary responsibility for keeping the information in the Energy Inspector General Project 
Tracking System (EIGPTS) current and accurate for each audit (project).  This is accomplished 
as follows: 

Both Headquarters and field elements of the Office of Audit Services (OAS) are responsible for 
entering selected information into the Audit module of the EIGPTS, and to ensure that the 
information is current.  Because reports run at Headquarters and in the Divisions depend on the 
accuracy of information in the system, it is imperative that it be kept current.   

As discussed earlier in this chapter, the first stage of the audit process requires the field to submit 
a Planned Audit Profile to Headquarters for approval.  Once Headquarters' approvals have been 
obtained, the Assistant Inspector General for Performance Audits (AIGAPA) is responsible for 
assigning the audit number, entering the number along with data contained on the profile into the 
EIGPTS, adding task related information if a contractors services will be used on the audit, and 
notifying the appropriate division/audit group of the new number.  At that point, staff can begin 
charging time to the audit. 

When notice is received that an audit number has been assigned and added to the EIGPTS, the 
audit group should enter:  

• All additional information required on the "Start" (ISD) screen; 

• All additional information required on the "Milestone" tab;  

• Information on the "Objective" tab; and, 

• Information on the "Audit Tracking Code" (ATC/Location) tab. 

The audit group should continually monitor the status of audits, even if actual audit work has not 
begun, and revise the entrance conference, survey completion, and report milestone dates as 
appropriate.  Since there is no limit to the number of times a milestone may be revised, all audits 
should be reviewed weekly, and updated as necessary.  Keep the "revised" date column of the 
EIGPTS current.  The dates show what our latest expectations are as opposed to what is shown 
in the "End of Survey (EOS)" date column.  This information, along with the remarks, is 
essential if audit management is to use the EIGPTS to keep abreast of the status of the audits. 

Once the audit begins, the audit group should enter the "Actual Milestone" dates as they occur.  
When an EOS Outline has been approved by the Assistant Inspector General (AIG) and Division 
Director, the date of concurrence should be entered as the "Actual Survey Completion" date.  A 
copy of the outline should be sent through the headquarters Technical Advisor to the Deputy 
Inspector General for Audit Services (DIGAS) so that the "Planned Report Completion Date" 
and the total number of "Planned Staff Days" can be updated. 

For those audits not requiring an EOS Decision Outline, but where additional staff days or time 
is needed, an e-mail message or a memorandum including the changes and providing the 
rationale for the changes should be sent to the responsible AIG. These changes should generally 
be made within 60 calendar days of the audit's entrance conference.  Once the survey has been 
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completed, planned milestone dates for issuing the draft report should be entered by the audit 
group.  All "Actual" dates should be entered when the events occur.  However, any changes to 
"Actual Milestone Dates" entered by the audit group can only be made by the AIGAPA after 
receipt of a written request from the division (e-mail or memorandum) with an explanation of the 
requested change.  All requests for changes to an "Actual Milestone Date" are subject to AIG 
approval.   

Whenever a change occurs, information on the audit input screens should be updated.  For 
instance, if the objective of the audit changes based on survey results, the information on the 
"Objective" tab should be adjusted accordingly, with a notation that the audit objective was 
revised at the EOS. 

When any significant event occurs in the audit, remarks should be entered in the "History" tab.  
At a minimum, remarks should be entered weekly describing the current status of the audit 
(progress; actual or anticipated problems; how the problems will be overcome; descriptions of 
results of special events of the week such as meetings, change in staffing, supervisory visits and 
decisions made as a result of the visits; planned future events; etc.).  Anyone in OAS may enter a 
remark in the "Audit History" screen for any audit.  This provides a way of tracking audit events 
for future reference and keeping management advised of the status of the audits. 

If an audit is suspended, remarks should be entered every 2 weeks commenting on when to 
expect the audit to be reactivated, why the audit is remaining in suspense, and if appropriate 
what is being done to assure that the audit will be reactivated as soon as possible.  When the 
audit is removed from suspense, update the "revised" dates. 

Once the draft report has been issued, the audit group must enter information into the "Findings" 
tab.  This information may be changed if findings change subsequent to the issuance of the draft 
report.  Upon issuance of the final audit report, the audit group must enter summary information 
in the "Report Summary" tab; enter keywords associated with the audit in the "Indices" tab; enter 
information on monetary savings; enter information on GPRA statement; etc. 

Entering information related to independent public accounting contracts or work orders is 
primarily the responsibility of the Contracting Officer's Representative for each respective 
contract.  Once information on a new contract is entered into the "Contractor Identification" 
(ICR) screen by personnel in the Office of the DIGAS, the TD will take over all other input and 
update responsibilities associated with the contract, which includes information required in the 
"Contract Identification" tab, the "Task Identification" tab, and the "Contractor Time/Cost" tab.  
The TD is responsible for ensuring that the initial task order information is entered in the system.  
Information should be updated whenever a contract modification occurs, as soon as tasks are 
assigned, and as soon after receipt and verification of the contractors invoices as possible. 

It is also the responsibility of the audit group to inform the AIGAPA when an audit needs to be 
terminated or cancelled.  An audit should be terminated if either time has been charged or an 
"Actual" milestone has been entered.  If neither has occurred, the audit should be canceled.  
Terminations and cancellations are done by entering a date in the "Completed" field of the 
"Milestone" tab.  You will then be prompted to make an entry in the "How Completed" field.  
The default for this field is an "R" for Completed with a Report.  You may overwrite the "R" 
with either a "C" for canceled or "T" for terminated. 
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FORMAT FOR LETTER OF NOTIFICATION 
(USE MEMORANDUM PAPER) 

 
DATE:  Month XX, XXXX 
 
REPLY TO 
ATTN OF:  IG-XX (Project Number) 
 
SUBJECT:  (Subject matter to be reviewed.) 
 
TO:  Department Official (Official in charge of entity or activity to be audited.) 
 
 For NNSA audits, the addressee is: 
 
 Director, NNSA Policy and Internal Controls Management, NA-66 
 
The first paragraph should state that the Office of Audit Services (OAS) intends to conduct a 
survey or an audit of the subject area.  A designation of a cognizant organization (a program or 
field office or other organization) that OAS anticipates will be primarily responsible for 
responding to the findings of the audit.  The second paragraph states the general purpose of the 
audit.   

A third paragraph should provide additional or more specific information about the planned 
survey or audit.  For example, this paragraph could be used to inform the reader that the subject 
work is part of a larger OAS effort.  It should also refer to the need for an entrance conference, 
recommend a date and time for such a meeting, or refer to an entrance conference already 
scheduled. 

The final paragraph should identify the contractor, if any, performing the survey or audit work, 
and the OAS point of contact.  The contact's telephone number should be listed, and the auditee 
should be invited to call if there are any questions concerning the survey or audit. 

 
                                                                    (Signature) 

 
                                                                    (NAME and TITLE),  
                                                                    ________ Division 
                                                                    Office of Inspector General 

 
cc: (Departmental officials who should be made aware of the audit) 
 (Specific Program officials who should be made aware of the audit) 
 Team Leader, Audit Liaison Team, CF-1.2 
 (Local) Audit Liaison 
 
 There are no cc's for NNSA audits     
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SAMPLE SURVEY PROGRAM 
 
This example survey program provides auditors with generic steps that are applicable to most 
Office of Audit Services (OAS) surveys.  It is intended to assist audit teams in accomplishing 
survey goals within established timeframes, and to develop the End of Survey Outline.  The 
sample survey provides a basic framework, but should not be used as a complete checklist.  
Auditors must exercise professional judgment in determining which steps, if any, do not apply to 
the assignment.  Additional steps relating to the specific audit objective must, of course, be 
added.   

Audit programs serve as the basis for organizing the Audit in TeamMate and will differ in 
appearance from this sample.  The sample is provided only to convey the items that should be 
covered when the audit is structured in TeamMate.  Many of the basic steps have been 
incorporated into the various audit templates distributed with TeamMate. 

I. INTRODUCTION AND BACKGROUND
 A. Document the reasons for undertaking the audit. 

 B. Provide information adequate to place the audit in context (program objectives, 
budget, staffing levels, organization charts, controversy, significance, etc.). 
 
II. AUDIT OBJECTIVE
The objective should be written clearly, understandably, and specifically.  The auditor should 
normally lift the objectives directly from the approved Planned Audit Profile.  A clearly stated 
audit objective becomes critical when designing audit steps to (1) test for program effectiveness; 
(2) test operations for economy and efficiency; (3) test for compliance with laws and regulations; 
(4) detect potentially illegal acts; and, (5) review internal controls. 

III. SCOPE
 A. Document the audit resources to be used in accomplishing audit objectives. 

1. Planned start of audit (use date you plan to hold the official entrance 
conference) and elapsed days allowed for survey work. 

  2. Who is performing the audit? 

     a.   OAS staff (names and regional/audit offices). 

     b.   Contract audit staff. 

  3. Staff days available. 

  4. Locations to be visited. 

 B. Determine the time period, organizations, functions, accounts, documents, etc., to 
be covered in order to accomplish the audit objective.  For example, 

• Transactions during Fiscal Year (FY) 2006 to be randomly tested; 

• Audit work to be conducted at all procurement offices that process more than 100 
contracts per year or contracts with a combined value greater than $100 million; 

September 2006                                      11-C-1                                                                Release 6 



CHAPTER 11                                                                                                                 EXHIBIT C 

• Field locations to be visited because they are experiencing major restructuring as 
a result of shifting programmatic priorities; or, 

• Organizations outside the Department of Energy, such as regulatory agencies or 
other stakeholders that are involved in or are affected by Departmental programs, 
to obtain their views of program effectiveness. 

IV. AUDIT STEPS/METHODOLOGY
The following audit steps should be tailored to the specific audit objective, and additional audit 
steps added as needed. 

 A. Background. 

  1. Determine the program's objectives and the auditee's activities and 
functions relevant to the audit objective. 

  2. Determine the auditee's organizational structure, through up-to-date 
organization charts, discussions, etc. 

  3. Determine how relevant activities and systems interact and operate using 
outlines, flowcharts, transactions flows, etc. 

  4. Identify key personnel. 

  5. Determine the missions, functions, duties, etc., for each organizational 
element being audited. 

  6. Determine the major databases maintained, recurring reports, and any 
special reports issued during the timeframe being reviewed.  Determine the primary users of 
these databases, the recipients of the reports, and the expected use of and reliance on the reports. 

  7. Determine the budget of the major programs supported by the auditee, as 
well as information on the number, recipient, dollar value, function, duration, location, and type 
of contracts awarded or managed, and total value of contract expenditures. 

  8. Determine the applicable performance measures and standards established 
by management and/or by the operating contract. 

  9. Determine the structure of the contract award fees connected with 
achievement of the performance goals. 

   10. Determine the internal standard operating procedures used by the auditee. 

  11. Determine what areas of recent management emphasis or new initiatives 
are expected to improve operations. 

  12. Determine whether any external constraints or limitations affect the 
auditee's operations. 

 

 B. Audit and Internal Review Follow-up. 

  1. Determine whether any on-going or recently completed audits (last 5 
years) or other studies performed by the following groups are related to the audit objective: 
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   a. General Accountability Office (GAO). 

    b. Office of Inspector General (i.e., Audits, Inspections and 
Investigations). 

    c. Internal Auditors. 

   d. Federal Managers Financial Integrity Act Internal Control Review 
Teams. 

   e. Other audit/review groups (Defense Contract Audit Agency, 
State/local, etc.). 

  2. Follow up on specific audit recommendations and determine the status of 
corrective actions. 

 C. Criteria.  Determine and document which provisions of laws, regulations, or other 
criteria are applicable to the auditee and relevant to the audit objectives. 

  1. Laws, statutes, U.S. Codes, Comptroller General decisions, etc. 

  2. Office of Management and Budget Circulars, Federal Acquisition 
Regulations, and other regulations. 

  3. Departmental Directives 

  4. Other standards and guidelines [e.g., American Institute of Certified 
Public Accountants' Statements on Auditing Standards (SASs), etc.] 

   5. Performance measures and standards established by management and/or 
required by the operating contract. 

 D. Condition.  Design specific audit steps necessary to develop an informed opinion 
about how the program or activity is functioning as it pertains to the audit objective.  At a 
minimum, survey work should include the following: 

  1. Compliance with Applicable Laws and Regulations.  (Also see SAS 53 
and 54, and Chapter 5 of this Manual.  Detailed guidance is also contained in the GAO 
publication "Assessing Compliance with Applicable Laws and Regulations.") 

   a. Determine how the applicable laws and regulations apply and are 
implemented by officials of the audited entity to gain a better understanding of their potential 
significance to the audit objective. 

   b. Design steps and procedures to test compliance to reasonably 
assure detection of intentional and non-intentional instances of noncompliance that are material 
or significant to the audit objective. 

•  Determine potential characteristics for this audit and the   
  extent of work required to identify those characteristics. 

•  Prepare a workpaper describing any work performed and   
  characteristics of illegal acts noted during the audit. (If any   
  such acts are noted, see Chapters 4 and 8 of this Manual.) 
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  2. Internal Controls.  (Also see Chapter 5 of this Manual and SAS 55, as 
amended by SAS 78.  Detailed guidance is also contained in the GAO publications "Assessing 
Internal Controls in Performance Audits" and "Assessing Compliance with Applicable Laws and 
Regulations.") 

   a. Determine how the auditee's control environment is relevant to 
meeting the audit objective.  In particular, assess: 

• Management's philosophy and operating style. 

• The auditee's methods of assigning authority and responsibility. 

• Management's control methods for monitoring and following up on 
performance, including internal auditing. 

• Personnel policies and practices. 

• Any external influences that may have a bearing on internal 
controls. 

   b. Determine how any portion of the auditee's accounting system is 
relevant to the audit objectives.  In particular, assess: 

• The effectiveness of the accounting system. 

• Relevant activities and systems.  Document using outlines, 
flowcharts, transactions flows, etc. 

• The role of key personnel. 

   c. Determine how the auditee's control procedures affect the activities 
and functions that are relevant to the audit objective.  General standards for internal controls 
require (1) reasonable assurance that system objectives will be accomplished; (2) a supportive 
attitude by managers and employees towards internal controls; (3) competent personnel to 
accomplish assigned duties; (4) identification and development of control objectives; and, (5) 
efficient and effective control techniques for accomplishing the internal control objectives.  Also, 
where relevant, determine the adequacy of controls for the following specific standards: 

• Documentation.  Internal control systems and all transactions and 
other significant events are to be clearly documented, and the 
documentation is to be readily available for examination. 

• Recording of Transactions and Events.  Transactions and other 
significant events are to be promptly recorded and properly 
classified. 

• Execution of Transactions and Events.  Transactions and other 
significant events are to be authorized and executed only by 
persons acting within the scope of their authority. 

• Separation of Duties.  Key duties and responsibilities in 
authorizing, processing, recording, and reviewing transactions 
should be separated among individuals. 
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• Supervision.  Qualified and continuous supervision is to be 
provided to ensure that internal control objectives are achieved. 

• Access to and Accountability for Resources.  Access to resources 
and records is to be limited to authorized personnel, and 
accountability for the custody and use of resources is to be 
assigned and maintained. 

  3. Performance Measures and Standards. 

   a. Determine performance measures and standards required by 
management and/or by the operating contract.  If none exist or measures and standards are 
inadequate, this may indicate a lack of criteria as a potential cause of the negative condition(s). 

   b. Determine how the performance of the program or activity is 
measured against performance goals and standards. 

   c. Determine how reasonable performance goals and standards are by 
comparing them against existing external benchmarks (e.g., those of comparable industry and 
government organizations). 

    d. Determine if performance goals and standards are readily 
measurable and provide a meaningful picture of desired results. 

    e. Determine if the goals and standards properly identify objectives, 
measures, and expectations as follows: 

• Performance Objective: a statement of desired results for an 
organization, such as "Remove all low-level waste at site X by the 
end of FY 2008". 

• Performance Measure: a quantitative or qualitative method or 
characteristic for describing performance, such as "Number of 
drums of low-level waste removed by a specific time". 

• Performance Expectation: the desired condition or target level of 
performance for each measure, such as "Remove 10,000 drums of 
low-level waste by the end of FY 2008". 

  f. Design and conduct limited tests of performance. 

  g. Compare results of performance tests with goals and standards.  If 
performance  achieved is below the required measures or standards, determine the reason(s) for 
the deficiencies. 

  h. Determine financial awards and penalties associated with the 
performance measures and standards: 

• Assess the reasonableness of the awards and penalties, using 
benchmarking data from industry and government organizations 
for comparison whenever feasible. 

• Determine if the awards and/or penalties are being correctly 
applied based on actual contractor performance. 
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• Assess the reasonableness and application of awards to contractors 
Department is making awards to contractors only after certifying 
the proposed cost reductions have actually occurred. 

 E. Risk Assessment. 

  1. In performing the above steps, you should reach conclusions as to the risk 
that:  (1) noncompliance with laws and regulations significant to the audit objective may have 
occurred, and was not prevented or detected by the internal controls; and/or, (2) that the program 
or activity is not performing according to expectations in terms of program results or the 
economy and efficiency of operations.  Document this assessment in the workpapers. 

  2. Use the risk assessment as the basis for designing detailed audit steps to 
achieve the objectives.  Greater inherent and control risk generally requires increased testing.  
(See Chapter 5 of this Manual) 

 F. Cause.  Where the risk of noncompliance with laws and regulations is assessed as 
significant, and/or there is a significant variance between actual performance and the goals and 
standards, the auditor should draw on the results of testing and assessments made in Section D. 
above to design additional audit steps for the verification phase that will identify the underlying 
cause (s) for noncompliance or poor performance as required by the audit objective. 

 G. Effect.  The auditor should identify the potential effect of noncompliance and/or 
poor performance through discussions with program officials and others knowledgeable of the 
program or activity.  Detailed audit steps should also be designed for the verification phase to 
document the effect. 

 H. Assess Data Reliability.  [See also Chapter 7 of this Manual.] 

  1. Determine whether computer-processed data are an important or integral 
part of the audit and whether the data's reliability is crucial to accomplishing the audit objective.  
If not, document the rationale in the workpapers and proceed with the next section of the survey 
program. 

  2. If computer-processed data are important or integral, and if the data 
reliability is crucial to accomplishing the audit objective, reliability must be assessed.  
Depending upon whether general and application controls have been reviewed, a limited review 
of pertinent controls may be needed. 

  3. Guidance for performing a limited review is found in the GAO publication 
"Assessing the Reliability of Computer-Processed Data."  Based on this guidance, design 
appropriate review steps to assess the reliability of the computer-processed data.  Document all 
steps and conclusions in the workpapers. 

 

 I. Special Instructions. 

  1 Determine specific staff responsibilities. 

2. Obtain agreement from assist regions as to work to be performed,  
 summary due dates, etc. 

  3. Other special instructions. 
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V. APPROVAL
The audit program, prior to starting audit work, should be reviewed and approved by the Team 
Leader and/or Assistant Director and documented in the workpapers.   
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WORKSHEET FOR DEVELOPING A FINDING 
 
A.   Potential Finding.  (The specific problem that indicates a need for action.) 
 
 
 
 
 
 
B.   Brief Statements of Finding Attributes. 
 
      1.   Condition.  (What is--i.e., statements of fact.) 
 
 
 
 
      2.   Criteria.  (What should be--the goals to be achieved.) 
 
 
 
 
      3.   Cause.  (Why it happened--the explanation for the condition and the effect.) 
 
 
 
 
      4.   Effect.  (The difference between what is and what should be, and its significance.) 
 
 
 
 
C.  Discussion.  (Summarize argument supporting the finding and give specific examples.  

Normally, this section provides additional detail about how conclusions were reached by 
"generalizing" about a number of related specifics or details.) 

 
 

     D.  Recommendation(s).  [Describe what actions we want taken, when, and by which 
manager(s).] 
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SAMPLE END OF SURVEY OUTLINE 
 
 

Highly Enriched Uranium Provided to Foreign Countries 
Energy, Science and Environmental Audits Division 

End of Survey Document 
 
 
I.   Background 
 

As part of its 1950s-era Atoms for Peace program, the United States provided 
nuclear technology to foreign nations for peaceful applications in exchange for their 
promise to forego development of nuclear weapons.  The program provided foreign 
countries with research reactor technology and highly enriched uranium (HEU) 
needed to fuel civilian nuclear reactors.  Initially, the U.S. leased HEU to foreign 
countries with the explicit provision that the spent fuel be returned for treatment and 
disposal in the U.S. preventing its use in a weapons program.  In 1964, the U.S. 
changed its policy and began selling HEU materials to foreign countries without 
requiring the return of spent fuel.  
 
In May 1996, in an effort to reduce the threat of nuclear weapons proliferation, the 
Department of Energy initiated a program to recover foreign research reactor spent 
fuel containing HEU produced in the U.S.  Based on the stated criteria, the program 
addressed only about 30 percent of the U.S.-produced HEU, which had been 
provided to foreign countries.   
 
The program, now known as the Foreign Research Reactor Spent Nuclear Fuel 
Acceptance Program (Acceptance Program), is funded primarily by foreign nations 
that possess HEU originally produced in the U.S.  The objective of the audit was to 
determine whether the Department’s program is maximizing recovery of HEU. 

 
 
II.  Condition (Must have examples) 
 
 As of August 2003, the Department was likely to recover only about half of the 

approximately 5,200 kilograms of HEU covered by the Acceptance Program.  
Moreover, there was no effort to recover an additional 12,300 kilograms of HEU 
dispersed to foreign countries which was not included in the Acceptance Program.   

 
A. In January 1993, the Nuclear Regulatory Commission reported that 51 countries 

possessed a total of about 17,500 kilograms of U.S.-produced HEU materials.   
 
B. The Acceptance Program was designed to recover HEU contained in target 

materials and foreign research reactor SNF – about 5,200 kilograms.   
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a. As of October 2003, the Department reported that 22 countries had 
returned about 1,100 kilograms.   

b. Based on country-by-country estimates, we concluded that the 
Department is likely to recover only about one half of the 5,200 
kilograms covered by the program.  

 
C. Substantial quantities of U.S.-produced HEU in foreign countries are not 

addressed by the Acceptance Program.   
 
a. Fuel used in fast reactors and other special-purpose reactors is, by 

definition, excluded from the program.  
 
b. No program currently exists to address and recover the remaining 12,300 

kilograms of HEU.   
 

c. All of the HEU – not just the portion covered by the Acceptance 
Program – represents a security concern to the United States.   

 
D. The Department, under a separate program administered by NNSA, is funding 

recovery of HEU produced and exported by Russia to 15 different countries.  In 
fact, in one country, the Department is paying to recover Russian-produced, but 
not U.S.-produced HEU.     

 
 
III. Potential Cause 
 
 Hypothesis:  We believe that the effectiveness of the recovery efforts was 

constrained because: 
 

• Acceptance Program participation was voluntary.  Further, many countries viewed 
the program as costly or disruptive. 

 
To prove this hypothesis, we plan to focus audit work during verification on 
determining: 
 

1) How many countries the Department expects to fully participate in the 
program, including the basis for this expectation. 

2) Reasons why the countries are reluctant to participate. 
3) Steps the Department is taking or can take to encourage participation. 
4) Status of measures to encourage participation. 

 
 

• Responsibility for recovery efforts is not placed in the Department.  As a result, 
sufficient emphasis and priority are not given to recovery efforts. 

 
To prove this hypothesis, we plan to focus audit work during verification on 
determining: 
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1) The rationale for placing program responsibility with EM. 
2) What priority EM has placed on the program as determined by: 

 
a) Performance measures established by EM to increase recovery of 

HEU. 
b) Efforts by EM to outreach to foreign countries to participate in the 

program. 
c) Efforts by EM to use other DOE and other government agencies to 

increase foreign country participation. 
d) Status of EM plans, including strategic plans, to recover HEU from 

foreign countries. 
e) Comparison of EM efforts to increase foreign government 

participation with other DOE nonproliferation efforts by NNSA. 
f) Resources dedicated by EM to recovery efforts. 
g) Priority given by EM to obtaining greater foreign government 

participation based on the risk posed by different countries. 
 

3) Does NNSA have greater capability than EM manage HEU recovery, i.e, 
does NNSA have the existing infrastructure and skills mix to negotiate greater 
foreign government participation? 

 
IV. Potential Effect 
 

At the time of our audit, large quantities of U.S.-produced HEU were out of U.S. 
control.  The Department’s success in recovering the HEU is a critical component 
of the effort to prevent diversion of the material for use in nuclear weapons.  
 
Hypothesis:  If the Department is unable to recover a more significant percentage of 
HEU produced in the U.S. and dispersed to other countries, there may be a greater 
risk that some of these materials will be diverted – by groups or governments 
hostile to the U.S. – for use in nuclear weapons. 

 
During the verification phase, we plan to focus audit effort on determining: 
 

1) What studies and analyses exist supporting the potential threat to the U.S. 
posed by HEU. 

2) Views of other government agencies such as State Department and 
Homeland Security regarding the risk posed by the HEU. 

 
Hypothesis: At least 56 kilograms of U.S.-produced HEU was, over the course of 
the Atoms for Peace and follow-on programs, exported to four countries that are 
now considered "sensitive" and which are not participants in the recovery program. 

 
During the verification phase, we plan to focus audit effort on determining: 
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1) Which countries received HEU that are now considered “sensitive”? 
2) Status of efforts to gain sensitive country participation in the recovery 

efforts. 
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EXAMPLE OF TRANSMITTAL MEMORANDUM FOR 
MANAGEMENT ALERT 

(USE MEMORANDUM PAPER) 
 
DATE:  Month XX, XXXX 
 
REPLY TO 
ATTN OF:  IG-30 
 
SUBJECT:  Management Alert on "Title of Alert" 
 
TO:  Department Official (official in charge of entity or activity audited) 
 
Attached is a copy of the subject management alert.  Although the matters discussed in this 
document have not been fully coordinated with management, the information is being conveyed 
at this time because of the need for prompt management action. 

Please furnish your comments on the factual accuracy of the information and your specific 
concurrence or nonconcurrence with the recommendations within 15 working days of this 
memorandum.  In addition, we would appreciate being informed of any corrective actions 
already taken or planned regarding this management alert. 

Since our position in the management alert is subject to change and therefore does not represent 
the final position of the Office of Inspector General (OIG), the contents shall be safeguarded at 
all times to prevent improper disclosure.  Recipients of management alerts will only provide the 
contents to personnel within the Department of Energy (Department) for official review and 
comment.  The management alert shall not be provided to anyone outside the Department 
without the express approval of the Inspector General.  In this context, management and 
operating contractors shall be considered to be part of the Department.  However, when 
management alerts are given to a management and operating contractor, the providing program 
official is responsible for ensuring that the document is properly safeguarded.  The contractors 
may only receive the management alert for the exclusive purpose of aiding the Department in the 
deliberative process.  Further, there is to be no premature release to anyone outside of the 
Department.  The management alert remains the property of the OIG and shall be returned on 
demand. 

Your assistance and cooperation are greatly appreciated. 

 
 
      NAME 
      Deputy Inspector General 
          for Audit Services 
      Office of Inspector General 
 
Attachment 
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EXAMPLE OF MANAGEMENT ALERT BODY
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

 
 

TITLE OF ALERT, ALL CAPITAL LETTERS
SINGLE SPACED

CENTERED ON THE PAGE AND UNDERLINED
 
 
INTRODUCTION

This section should briefly state the condition that warrants a management alert.  It should be 
kept short because it is not intended to summarize the entire report. 
 

BACKGROUND

This section includes any background information necessary to understand issues discussed in 
the management alert.  It may include such general information as a description of a system or 
procedure, responsibilities of the organization managing the activity, and specifics on past 
actions. 
 
OBSERVATIONS

This section includes the condition or conditions requiring the management alert.  Specific 
problems now existing, the need for urgent management action, and the magnitude of the 
problems in terms of dollars or hazard effects should be discussed. 
 

RECOMMENDATION

The recommendations should specify actions that need to be taken promptly to eliminate or 
reduce the adverse effects of the problem(s).  Begin each recommendation with an imperative 
verb. 
 

REQUEST FOR MANAGEMENT COMMENTS

This section should ask for written comments that include a statement of concurrence or 
nonconcurrence and any actions taken or proposed.  It should request that the comments be 
provided within 15 working days on (1) the accuracy of the information presented; (2) agreement 
or disagreement regarding the recommendations; and, (3) action taken or proposed regarding the 
matters contained herein.  It should also state that the contents of the report, along with 
management's comments, may later be included in a report subject to formal reply requirements. 

September 2006                                           11-G-1                                                          Release 6 



CHAPTER 12 – PERFORMANCE AUDIT REPORT FORMATS 

CHAPTER 12 
 

PERFORMANCE AUDIT REPORT FORMATS 
 
 
A. SCOPE OF CHAPTER

This chapter defines the contents and format of performance audit reports.  This guidance should 
be considered for financial related audits where specific reporting instructions are not included 
elsewhere in this Manual. 

B. PERFORMANCE AUDIT FORMAT FOR FINAL REPORTS 

The chart below depicts the various components of a final performance audit report.  An 
explanation of each report section follows the chart.  (See Exhibit A for an example of a 
complete audit report).   
 

Performance Audit Report Format 
 
• Report Cover 
 
• Information Memorandum 
 
• Table of Contents 
 
• Findings and Recommendations 

• Background (Optional) 
• Details of Finding  
                                         Condition 
                                        Cause 
                                         Effect 
• Recommendations and Comments 

 
• Appendices 

• Exhibits (Optional) 
• Other Matters (Optional) 
• Objective, Scope, and Methodology 
• Prior Reports 
• Management Comments 

 
• Customer Response Form 
 
• Internet Statement 
 

 
1. Report Cover.  A standard report cover is used for all final performance audit reports.  

Blue Cover audit reports normally contain findings and recommendations directed to an 
Assistant Secretary or higher level.  However, reports containing recommendations to 
levels below the Assistant Secretary level may also be issued with a Blue Cover if the 
subject matter and contents of the report are deemed of sufficient national interest, 
significance, or sensitivity.  Generally, performance audit reports that contain audit 
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findings and recommendations requiring action below the Assistant Secretary level are 
issued as Management Control Reports with buff covers.  Blue report covers and 
Management Control Report covers should be prepared as shown in Exhibit A.  Only 
final reports will be issued with a "colored" report cover. Draft report covers will be in 
black and white and include the word "Draft" before the word "Audit Report."  Also the 
word "DRAFT" will be included in the header on all subsequent pages, including the 
Information Memorandum.  Further, the report number and date is only shown on the 
final report.  (See Section D of this chapter for more on the format of draft performance 
audit reports.) 

2. Information Memorandum.  The purpose of the Information Memorandum is to present a 
concise synopsis of the report and should generally not exceed two pages.  It will contain 
sections on:  (1) Background; (2) Results of Audit; and, (3) Management Reaction.  The 
Background section will introduce the subject and include the audit objective.  The 
Results of Audit section will answer the audit objective and very succinctly summarize 
the findings and recommendations.  This section may also include any additional text 
needed to clarify the finding; and any noteworthy accomplishments, disclosure that 
privileged or confidential information was omitted from the report, or previous relevant 
audit coverage, as appropriate.  The Management Reaction section will summarize the 
auditee's position on the audit recommendations.  For Blue Cover performance audit 
reports, the Information Memorandum is addressed to the Secretary and signed by the 
Inspector General (IG).  For Management Control performance audit reports, the 
Information Memorandum is addressed to the auditee and will normally be signed by the 
responsible Assistant Inspector General.  

3. Table of Contents.  The Table of Contents is a listing of the major sections of the report, 
with related page references.  The sections and subsections are listed in the same order as 
they appear in the report.  Appendices listed in the Table of Contents should be 
numbered. 

4. Findings and Recommendations.  This part of the report should encompass the major 
findings resulting from the audit, to include material internal control and compliance 
findings.  It should not include findings of relatively minor significance, as these findings 
tend to detract from the report's impact.  If the findings do not warrant issuing a Blue 
Cover or Management Control report but are significant enough to report on the audit 
work performed, they should be reported to management in a Letter Report.  Otherwise, 
minor findings may be communicated orally to responsible officials--normally at the exit 
conference.  Each finding should begin on a new page and become a separate section 
within this part of the audit report with the title of the finding included in the header on 
the first page of each new finding.  The title of each audit finding should be objective, 
meaningful and stated in neutral terms; identifying the audit subject and indicating the 
function, accounting area or activity concerned, such as "Case Processing" or 
"Accounting Procedures for Construction Funds."  Care must be taken when developing 
titles because inaccurate or incorrect titles may be misleading and indicate greater audit 
coverage or significance than actually presented in the report.      

 a. Background (Optional).  This section is optional and can be used to 
provide information that the reader needs to understand the significance of the issue(s) 
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presented in the report.  This information sets the stage or provides the context by telling 
the reader about the entity being audited and the relevance of the area being audited.  
Background information may also identify the criteria for the audit.  This section should 
generally not exceed half a page or repeat information contained in the Information 
Memorandum. 

 b. Details of Finding.  This section includes the attributes, in their normal 
order, of (1) condition found (problem or deficiency); (2) causes of the condition or 
problem; and, (3) resulting adverse effect of the condition.  Each attribute should be 
clearly distinguished from the others, by using appropriate subheadings and should 
convince the reader that the desired corrective actions are logical and necessary to correct 
the condition identified.  Criteria may be woven into the condition section or can be 
described in its own separate section if it will be beneficial to understanding the adverse 
condition.  While this order will generally be the norm, alternative presentations of the 
elements of the finding may be appropriate if circumstances warrant.  Using these 
attributes will help auditors develop and organize their findings and also assist auditors in 
determining whether they have obtained all pertinent information.  Developing the 
attributes of a finding is discussed in greater detail in Chapter 11 of this Manual.  Once 
management comments are received, it may be appropriate, in certain circumstances, to 
discuss these comments on the factual information presented in the details of the finding.  
This should be done when it will provide better balance to the finding and ensure full 
disclosure of pertinent information. 

 c. Recommendations and Comments.  The recommendation(s) should flow 
logically from the facts presented in the finding.  Recommendations should follow the 
finding details, be specific in nature, be structured to address the cause of the adverse 
condition, and be addressed to the lowest Departmental management level that can take 
corrective action.  If recommendations are made to more than one official or manager, 
they should be separately identified.  Recommendations should also be made to correct 
the current condition if needed, such as adjust the books, do not reimburse unreasonable 
costs, or collect debts and overpayments.  The recommendations should not address a 
management weakness or adverse effect not identified in the Details of Finding section. 

 d. Management Reaction.  This section should briefly describe management's 
comments to the finding and recommendations, as well as any other statements included 
in the draft report.  Management comments are generally included verbatim as an 
appendix to the audit report.  In certain situations, particularly when there is substantial 
disagreement or specific factual differences, it also may be appropriate to address 
management's comments in the body of the report.   

 e. Auditor Comments.  This section provides the auditor's assessment of 
management comments on the report.  If management clearly indicates that positive 
corrective action has been or will be taken this section may be omitted.  However, if 
management's position is negative or does not provide an acceptable corrective action  
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plan, even if management stated that it concurred in principle, a specific point-by-point 
rebuttal may be necessary for the finding to remain viable.  This may be done by 
providing additional information supporting the auditor's conclusions or showing that 
management's comments were incorrect.  If the auditor cannot adequately rebut 
management's comments, the finding must be changed or deleted.  Comments concerning 
the correction of facts or other matters with which the auditor agrees should be reflected 
by changing the report as appropriate and omitting or adjusting the comment as 
appropriate.  To assist auditors in rebutting management comments, a Comment 
Disposition Matrix (shown in Chapter 13, Exhibit G) should be prepared that provides a 
rationale for auditor responses that correspond to management comments.  The matrix 
should be provided as a separate document when the report is transmitted to 
Headquarters. 

5. Appendices.  At a minimum, this section will include the scope and methodology 
employed in executing the audit.  It will also generally include a listing of prior related 
reports and verbatim management comments (usually limited to 2 pages).  Other 
information that can be depicted in appendices includes exhibits that provide more detail 
on an aspect of the finding or a discussion of Other Matters.  The appendices will 
generally be in the following order although, if a particular item is more significant in a 
particular case, the order may be changed: 

• Exhibits (Optional) 

• Other Matters (Optional) 

• Objective, Scope, and Methodology 

• Prior Reports 

• Management Comments 

 a. Exhibits.  Appendices may be used to include exhibits that are necessary 
to support data contained in the body of the report.  Exhibits are generally of two types:  
(1) items such as tables, charts, pictures, diagrams, computer printouts, copies of 
invoices, and other non-text items; or, (2) examples of text documents from other 
sources, such as copies of letters, memoranda, and pages from other reports.  Text 
material written by the auditors to supplement the report may also be considered an 
exhibit; this material would usually include useful information that would disrupt the 
report's flow.  For example, a discussion of technical detail that explains a finding more 
fully but is geared to readers with expertise in a specific discipline, such as accounting, 
computers, or nuclear physics.   

 b. Other Matters.  This appendix can be used to describe something worthy 
of reporting to management where all the elements of a finding are not clearly present.  
Recommendations in the report should not be associated with Other Matters.   

 c. Objective, Scope, and Methodology.   

  1. Audit Objective.   The audit objective should be stated consistent 
with the objective or purpose included in the Information Memorandum.   
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  2.   Scope.  The scope of audit should be clearly stated and any scope 
limitations should be explicitly identified.  The areas or functions examined should be 
stated in non-technical language so that the reader has a clear understanding of the audit 
coverage and the time period covered in the audit should be clearly stated.  All 
organizations and geographical locations where audit work was conducted should be 
identified.  However, in circumstances where disclosure would compromise security, 
names or other specifics may be omitted; and the reason for such omission should be 
included in the Information Memorandum of the report.  The specifics for the omission 
should be provided to management in another form (e.g., separate memorandum or oral 
briefing) and documented in the workpapers.  When necessary for clarification, the scope 
shall clearly identify areas not examined or specifically excluded from the audit.  The 
time period of the audit should also be identified.  The ending date for the "audit was 
performed between" will be the date of the exit conference (month and year) or the date 
that management waived the exit conference (month and year), whichever is applicable 

  3.   Methodology.  An explanation of the methodology used to gather 
evidence and any analysis techniques used to accomplish the audit objectives should be 
described.  If statistical sampling or other advanced audit techniques were used in the 
audit, their use should also be explained.  For example, the sample size in relationship to 
the size of the universe should be explained and appropriate details of the statistical 
sampling or other advanced audit techniques and their results should be included in 
applicable findings in the audit report.  Every effort should be made to avoid any 
miscommunication concerning the work done to achieve the audit objective, particularly 
if there were constraints on time and resources.   

  4.   Mandatory Statements.  The objective, scope and methodology 
appendix should also address the following additional mandatory statements, as 
appropriate: 

   (a) Statement on Auditing Standards.  The statement shall 
stipulate that the audit was accomplished in accordance with generally accepted 
Government auditing standards.  If one or more of the applicable standards were 
not followed, the statement should disclose that fact, give the reasons why, and 
provide the known effect of not following the standard.  Performance audit 
reports should include the following standard language regarding generally 
accepted Government auditing standards: 

"The audit was conducted in accordance with generally 
accepted Government auditing standards for performance 
audits, which included tests of internal controls and 
compliance with laws and regulations to the extent 
necessary to satisfy the objectives of the audit." 

   (b) Compliance with Laws and Regulations.  The nature and 
extent of compliance testing should be described.  An example of the standard 
language would be: 
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"Accordingly, the audit included reviews of Department 
and regulatory policies, procedures, and performance 
measures related to the management of the Department's 
XYZ Program." 

     (c) Internal Controls.  The significant internal controls 
assessed in accomplishing the audit objective and the extent of the assessment 
should be stated.  Additional guidance for addressing internal controls is provided 
in Chapter 8 of this Manual.  Performance audit reports should include the 
following standard language regarding internal controls: 

 "Internal controls were assessed with respect to (identify 
the significant controls assessed).  Because the review of 
internal controls was limited, it would not necessarily have 
disclosed all internal control deficiencies that may have 
existed."  

  (d) Data Reliability.  Auditors need to assure readers that any 
computer-processed data critical to the audit objective and relied on during the 
audit is credible and reliable.  Specifically, this assurance should include the 
following information: 

• Scope of work done when system controls are relied on to reduce 
data testing; 

• Testing of the computer-processed data, including the tests 
performed, their purpose, and the error rates disclosed; and, 

• Any factors known to limit the data's reliability and, if significant, 
the sensitivity of the results to the accuracy of the data.  
(Additional information, including sample report language, is 
contained in the Government Accountability Office (GAO) 
publication Assessing the Reliability of Computer-Processed 
Data.) 

  (e)     Government Performance and Results Act of 1993.  A  
brief statement regarding the work performed related to performance measures 
and Results Act related information should be described.  If the evaluation of the 
Department's implementation of the Results Act shows that no performance 
standards and/or measures were established, a statement should be included 
stipulating that no measures were established; therefore, we were unable to assess 
the effectiveness of the performance measures that might have been used.  In 
these cases, the report should generally contain a recommendation that 
performance measures be established. 

   (f)          Exit Conference.  The date the exit conference was held 
or waived should be stated.  Also, the title of the highest management 
representative who attended or the title of the representative who waived the 
conference.  Examples of appropriate language follow: 
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• Exit Conference Held.  An exit conference was held with the (title 
of highest management representative who attended such as 
Assistant Secretary for Fossil Energy) on (date of conference). 

• Exit Conference Waived.  An exit conference was waived by the 
(title of management representative who waived the conference 
such as Assistant Secretary for Fossil Energy). 

  (g) Contractor Assistance.  In cases where contractor 
assistance was used, the Scope section should contain a statement to the effect 
that:  "The firm of (name of contractor) participated with the Office of Inspector 
General in conducting this audit." 

d. Prior Reports.  A listing of prior related Office of Inspector General (OIG) reports 
should be included in an appendix (usually 5 years).  If applicable, significant GAO, 
Departmental, or other reports may be included as well. 

e. Management Comments.  The verbatim comments (usually limited to 2 pages) are 
reproduced in an appendix to the report.  The original document is generally sent to 
Headquarters and scanned into the final report.  Electronic text comments are also sent to 
Headquarters to assist in placing the report on the Internet.  An additional appendix may 
also be used to include extensive management comments and auditor rebuttal. 

6. Customer Response Form.  As part of the IG's quality improvement process, all Blue and 
Management Control performance audit reports will contain a "Customer Response 
Form" as illustrated in Exhibit A of this chapter.   

7. Internet Statement.  To facilitate further distribution of its audit reports, OIG audit reports 
are made available to anyone shortly after their release.  The last page of each audit 
report issued should contain the "Internet Statement," as illustrated in Exhibit A and 
Exhibit B of this chapter. 

C. PERFORMANCE AUDIT FORMAT FOR DRAFT REPORTS 

Microsoft Word will be used in preparing all draft and final audit reports.  Draft versions of all 
types of reports or segments of the reports should contain the same sections and general content 
as the final report.  However, draft reports will not be published in the two-column format.  The 
body of the report should use the entire page with standard margins.  Headings that will be 
placed on the left side of each page in the final report should be shown on the left side of the 
draft report and be highlighted in bold, all capitals, or underlined to show their significance.  
Draft reports will be converted to two column format before being issued as a final report.  Also, 
draft reports will not have a report number.  Both draft and final reports will use a "ragged" right 
margin.  Exhibit B of this chapter contains a sample draft report. 

E. LETTER REPORTS

Letter reports are usually used to close out audits having no findings or recommendations and/or 
to identify issues of minor significance.  A Letter report may also be used to terminate an audit if 
for some reason the audit must be terminated prior to completion.  Letter reports use the 
Departmental memorandum header and are signed by the Division Director or responsible 
Assistant Inspector General.  (Exhibit C of this chapter provides an example of the format). 
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Initial paragraphs of a Letter report should include an introduction on the audit subject and 
identify the audit's objective.  Subsequent paragraphs should address what was found with 
respect to the objective (normally positive accomplishments) including the condition, cause, and 
effect related to any minor findings being reported.  The scope and methodology employed are 
described in an attachment, including statistical sampling and other advanced audit techniques 
used to accomplish the objective.  In some instances, we may wish to request management 
comments on our conclusions and observations and suggested actions.  The auditor should also 
adhere to the following standards for letter reports. 

1. Auditing Standards.  The report shall state that the audit was accomplished in accordance 
with generally accepted Government auditing standards.  If one or more of the applicable 
standards were not followed, the report should disclose that fact, give the reasons, and 
provide the known effect of not following the standard. 

2. Compliance.  The report should indicate the nature and extent of compliance testing and 
disclose immaterial instances of noncompliance.  If material instances of noncompliance 
(either individually or collectively) or questioned cost were found, however, the Letter 
report format would be inappropriate.  For instructions on reporting illegal acts or 
potential illegal acts, see Chapter 8 of this Manual. 

3. Internal Controls.  The report should identify the significant internal controls that were 
assessed in accomplishing the audit objective, should include the extent of assessment, 
and should disclose any insignificant weaknesses found during the audit.  Insignificant 
weaknesses may be discussed with management and documented in the workpapers 
rather than included in the letter report.  If significant weaknesses were found, a Letter 
report format would be inappropriate. 

4. Government Performance and Results Act (Results Act) of 1993.  The report should 
address the Department's implementation of the Results Act.  At a minimum, reference 
should be made to the Results Act, the performance standards evaluated, and the results 
of audit work.  Based on the results of our work, a recommendation should be made to 
address the deficiencies in the area of performance measures, if appropriate. 

5. Privileged and Confidential Information.  Relevant information deemed privileged and 
confidential omitted from the report should be disclosed as follows:  "Certain relevant 
information deemed privileged and confidential has been omitted from this report.  This 
information will be provided on a need-to-know basis to those persons authorized to 
receive it." 
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To see a sample of a Blue Cover Report or a Management Control Report, position 
your cursor on the appropriate report type below and press Ctrl + click at the same 
time. 

 
 
 

EXAMPLE OF BLUE REPORT
 
 
 

 
EXAMPLE OF MANAGEMENT CONTROL REPORT
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DOE F 1325.8  
      (8-89) 
 EFG (07-90) 
 

United States Government Department of Energy 

memorandum 

DATE: September 8, 2006 
REPLY TO: IG-32 (A06ET009) 

  
SUBJECT: 

  
Draft Report on "Follow-up Audit Report of Depleted Uranium Hexafluoride Conversion" 
 

TO: 

 
Assistant Secretary for Environmental Management 

 

Attached for your review and comment is a copy of our draft report on the subject audit.  The 
audit was performed at the Portsmouth/Paducah Project Office in Lexington, Kentucky.  A copy 
of the related Monetary Impact of the finding is also attached. 
 
Please review the information in this draft and provide written comments within 15 working days 
on the facts presented, conclusions reached, appropriateness of the recommendations, and 
reasonableness of the estimated potential monetary impact or other benefits that may be realized.  
If you agree with the recommendations, please state the corrective actions taken or planned and 
the actual or target dates for the actions.  Your comments should discuss alternative 
recommendations if you know of better ways to solve the problems discussed in the report.  If 
you submit alternatives, please estimate the potential benefits to be realized from these 
alternative actions. 
 
The Office of Inspector General (OIG) will make every effort to include management's 
comments in their entirety in the final report.  Management should limit its comments to no more 
than two pages, with more detailed comments addressed in an attachment.  The OIG will review 
the comments submitted by management and address relevant comments in the final report or 
revise the report, if appropriate.  Also, please provide the OIG with an electronic copy of your 
response as well, in order to facilitate our posting the report on the internet.  The content of the 
final audit report is the responsibility of the OIG. 
 
This draft report is subject to change and does not represent the final position of the OIG.  
Therefore, the contents shall be safeguarded at all times to prevent improper disclosure.  The 
draft report should not be provided to anyone outside the Department of Energy (Department) 
without the express approval of the Inspector General.  In this context, management and 
operating contractors shall be considered to be part of the Department.  DOE Order 221.3 states 
that all copies of the draft report remain the property of the Office of Inspector General and shall 
be returned on request. 
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We will contact you shortly to arrange a meeting on the subject report.  Your cooperation will be 
greatly appreciated.  If you have any questions, please contact George Philipp at 865-241-4443. 
 
 

    George W. Collard 
                                                          Assistant Inspector General 
        for Performance Audits 
                                                          Office of Inspector General 

 
Attachment 
 
cc: Team Leader, Audit Liaison Team, CF-1.2 
 Audit Liaison, EM 
 Audit Liaison, PPPO 
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MEMORANDUM FOR THE SECRETARY 
 
FROM: Gregory H. Friedman 
 Inspector General 
 
SUBJECT: INFORMATION:  "Follow-up Audit Report of Depleted  

 Uranium Hexafluoride Conversion" 

 

BACKGROUND 

 

In 1998, legislation was enacted requiring the Department of Energy (Department) to 
convert the 704,000 metric tons of depleted uranium hexafluoride stored at its gaseous 
diffusion plants to a more stable form.  In August 2002, the Department awarded a 
contract to Uranium Disposition Services, LLC (UDS) for the design, construction, and 
operation of conversion facilities in Paducah, Kentucky and Portsmouth, Ohio.  Both 
facilities will use the same process to convert the depleted uranium hexafluoride, and 
differ only in capacity.  The Paducah facility was designed with four conversion lines to 
process its larger inventory of depleted uranium hexafluoride; the Portsmouth facility was 
designed with three lines.  The Department expects that it will take approximately 25 
years to convert all of the depleted uranium hexafluoride to a more stable form.   
 
In our report on Depleted Uranium Hexafluoride Conversion (DOE/IG-0642, March 
2004), we noted that the Department's plan to convert depleted uranium hexafluoride 
could be improved by adding an additional conversion line to the Portsmouth facility.  
We found that with a capital investment of $5.6 million to add a fourth conversion line, 
the Department could reduce life-cycle operating costs by about $60.2 million and 
complete the project nearly five years sooner.  We recommended that the Department 
perform a cost-benefit analysis to determine the optimum size of the Portsmouth facility 
and, based on the review, implement the most cost-effective approach.  While 
management did not initially concur with the recommendations in the report, its 
subsequent Management Decision stated that alternative design configurations were part 
of the Critical Decision process and would be evaluated.   
 
The objective of the audit was to determine if the Department had performed a 
cost-benefit analysis and implemented the most cost-effective approach to converting 
depleted uranium hexafluoride to a more stable form.    

 

RESULTS OF AUDIT 

 

While the Department performed a cost-benefit analysis in May 2005 which showed that 
adding the fourth line to the Portsmouth facility could save about $60 million, it had not 
implemented the most cost-effective approach to converting depleted uranium 
hexafluoride to a more stable form.  As of August 2006, the Department had not added  
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the fourth conversion line even though it had begun construction of the facility eleven 
months earlier.  This occurred because the Department initially believed that it could 
improve operational efficiencies without adding the line, and it did not want to further 
delay the project which had been plagued with contractor performance problems.  
However, we found that operational efficiencies and cost savings from an additional 
conversion line at the facility were still viable.  Specifically, the Department could still 
save $35 million in life-cycle costs by reducing the operations schedule by nearly five 
years.  Accordingly, we recommended that the Assistant Secretary for Environmental 
Management evaluate the value of adding the fourth line against other Environmental 
Management priorities, and take appropriate action based on that evaluation.    

 

MANAGEMENT REACTION 

  

To be added.  

 

Attachment 

 

cc: Deputy Secretary 

       Under Secretary of Energy 

      Under Secretary for Science 

      Chief of Staff 

        Assistant Secretary for Environmental Management  

      Manager, Portsmouth/Paducah Project Office 
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PORTSMOUTH CONVERSION LINE 

 
 
Cost-Benefit Analysis 
   

The Department of Energy (Department) had not implemented the most cost-effective 
approach to converting depleted uranium hexafluoride to a more stable form at the 
Portsmouth facility.  The Department tasked an external team to perform a cost-benefit 
analysis for adding a fourth conversion line as part of the independent cost review 
required for construction projects.  In May 2005, the team reported that an additional line 
at the Portsmouth facility could reduce project costs by about $60 million.  Soon after the 
analysis, the Department reported that it would prepare a baseline change proposal to add 
the fourth line with a target date of September 2005.  Although the contractor began 
construction on the facility in October 2005, the Department still had not prepared a 
change proposal to add the line to the facility at the time of our review.   
 
The Department's contractor, Uranium Disposition Services, LLC (UDS), also prepared 
estimates on three occasions showing that the additional line would result in significant 
savings.  In February 2004, UDS proposed that the design of the Portsmouth conversion 
building be expanded to allow four lines, and estimated that the additional line could 
result in life-cycle cost savings ranging from $55 million to $65 million.  After it had 
completed the design and been approved to start construction in October 2005, UDS 
prepared another cost proposal, and recommended that the Department approve the 
addition of the line within seven days.  Finally, in May 2006, at the request of the 
Department, UDS prepared another analysis of the cost and savings related to the fourth 
line, and estimated that the line could save $35 million to $49 million in life-cycle costs.  
However, as of August 2006, the Department had not given the contractor notice to 
proceed with the line.   
 
Operational Efficiencies and Schedule Problems 
 
Initially, the Department did not add the fourth line because it believed it could increase 
production and save costs without the additional line.  Specifically, the Department stated 
that it had improved operational efficiency on other projects by making process changes 
to existing equipment.  Given this experience, the Department believed that the 
Portsmouth conversion project could improve its operations, increase throughput, and 
save costs without adding the fourth line.  However, the Department's plan to save costs 
by increasing operating efficiency is unlikely.  As early as February 2004, UDS reported 
that its planned operating efficiency target would be "challenging" to meet, and would 
require the entire UDS team to perform well, particularly with respect to the maintenance 
of the system and the logistics necessary to efficiently move the cylinders and conversion 
products.  Even if operational improvements were achieved, UDS concluded that the 
improvements would not have the impact that an additional line would have. 
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Further, as the project progressed, the Department did not want to make changes to the 
project and risk delays by adding the fourth conversion line when it found that contractor 
performance was below expectations.  Specifically, in May 2004, the Department 
admonished UDS for "significant deficiencies" in its performance which had resulted in 
cost growth and schedule slippage.  The Department cited deficiencies in the quality of 
UDS' design documents, its ineffective project change control for cost and schedule, and 
its lack of timely responses to the Department's previous requests for corrective actions.  
By October 2004, the design was already one year behind schedule, and by June 2006, 
the project was about two years behind schedule.   
 
While we appreciate the Department's desire to mitigate schedule delays, we believe that 
the long-term benefits of adding the fourth line would more than compensate for the 
short-term delay.  The addition of the line could reduce the overall operations schedule 
by nearly five years, and thereby allow the Department to recoup some of the delays 
encountered early in the project.   

 

Life-Cycle Cost Savings  
 
As a result of not implementing the most cost-effective approach, the Department may 
miss an opportunity to reduce its life-cycle costs for converting depleted uranium 
hexafluoride.  Although the estimated cost to add the line increased as the facility's 
design and construction progressed, the Department could still realize significant benefits 
from the line.  Specifically, the estimated cost to add the fourth processing line in 
February 2004, early in the design phase, was around $7.3 million; however, UDS' latest 
cost proposal, prepared eight months into construction of the building, estimated that the 
addition would now cost $18.8 million.  Nonetheless, the Department could still save at 
least $35 million in life-cycle costs by reducing the operations schedule by nearly five 
years if the fourth line is added to the project.  
 

RECOMMENDATIONS 
 

We recommend that the Assistant Secretary for Environmental Management: 

 

1. Evaluate the priority that should be given to adding a fourth line, relative to other 
Environmental Management priorities, as measured by respective cost-benefits; 
and,  

 

2. Based on the results of the evaluation, take appropriate action regarding the 
addition of the fourth line. 
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MANAGEMENT REACTION 
  

To be added. 

 

AUDITOR COMMENTS 

 
To be added. 
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APPENDIX 1 
 

 

OBJECTIVE, SCOPE, AND METHODOLOGY 

 

 

OBJECTIVE 
 

The objective of the audit was to determine if the Department of Energy (Department) 
had performed a cost-benefit analysis and implemented the most cost-effective approach 
to converting depleted uranium hexafluoride to a more stable form. 

 

 

SCOPE 
 

We conducted the audit from November 2005 to August 2006 at the Portsmouth/Paducah 
Project Office in Lexington, Kentucky. 

 

 

METHODOLOGY 

 
To accomplish the audit objective, we: 

 

• Reviewed the contract between the Department and Uranium Disposition 
Services, LLC; 

 

• Evaluated the Department's actions taken in response to our previous report; 
 

• Analyzed monthly project status reports; 
 

• Estimated life-cycle cost savings related to the fourth line; 
 

• Assessed programmatic briefings on the project; and,  
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• Interviewed key Departmental and contractor personnel. 
 

The audit was conducted in accordance with generally accepted Government auditing 
standards for performance audits and included tests of internal controls and compliance 
with laws and regulations to the extent necessary to satisfy the audit objective.  We 
assessed compliance with the Government Performance and Results Act of 1993 related 
to the depleted uranium hexafluoride conversion facilities and found that the Department 
had established performance measures at various stages of the project.  Because our 
review was limited, it would not necessarily have disclosed all internal control 
deficiencies that may have existed at the time of our audit.  We did not conduct a 
reliability assessment of computer-processed data because we did not rely on computer-
processed information to achieve our audit objective. 
 

We held an exit conference with ________ on _______. 
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APPENDIX 2 

 

 

PRIOR REPORT 

 
 

• Waste Incineration at the Savannah River Site (DOE/IG-0453, October 1999).  
We found that the Consolidated Incinerator Facility (CIF) at the Savannah River 
Site was not operating at its permitted capacity.  The CIF was operated at about 8 
percent of capacity in Fiscal Years 1997 and 1998, and was expected to operate at 
a maximum of only 32 percent capacity in the future.  This occurred because the 
Department of Energy designed the CIF to incinerate more waste than the 
Savannah River Site had available for treatment.  Based on our recommendations, 
management agreed to make facility modifications to increase throughput.  
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APPENDIX 3 

 

 

MANAGEMENT COMMENTS 

 

 

To be added. 
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DOE F 1325.8 
(08-93) 
United States Government Department of Energy 
 

memorandum  
 
 DATE: August 21, 2006                                        Audit Report No.:  OAS-L-06-18 
 
 REPLY TO 
 ATTN OF: IG-32 (A06YT024)  
   
 SUBJECT: Audit of "Performance Based Incentives for BWXT Y-12, LLC" 
 
                  TO:Director, Policy and Internal Control Management, NA-66 

   
INTRODUCTION AND OBJECTIVE 
  
The Department of Energy began to incorporate performance based incentive 
fees into its major management contracts after the 1994 Contract Reform 
report recommended the use of performance based contracting. Performance-
based management contracts use appropriate incentives to reward superior 
performance and discourage substandard performance.   
 
Accordingly, the Department of Energy's National Nuclear Security 
Administration's  
Y-12 National Security Complex (Y-12) is managed and operated under a 
performance-based contract.  The contract, which is effective through 
September 2010, was awarded in August 2000.  
 
We conducted this audit to determine if BWXT is meeting performance 
objectives established at the start of the performance period. 
 
CONCLUSIONS AND OBSERVATIONS 
 
During our audit, we noted minor weaknesses in the National Nuclear 
Security Administration's (NNSA's) preparation and approval of BWXT's 
performance based incentives (PBIs).  Specifically, of the 34 PBIs that we 
judgmentally selected and reviewed, we identified two instances where 
BWXT received full fee for technically accomplishing PBI requirements 
although the purpose of the incentive was not met.  We also identified one 
PBI which did not reward superior performance. 
  
For example, NNSA incentivized the turnover of Purification Facility Project 
systems from the construction contractor to BWXT.  The purification project 
will reestablish production capability for one of the materials used in nuclear 
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weapons.  Although management's purpose for incentivizing systems turnover 
was to assure that BWXT completed the project as scheduled, certain project 
activities were completed behind schedule.  For instance, BWXT completed 
systems testing and readiness activities more than five months later than 
planned.  Since the system testing and readiness activities were not included 
in the PBI grading criteria, NNSA paid BWXT the full $400,000 incentive fee 
although management's purpose for the PBI was not met. 
 
In another example, a PBI for Enriched Uranium Operations (EUO) 
incentivized the production of one metal button of acceptable quality to 
demonstrate the restart of EUO production capabilities.  EUO operations 
recover and purify uranium for use in nuclear weapons.  While BWXT 
produced a metal button, it did so from existing inventory rather than from 
material generated by restarted EUO processes.  This fact was noted by local 
NNSA management who initially denied payment of the PBI.  According to 
management, this decision was later reversed due to legal counsel's 
determination that the PBI grading criteria was not specific enough to 
withhold payment.  Thus, although EUO production capabilities were not 
fully operational, NNSA paid BWXT the full $50,000 incentive fee. 
 
NNSA management agreed that PBIs had not always been properly written 
and the PBI for the production of a metal button exemplified this.  Officials 
stated that resource constraints, particularly time and personnel, did not 
always allow for careful PBI development and made the PBI process 
difficult.  Management also stated that while it and BWXT may agree on a 
PBI deliverable, in some cases, it was not specifically documented.  
Therefore, if BWXT completes the work as written in the PBI, NNSA is 
required to pay the full fee even if the purpose of the incentive was not met.  
 
In addition, we found at least one instance where BWXT was rewarded for 
completing backlogged maintenance work.  Specifically, NNSA paid BWXT 
over $132,000 to address backlogged corrective maintenance job requests.  
We noted that the majority of these requests (89 percent) were written after 
BWXT was awarded the contract, therefore, BWXT was paid to reduce its 
own backlog.  In our opinion, incentivizing a contractor to eliminate 
maintenance backlogs rewards less than superior performance and is contrary 
to Departmental guidance, which requires PBIs to be challenging and to 
motivate contractors to meet and exceed higher levels of performance. 
  
SUGGESTED ACTION 
 
We suggest that NNSA ensure that PBIs are clearly written to achieve their 
purposes.  Specifically, NNSA should (1) ensure that the intent of the 
incentive is agreed upon and expressly stated in the PBI grading criteria; (2) 
include all of the appropriate Federal and contractor personnel (legal, 
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program, administrative) in meetings where PBIs are developed; and (3) 
ensure that PBIs pertain to activities that challenge the contractor. 
 
SCOPE AND METHODOLOGY 
 
The audit was performed between January 2006 and April 2006, at the Y-12 
National Security Complex in Oak Ridge, Tennessee.   
 
To accomplish the audit objective, we reviewed PBI documentation for Fiscal 
Years 2003 through 2005, except for security-related and classified PBIs.  We 
also reviewed Department policies regarding PBIs and interviewed key 
personnel. 
 
The audit was conducted in accordance with generally accepted Government 
auditing standards for performance audits and included tests of internal 
controls and compliance with laws and regulations to the extent necessary to 
satisfy the audit objective.  Because our review was limited, it would not 
necessarily have disclosed all internal control deficiencies that may have 
existed at the time of our audit.  During the audit, we assessed the 
Department's compliance with the Government Performance and Results Act 
of 1993.  We found that NNSA had established specific performance 
incentives.  As noted above, however, we determined that these incentives did 
not always reward superior performance or discourage substandard 
performance.  We did not rely extensively on computer processed data to 
support our analyses. 
 
We verbally discussed the contents of this letter with the Director, Policy and 
Internal Control Management on August 3, 2006, and he waived an exit 
conference.  Since no formal recommendations are being made in this Letter 
Report, a formal response is not required.  We appreciated the cooperation of 
your staff throughout the audit. 
 
 
 

George W. Collard, Acting Director 
National Nuclear Security Administration 
    Audits Division 
Office of Inspector General 

 
cc: Team Leader, Audit Liaison Team, CF-1.2 
 Audit Liaison, Y-12 Site Office  
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memorandum 
DATE: November 29, 2006 

fi'PLY TO: IG-32 (A06DO 15) 

SUBJECT: Draft Report on "Design of the Engineered Barrier System at the Yucca Mountain Site" 

TO. Director, Office of Civilian Radioactive Waste Management 

Attached for your review and comment is a copy of our draft report on the subject audit. 
The audit was performed at Office of Civilian Radioactive Waste Management in Las 
Vegas, Nevada. A copy of the related Monetary Impact of the finding is also attached. 

Please review the information in this draft and provide written comments within 15 
worhng days on the facts presented, conclusions reached, appropriateness of the 
recommendations, and reasonableness of the estimated potential monetary impact or other 
benefits that may be realized. If you agree with the recommendations, please state the 
corrective actions taken or planned and the actual or target dates for the actions. Your 
comments should discuss alternative recommendations if you know of better ways to 
solve the problems discussed in the report. If you submit alternatives, please estimate the 
potential benefits to be realized from these alternative actions. 

The Office of Inspector General (OIG) will make every effort to include management's 
comments in their entirety in the final report. Management should limit its comments to 
no more than two pages, with more detailed comments addressed in an attachment. The 
OIG  ill review the comments submitted by management and address relevant comments 
in the final report or revise the report, if appropriate. Also, please provide the OIG with 
an electronic copy of your response as well, in order to facilitate our posting the report on 
the internet. The content of the final audit report is the responsibility of the OTG. 

This &aft report is subject to change and does not represent the final position of the OIG. 
Therefore: the contents shall be safeguarded at all times to prevent improper disclosure. 
The draft report should not be provided to anyone outside the Department of Energy 
(Department) without the express approval of the Inspector General. In this context, 
management and operating contractors shall be considered to be part of the Department. 
DOE Order 221.3 states that all copies of the draft report remain the property of the 
Office of Inspector General and shall be returned on request. 



We will contact you shortl\~ to arrange a meeting on the subject report. Your cnoperatio~~ 
will be greatly appreciated. If you have any questions: please contact Jonathan Black at 
(308) 526-4209. 

,' Assistant Inspector General 
for Performance Audits 

Office of Inspector General 

Attachment 

cc: Team Leader, Audit Liaison Team, CF-1.2 
.4udit Liaison, Office of Civilian Radioactive Waste Management 
-4udit Liaison, Yucca Mountain Site Operations Office 
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h4EMORANDbM FOR THE SECRETARY 

Gregory H. Frjedman 
Inspector General 

SUBJECT: INFORMATION: Audit Report on "Design of the Engineered 
Barrier System at the Yucca Mountain Site" 

BACKGROUND 

In accordance with the Nuclear Waste Policy Act of 1982, the Department of Energy's 
(Department) Office of Civilian Radioactive Waste Management (OCRWM) is responsible 
for desiging, licensing, constructing, and operating a repository, known as Yucca Mountain, 
for the permanent disposal of spent nuclear fuel and high-level radioactive waste. Yucca 
Mountain will be designed with a series of natural and engineered barriers intended to 
contain the waste in order to minimize the risk that the waste poses to human health and the 
environment. OCRWM is pursuing an engineered barrier design that includes a waste 
package and drip shield with design features that were evaluated in the 2003 value 
engineering studies. OCRWM must define what these designed barriers will be as part of its 
application for a license from the Nuclear Regulatory Commission to construct the 
repository. 

To ensure that it receives the best value, the Department implements value engineering as 
early as possible in the project. Value engineering is a systematic effort analyzing alternative 
approaches for accomplishing a project's essential functions at the lowest life cycle cost 
consistent with required technical performance, quality, reliability, and safety. 

Based on the value engineering studies conducted by its contractor, Bechtel SAIC (Bechtel), 
the Department estimated that it will cost approximately $1 5.3 billion for the fabrication of 
the engineered barrier, waste packages, and drip shield. Specifically, the Department 
estimated that it will cost about $8.3 billion for about 14,770 waste packages that will be 
required for the disposal of spent nuclear fuel and high-level waste. Further, the 
approximately 9,750 drip shields required to protect the vraste packages are estimated to cost 
about $7 billion. Acco~dirtgi jl, we initiated our audit to detem~ine whether the Department 
has fully evaluated alternatives for the Yucca Mountain Project's engineered bamer system. 

RESULTS OF AUDIT 

The Office of Civilian Radoactive Waste Management did not fully evaluate alternatives for 
the design of the Yucca Mountain Project's enzineered barrier system. Specifically, the value 
engineering studies supporting the selected waste package and dnp shield design did not 
fully evaluate the cost and technical performance parameters of alternatives. For example. as 
a result of the study, Bechtel recommended and OCRMTM selected: 



r An inner vessel design that will cost an estimated $580 million more than a 
competing design that had virtually the same technical pe~formance as the more 
expensive selected design: and, 

r A drip shield design that will cost $4.3 billion more than a competing design thai had 
a higher technical performance. 

Additionally, OCRWM did not estimate the cost of competing trunnion collar designs. The 
trunnion collar is a removable device used in lifting the waste packages. Mr~thout a 
consideration of the cost of competing alternatives, OCRM7M has no assurance that the 
selected alternative represents the best value. 

Altel-natives for the engineered bamer were not fully evaluated because OCRWM did not 
adequately monitor the contractor's value engineering effort. For example, OCRM7M did not 
psrform a detailed review of the completed value engineering studies. Also, OCRTVM 
lilnited its evaluation of alternatives in an attempt to meet the schedule for submitting a 
license application to the Nuclear Regulatory Commission. 

'4s a result. OCRWM may miss the opportunity for a possible $4.78 billion in cost savings; 
and, in some cases, may not realize greater technical performance of its enzineered barrier. 

hll.4NAGEMENT REACTION 

To be added. 

Attachment 

cc: Deputy Secretary 
Under Secretary of Energ  
Under Secretary for Science 
Chiei' of Staff 
Director, Office of Civilian Radioactive Waste Management 
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ENGINEERED BARRIER SYSTEM 

Alternative Evaluation 

The Office of Civilian Radioactive Waste Management (OCRWM) did not fully evaluate 
aitelnatives for the Yucca Mountain engineered bamer system. Specifically. we 
Identified instances where Bechtel SAIC (Bechtel) did not fully consider in its value 
engineering studies the cost and technical performance for several components of the 
engineered bamer system. 

The waste package design being pursued by OCRWM has two vessels, one inside the 
other. The inner vessel is made from stainless steel while the outer vessel. known as the 
coi-rosion bamer. is made from Alloy-22. The drip shield being pursued by OCRJVM is 
an arched titanium barrier deslgned to protect the waste package from falling rock and 
water once the canisters are put into Yucca Mountain for final disposal. In addition. the 
u3aste package is designed to have a trunnion collar, which is a removable device that will 
be added to the waste package to aid in liftins. 

Inner Vessel 

Bechtel did not fully e\,aluate the alternatives for the waste package inner vessel. In the 
7003 value engineering study, Bechtel evaluated the inner vessel baseline design 
consisting of a 50 millimeter thick stainless steel inner vessel against alternatives, 
including a 25 millimeter vessel. and ranked the alternatives based on both cost and ho\v 
well they performed based on seven criteria. The specific criteria included health and 
safety performance, licensabili ty and regulatory compliance, schedule. flexibility, 
programmatic risk, compatibility, and incremental design evolution. At the conclusion of 
the study. the contractor ranked the 25 millimeter vessel and a 50 millimeter vessel 
almost identically. Specifically, the technical performance score for the 25 millimeter 
alternative was 8.24 while the score for the 50 millimeter alternative was 8.25. Both 
des ins  received the same ratings for health and safety performance as well as for 
licensabiliiy and regulatory acceptance - the two ciiteiia that were considered mosi 
important factors in  the Lvaste package design. However. although the contractor 
estimated that the 35 millimeter design would save OCRUTM an additional $580 million. 
Bechtel recommended the 50 millimeter alternative which was included in the current 
repository desi gn. 

Drip Shield 

Bechtel did not fully evaluate the alternatives for the reposjtory's drip shield. The 
pul-pose of the drip shield is to protect the waste packages from water seepage and falling 
rock once the repository is closed. In its 2003 value study the contractor evaluated the 
diip shield baseline. which consisted of a titanium shield that fits over the waste package, 
zgainst three other al~emati\ies: backfill, a drift liner, and a shield t h a ~  wouid be 
integrated with the ivaste package. At the conclusion of the study the Department of 
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Energy (Department) retained the baseline drip shield design for the licensing application 
even though: 

The drip shield was not the highest technical performer: 

The other three alternative designs, including the integrated shield design which 
had the highest technical performance, ~ l o u l d  potentially cost between $4.3 
billion and $6.2 billion less than the drip shield; and, 

Other available alternative designs with high technical performance ratings were 
not fully evaluated because they were excluded early in the study by Bechtel. 

When we discussed these concerns with management. we were told that the Department 
had plenty of time to revisit the drip shield approach, since i t  would not be installed for 
more than 100 years. However, OCRWM considered the drip shield a defense in depth 
measure to ensure the isolation of the waste from the environment. Since the Nuclear 
Regulatory Commission requires defense in depth as part of the repository design: i t  is 
prudcnt to include the best alternative in the design for the license application. Further, 
some altelnatives would be excluded from consideration once the repository commences 
operation. For instance, the integrated shield would need to be installed at the time the 
waste package is placed in Yucca Mountain, and could not be implemented after any 
M1aste package were placed in the repository. 

Trunnion Collar 

Bechtel also did not fully evaluate alternatives for the trunnion collar. According to 
value management requirements, a full evaluation of alternatives should balance 
technical performance with the cost of the various alternatives. Although Bechtel rated 
each alternative for technical merits, the 2003 study did not consider cost in its selection 
of an alte~native for the trunnion collar. OCRMrM stated that the cost differences 
between these alternatives are probably small. However, without the cost component, 
OCRMTM has no assurance that the selected alternative represents the best value. 

Monitoring Value Engineering Stuciies 

Alternatives for the engineered barrier were not fully evaluated because OCRWM did not 
adequately monitor Bechtel's value engineering effort. ,41so, OCRWM limited the 
e\'aluation of alternatives in an attempt to meet the schedulc for submitting a license, 
application to the Nuclear Regulatory Commission. 

In reviewing the Department's involvement in the evaluation of alternatives. we noted 
that i t  participated in meetings to discuss the progress of the value engineering studies. 
liowever. the Department did not provide the oversight necessary to ensure that the vaiue 
enzineering stud). reports were accurate and complete. Specificall 1,. we noted that 
OCM'KM did not perform a detailed review of the value e n ~ i n e e ~ i n g  studies on the waste 
package and drip shield that were completed by Bechtel in 2003. Since the value 
engineering studies were no? a con~ractuallv required deliverable. the effort was 
completed in accordance with Bechtel's procedures which did not require OCRM'M's 



review. However, in some cases, Bechtel did not adequately support the rationale for the 
selection of alternatives in the value engineering studies. For example, Bechtel changed 
the scorinn - and weishting of the various alternatives for the inner vessel des ip  without 
fully documenting their rationale for doing so. 01iginally: the value engineering stud!) 
provided a technical score of 7.8 to the 50 millimeter design while the 25 millimeter 
alternative earned a technical score of 8.2. After the value engineering team selected the 
more expensive alternative with the lower technical score, management changed the 
ratings and weightings in a manner that, ultimately, resulted in the 50 millimeter 
alternative having a very slight edge on the technical score. 

To its credit. OCRWM has taken steps to increase monitoring of the value engineering 
process. Specifically, in January 2004, OCRWM assigned a Certified Value Specialist to 
monitor all value engineering efforts at Yucca Mountain including completing 
management and technical quality reviews of reports. Additionally, OCRIVM now 
requires the value engineering studies as contractual deli verables. 

OCRWM limited the evaluation of the waste package and drip shield design so that it 
could meet the schedule for submitting the license application to the Nuclear Regulatory 
Commission. Specifically, at the time that the studies were being conducted, OCRWM 
anticipated submitting the license application by December 3004. Since some 
alternatives may have required additional analysis and testing work that could jeopardize 
meeting the December 2004 schedule, OCRWM decided to postpone consideration of 
alternatives until after receiving the license to construct the repository. 

For example, OCRWM officials stated that the 25 millimeter d e s i p  for the inner vessel 
was not recommended for further development because some of the information required 
to ascertain whether the design would meet the necessary performance functions was not 
yet available. Management told us that they may revisit this alternative when other 
operational factors that affect \IVaste package performance are finalized. However, in our 
opinion, the additional $580 million in savings associated with the 25 millimeter 
alternative is sufficient reason to conduct the necessary stuhes to prove the viability of 
the alternati\le and would be consistent with the value engineering approach. 

.Aithough i t  acted to improve monitoring ofthe Yucca Iviountain value engineering 
process. OCRWM needs to ensure that the rationale for design alternatives already 
selected is adequately documented. and that future \!slue engineering studies adequately 
consider the costs and benefits of all alternatives. 

Opportunities for Additional Cost Savings 

.4s a result. the Department's waste package and drip shield design selection contained in 
its license application to the Nuclear Regulatory Commission could cost approximately 
$4.78 billion more than other alternat~ves with greater or equal technical performance. It 
is impoilant to note that managemen1 took action on several recommendations in the 
2003 value en~ineerins studies that Bechtel estimated would save approximately S030 
mill~on; however. a potential for greater cost savings existed. Specifically, the alternative 
sclec~ed bj, th:: 2005 value engineering study for the waste package inner vessel c o s ~  
%580 million more than a competing alternative with similar technical pelfolniance 
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ratings. Also. the Department did not adequately conslder a drip shield altema~ive that 
could save an estimated $4.2 billion over the baseline desisn. 

KECOMRTENDATIONS 

We I-ecommend the Director? Office of Civilian Radioactive Waste Management: 

1 .  Impro\/e the monitoring of the alternative selection processes by: 

a. Ensuring that documents related to the design of the engineered banies be 
subjected to a formal review process; 

b. Improving the Department's documentation and justification procedures 
for alternatives selected; and, 

c.  Ensuring that future value engineering studies adequately consider the cost 
and benefits of all alternatives. 

2. Complete new value engineering studies on the design of the waste package and 
dlip shield to fully explore the issues identified in this report and evaluating any 
impact on the Department's cul-rent repository designs. 

R'I.LIN.4 GEMENT AND .4UJDI TOR COMR4ENTS 

Tc-, be added. 
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APPENDIX I 

0B.TECTIVE. SCOPE. AND RtETHODCILOGJ- 

The ob-jective of this audit was to determine whether the Department of Energy 
(Department) has fully evaluated alternat~ves for the Yucca Mounrain F'rojeci's 
engineered barrier system. 

The audit was performed from February 2006 to Septeinber 2006 at the Office of Civilian 
Radioactive Waste Management (0CRW"M) and Bechtel SAIC Company. LLC in Las 
\ ' e p s ,  Nevada. The audit \j.as limited tn the waste package, including the trunnion 
collar, and drip shield design from 3002 to 2006. 

METHODOLOGY 

To ac.colnplish the audit objective, we: 

Obtained and reviewed design documentation for the waste package and the drip 
shield; 

Inrerviewed key personnel at OCRJVM and Rechtel SAIC Cornpan)., LLC.; 

Researched Federal and Departmental regulations; 

Reviewed findings from prior audit reports; and, 

Assessed internal controls and performance measures established under the 
Government Performance and F.esu!ts .4ct of 1993. 

The audit was performed in accordance with generall!, accepted Government auditing 
standards for performance audits and included tests of internal controls and compliance 
with laws and regulations to the extent necessary to satisf~, the audit objective. 
Specifically, we tested con~rols with respect to the Department's evaluation of 
alternatives for the Yucca Mountain engineered banier system. Because our review was 
limited. it would not necessarily have disclosed all internal control deficiencies that 
ma\. have existed at the time of our audit. .41so, we considered the establishmen1 of 
performance measures in accordance with the Government Performance and Results Act 
c)P 1903 as the!, related to the audit objective and found that performance measures had 
not been established. Finally, we did not rely on automated data processing equipment 
to  accomplish our audit objective. 
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RELATED .41IDIrT REPORTS 

Report on Murz,zgenzenr Contr-01s Over the Liccrzsiag Sz~ppo~? NenuorX..fo~- the 
l'rrccu Mounzuin Reposito?y (0,4S-M-04-04, May 2004). The Department of 
en erg)^ (Department) had made significant progress in preparinz licensing related 
information for public disclosure on the Network. While the Office of Civilian 
Radioactive U7aste Management overcame certain organizational impediments 
and was optimistic that i t  wrould complete the initial certification by June 2004, 
the audit ~dentified a number of obstacles that could prevent it from doing so. 
Further, the audit found that if  the Department ulas unable to meet the deadline 
for Ketwork posting, i t  could adversely impact the submittal of the license 
application by the deadline imposed by the House Committee on Appropriations. 
The audit report made several reco~l~mendations designed to help ensure that the 
Department can move fonvard with the licensing process. 

Klrcleat- Mjaste: Teclznical, Scizcilule, and Cnsr U17certuinties ofthe l'uccu 
Mounzair? Reposiroql Prciecr (G.40-02-19 1. December 3001). The Department 
would not be able to submit an acceptable application to the ru'uclear Regulatory 
Con~mission with the expressed statutory time frames for several years because i t  
would take that long to resolve many technical issues. Further, the Department is 
unlikelv to achieve its goal of opening a repository at Yucca Mountain by 2010 
and does not have a reliable estimate of when the repository can be opened. 
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APPENDIX 3 

MkNAGEMENT COM;1IENTS 

To be added. 
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31ONETARY IMPACT OF REPORT NO.: 

1. Titlc or Audit: Audit of the Design of the Engineered Banier Svstem at the j-ucca 
Mountair1 Sile 

2. Division: E n e r g .  Science & Environmental Audits Division 

3. Project No.: A06LDO 15 

4. Type of -4udit: 

Financial: Performance: W 
Financial Statement Economy and Efficiency X 
Financial Related Program Results 

Other (specify type): 

5. Please report monetary savin,os identified in the report using applicable columns. 

FIW1)IWC; I COSTAVOIDANCE ~ OUESTIONED COSTS 

6. Remarks: The Office of Civilian Radioactive Waste Management (OCRWM) did nor fully 
evaluate alternatives for the design of the j'ucca Mountain Project's engineered bamer 
sjistem. Specifiially. the design of the waste package and d r i ~  shield for the license 
appl~cation to the Nuclear Regulatory Commission could cost approximately $4.78 billion 
more than other alternatives with greater or equal technical performance. Alternatives for the 
eneineered barrier were not fully evaiuated because OCRWM did not adequately monitor the 
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-- 
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CHAPTER 13
 

ISSUANCE AND DISTRIBUTION OF PERFORMANCE AUDIT REPORTS
 

A. SCOPE OF CHAPTER
This chapter details the procedures for transmitting reports to management, issuing and 
distributing final audit reports, and preparing final report packages.  In general, this chapter 
applies to performance audits.  However, the policies discussed have equal applicability to all 
other audits conducted by Office of Audit Services (OAS) personnel unless specifically 
addressed otherwise in Chapters 14 and 16 of this Manual that govern financial statement and 
contract audits, respectively. 

B. OBTAINING MANAGEMENT COMMENTS ON AUDIT REPORTS
The Assistant Inspector General for Performance Audits (AIGPA) or the Assistant Inspector 
General for Financial, Technology and Corporate Audits (AIGFTC) should request written 
comments on the draft audit report when transmitting it to management.  The request should task 
management to provide comments and concur or nonconcur on the facts, conclusions, 
recommendations, and potential monetary benefits contained in the draft report.  In most cases, 
the transmittal memorandum will request management to provide comments within 15 working 
days of issuance.  Exhibit A of this chapter illustrates a transmittal memorandum on a draft audit 
report.  Chapter 8 of this Manual describes how auditors should respond to management 
comments provided on draft audit reports.  After evaluating the management comments and 
completing the management comments matrix (see Exhibit G), appropriate revisions should be 
incorporated into a proposed final audit report.  This proposed final audit report should be 
furnished to management prior to the exit conference.  

C. ISSUANCE OF AUDIT REPORTS
The authority to issue audit reports depends upon the type and status of the report, as well as the 
sensitivity of the matters discussed in the report.  To the maximum extent possible, the authority 
to issue final audit reports is decentralized to allow reports to be issued timely so that appropriate 
corrective action can be taken.  The Inspector General (IG), however, reserves the authority to 
specifically designate any report for IG issuance.  The issuing authority for various types of 
reports is discussed below. 

 1. Blue Cover Reports.  The AIGPA or AIGFTC must approve all stages of a Blue 
Cover report before issuance.  As a general rule, the Deputy Inspector General for Audit 
Services (DIGAS) or the IG signs memoranda transmitting documents to an Assistant Secretary 
or above.  The IG shall sign the transmittal memoranda for final reports directed to the Assistant 
Secretary level or higher.  The AIGPA or AIGFTC shall issue and sign transmittal memoranda 
for draft reports directed to the Assistant Secretary level and any other reports the DIGAS may 
specifically designate.  (See Chapter 8 of this Manual for a description of the various types of 
audit reports issued by OAS.) 

 2. Management Control and Letter Reports.  The AIGPA or AIGFTC will issue or 
sign transmittal memoranda for Management Control and the Division Directors shall sign letter 
reports directed to Department officials at a level below an Assistant Secretary.  As appropriate, 
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Division Directors may further delegate the authority to issue or sign transmittal memoranda for 
contract and grant audit reports.  The authority to delegate does not relieve the Division 
Directors of their responsibility to assure a quality product.   

 3. Sensitive Audit Reports.  The responsible Assistant Inspector General (AIG) will 
clear audit reports of a sensitive nature with the DIGAS and the IG.  Sensitive reports include 
those that:  (1) contain an adverse opinion or examples of gross mismanagement; (2) have a 
broad or far-reaching impact; or, (3) are of particular interest to Congress, the media, or high-
level Departmental officials. 

E. FINAL REPORT DISTRIBUTION
The IG will send the Secretary an information copy of all Blue and Management Control reports.  
All reports are distributed to each Department of Energy (Department) official responsible for 
taking corrective action (officials to whom the recommendations are addressed), other 
Department officials, and to other interested parties upon receipt of a valid request. 

 1. Performance Audit Reports. The Assistant Inspector General for Resource 
Management (AIGRM) shall make report distribution for all final Blue and Management Control 
performance audit reports.  In addition to the distribution to the audited field activity, 
Management Control reports should be sent to the Headquarters program office sponsoring the 
field activity discussed in the report. 

 2. All Other Reports.  Report distribution for all other reports is as shown below: 

 

REPORT DISTRIBUTION

Office Copies

Addressee 2 
Audit Liaison 1 
DIGAS  1 
Assistant IG for Investigations 1 
AIGRM 1 
OIG Divisions 1 
Internal Audit Groups, as appropriate 1 
Audit Team 1 

 

 3. Transmittal and Information Memorandum. Copies of final reports are transmitted 
to action officials using the transmittal memoranda described below.  All final reports should be 
accompanied with a transmittal letter even when management completely agrees with the report.  
The format to be used when transmitting final reports where no Management Decision is 
required is illustrated at Exhibit B of this chapter.  Where a Management Decision is required, 
the format to be used in transmitting final reports is illustrated at Exhibit C of this chapter. 
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Final reports should also be transmitted to our Audit Liaison.  See Exhibit D of this chapter for 
the format to be used depending on whether a Management Decision is required or not required. 

 4. Blue Cover Reports.  Final Blue Cover reports are transmitted to the Secretary 
using an information memorandum containing a brief summary of the audit.  The information 
memorandum to the Secretary is bound in the audit report and signed by the IG.  Exhibit A, 
Chapter 12 of this Manual illustrates the format to be used in the information memorandum.  The 
transmittal memorandum to the action official should not contain a summary of the audit results, 
since it is already in the Secretary's information memorandum included in the audit report. 

 5. Management Control Reports.  Information memoranda for final Management 
Control reports are addressed to the Department official responsible for the audited activity, 
signed by the responsible AIG and bound in the audit report.  They contain a brief summary of 
the audit and also follow the format illustrated in Exhibit A and Exhibit B, Chapter 12 of this 
Manual. 

 6. Letter Reports.  Since letter reports are addressed to the Department official 
responsible for the audited activity, transmittal memoranda are not required. 

F. FINAL REPORT PACKAGE
The responsible AIG/Division Director are required to forward a final report package to the 
AIGAPA within five days of the final report being issued.  A final report package is required for 
all types of reports.  The final report packages for Blue and Management Control reports should 
be sent after the notification of the signature date and report number.  The final report package 
will include a Transmittal Memorandum (see Exhibit E of this chapter for an example) and the 
following attachments: (1) one copy of the final report; (2) one copy of the Monetary Impact 
Report (discussed below); and, (3) one copy of the Audit Project Summary Report, and (4) one 
copy of the Audit Database Information Sheet.  The signed transmittal memorandum in the 
package represents the AIG/Division Director's acceptance and approval of the report and 
findings contained therein. 

 1. Monetary Impact Report.  Although the full impact of OAS audits, particularly 
those resulting in increased effectiveness or improved efficiency cannot always be measured, 
many audit recommendations produce a monetary impact that can be measured and supported.  
OAS reports the monetary impact of recommendations in accordance with definitions based on 
the IG Act of 1978, as amended.  Dollar amounts should be characterized as defined in the Act.  
The Monetary Impact Report has been designed to capture and accumulate savings (both 
program improvement savings and potential recoveries) that can be reasonably measured.  
Potential recurring savings will be reported for one-year only.  See Exhibit F of this chapter for 
an example and detailed preparation instructions. 

 2. Computation of Savings.  Potential monetary savings will be reported even 
though the auditee may have disagreed with the findings and recommendations.  For summary 
reports on multi-location audits, Department-wide savings may be reportable if there is adequate 
support for a projection.  Should a finding summarize the results of reviews at several locations 
(other than summary reports on multi-location audits), the amount of potential savings reported 
will only be those that apply to the activities addressed in the finding.  For example, in an audit 
of a function at 4 of a total of 10 locations, the dollar impact will be limited to the actual sites 
visited.  An exception to this restriction would be for those cases where statistical sampling 
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techniques are used to project savings or to express an opinion regarding the entire universe from 
which the sample was drawn.  All readily identifiable costs associated with implementing the 
recommendation and affecting the savings should be considered in computing the net monetary 
impact.  Implementation costs would include not only those expected to be incurred by 
Departmental activities, but also those of other government activities.   

 3. Reporting Potential Savings.  Only those potential savings that can be reasonably 
determined and supported will be reported.  Each potential savings reported shall be keyed to a 
finding in the audit report and the basis of the savings shall be shown in the "Remarks" section 
(Item 6) of the form.  All potential savings that will benefit the Federal government shall be 
reported, with the Department's portion separately identified.  For audit reports that have 
findings and recommendations but you are unable to quantify the monetary savings, the 
"Remarks" section of the form should identify any potential future impact on the audited 
activities/locations.  For audit reports that have findings and recommendations but no reportable 
savings, the "Remarks" section of the form must contain the statement:  "Audit report contains 
no reportable potential monetary impact."  The audit workpapers must include explanations of 
why potential savings could not be determined.   

 4. Audit Project Summary Report.  The Energy Inspector General Project Tracking 
System (EIGPTS) should reflect the completion of the audit and be current.  The EIGPTS is the 
Audit Project Summary and is accessed under Audit Tracking using the RPT, "Menu of 
Reports," option.  All data should be complete with the possible exception of Office of Inspector 
General (OIG) time charged, and final billing for contractor costs and time.  This information 
should be updated in the EIGPTS as it becomes available by the Auditor-in-Charge of the 
project.  The staff day information contained in this report and the final report package 
transmittal memorandum should be essentially the same or otherwise explained. 

 5.  Audit Database Information Sheet.  The Audit Database Information Sheet (see 
Exhibit H of this chapter) will be used to ensure that all the information needed about completed 
audits is input to the EIGPTS.  This information will be used to put together briefings and/or 
answer any questions that arise about audits we have conducted.  The data will be input to 
EIGPTS by the Office of the Assistant Inspector General for Audit Planning & Administration.   
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EXAMPLE OF TRANSMITTAL MEMORANDUM FOR DRAFT REPORT 
OF BLUE OR MANAGEMENT CONTROL COVER  

PERFORMANCE AUDIT REPORTS
 
DOE F 1325.8 
(08-93) 
United States Government Department of Energy 
 

memorandum  
 
 DATE: Month X, 20XX 
 
 REPLY TO 
 ATTN OF: IG-3X (Project Number) 
   
 SUBJECT: Draft Report on "Title of Audit" 
  
                   TO: Assistant Secretary, Program X 
                      

Attached for your review and comment is a copy of our draft report on the 
subject audit.  The audit was performed at the Oak Ridge Reservation in 
Oak Ridge, Tennessee.  A copy of the related Monetary Impact of the 
finding is also attached. 
 
Please review the information in this draft, and provide written comments 
within 15 working days on the facts presented, conclusions reached, 
appropriateness of the recommendations, and reasonableness of the 
estimated potential monetary impact or other benefits that may be realized.  
If you agree with the recommendations, please state the corrective actions 
taken or planned and the actual or target dates for the actions.  Your 
comments should discuss alternative recommendations if you know of 
better ways to solve the problems discussed in the report.  If you submit 
alternatives, please estimate the potential benefits to be realized from these 
alternative actions. 
 
The Office of Inspector General (OIG) will make every effort to include 
management's comments in their entirety in the final report.  Management should 
limit its comments to no more than two pages, with more detailed comments 
addressed in an attachment.  In order to facilitate the process of placing the audit 
report on our website, please provide the OIG with an electronic version of your 
comments.  The OIG will review the comments submitted by management and 
address relevant comments in the final report or revise the report, if appropriate.  
The content of the final audit report is the responsibility of the OIG. 
 
This draft report is subject to change and does not represent the final 
position of the OIG.  Therefore, the contents shall be safeguarded at all  
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times to prevent improper disclosure.  The draft report should not be 
provided to anyone outside the Department without the express approval of  
the Inspector General.  In this context, management and operating 
contractors shall be considered to be part of the Department.  DOE Order 
221.3, as amended, states that all copies of the initial draft report remain the 
property of the Office of Inspector General and shall be returned on 
demand. 

 
We will contact you shortly to arrange a meeting on the subject report.  
Your cooperation will be greatly appreciated.  If you have any questions 
please contact [Team Leader and Assistant Division Director's name and 
telephone number]. 

 
 
 
 
                                                               NAME 
                                                               Assistant Inspector General 
             for ______________ 
                                                               Office of Inspector General 
 
Attachment 
 
cc:  DOE Managers of sites included in the review 
       Audit Liaison, Location and or Program Office  

                    Team Leader, Audit Liaison Team, CF-1.2 
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EXAMPLE OF TRANSMITTAL MEMORANDUM OF FINAL REPORT  
TO ACTION OFFICIAL AND NO MANAGEMENT DECISION REQUIRED 

 
DOE F 1325.8 
(08-93) 
United States Government Department of Energy 
 

memorandum  
 
 DATE: Month X, 20XX 
 
 REPLY TO 
 ATTN OF:
   

 IG-3X (Project Number) 

 SUBJECT: Final Report on "Title of Audit" 
  
                   TO: Action Official (The manager the report recommendations are addressed to) 
 
 

Attached is the subject report.  We initiated this audit to (purpose of audit).   
 
Our review determined that (narrative of finding and recommendations).   
 
Your comments on the report indicated concurrence with the finding and 
recommendations and that corrective action was being initiated.  Therefore, a 
Management Decision is not required.   
 
We appreciated the cooperation of your staff during our review.   

 
 
 
 
       NAME 
       Deputy Inspector General 
                for Audit Services 
       Office of Inspector General 
 
Attachment 
 
cc:  Other interested managers (sites visited, programs involved) 
       Team Leader, Audit Liaison Team, CF-1.2  
       (Local/Program) Audit Liaison 
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EXAMPLE OF TRANSMITTAL MEMORANDUM FOR FINAL REPORT 
TO ACTION OFFICIAL REQUIRING A MANAGEMENT DECISION 

 
United States Government Department of Energy 
 

memorandum  
 
 DATE: Month X, 20XX 
 
 REPLY TO 
 ATTN OF: IG-3X (Project Number) 
   
 SUBJECT: Final Report on "Title of Audit" 
  
                   TO: Action Official (The manager the report recommendations are addressed to) 
 

Attached is the subject report.  The objective of the audit was to determine 
whether….. 
 
In next paragraph provide narrative on finding and recommendations. 
 
Your comments indicated that you did not concur with the specific 
recommendations.  In accordance with DOE Order 221.3, "Establishment 
of Departmental Position on Office of Inspector General Reports," the 
Department is requested to provide a Management Decision on the finding 
and recommendations for which your office did not concur.  Paragraphs 
4.h through 4.j of the directive describe the procedures for preparing and 
processing the Management Decision.   
 
Management did not agree with the finding but generally concurred with the recommendations; 
however, an action plan was not included.  Therefore, a Management Decision is required.  The 
recommendations remain open and will be tracked in the Department Audit Report Tracking 
System.  We appreciated the cooperation of your staff during the review. 

 
 
       NAME 
       Deputy Inspector General 
                for Audit Services 
       Office of Inspector General 
 
Attachment 
 
cc:  Other interested managers (sites visited, programs involved) 
       Team Leader, Audit Liaison Team, CF-1.2  
       (Local/Program) Audit Liaison 
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EXAMPLE OF TRANSMITTAL MEMORANDUM  
FOR FINAL REPORTS TO AUDIT LIAISON  

 
DOE 1325.8 
(08.93) 

United States Government Department of Energy 
 

memorandum  
 
 DATE: Month X, 20XX 
 
 REPLY TO 
 ATTN OF: IG-3X (Project Number) 
   
 SUBJECT: Final Report on "Title of Audit" 
  
                   TO: Team Leader, Audit Liaison Team, CF-1.2 
 

When No Management Decision is Required 
 

Attached are the subject report and management's comments.  Management 
concurred with finding and provided acceptable corrective action plans for the 
recommendations.  Therefore, no Management Decision is required.  However, 
the recommendations remain open and should be tracked in the Departmental 
Audit Report Tracking System until corrective actions are completed. 

 
When a Management Decision is Required 
 
Attached is the subject report with management's comments.  Management did 
not concur with or propose acceptable corrective actions for the finding and 
recommendations.  Therefore, a Management Decision is required for the finding 
and recommendations.   
 
We appreciate your cooperation. 

 
 
 

NAME 
Assistant Inspector General 
    for _________________  
Office of Inspector General 

 
Attachment 

 
cc: Official(s) Responsible for Activities Discussed in the Report  

  (Local/Program) Audit Liaison 
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EXAMPLE OF TRANSMITTAL MEMORANDUM FOR  
FINAL REPORT PACKAGE 

 
 
 

DOE F 1325.8 
(08-93) 
United States Government Department of Energy 
 

memorandum  
 
 DATE:    
 
 REPLY TO 
 ATTN OF: IG-30 (Project Number)   
   
 SUBJECT: Audit Report on "___________________________________________________" 
 
                   TO: Assistant Inspector General for Audit Planning and Administration  
    

Attached is the required final report package on the subject audit.  The pertinent details 
are:   
 
1. Actual Staff days:      
 

Actual Elapsed days:   _    
 
 
2. Names of OIG audit staff: 
 

Assistant Director:   _____________ 
Team Leader:    ______________  
Auditor-in-Charge:   ______________ 

 
 
3. Coordination with Investigations and Inspections: 
 

The draft report was provided to the Office of Investigations and the Office of 
Inspections for comment on ___________.  Their responses indicated that the report 
would not affect any ongoing investigations or inspections. 

 
 
 

      __________________ Director/AIG 
      _____________Audits Division 
      Office of Inspector General 
Attachments: 
 
1. Final Report  
2. Monetary Impact Report 
3. Audit Project Summary Report 
4. Audit Database Information Sheet 
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EXAMPLE OF MONETARY IMPACT STATEMENT 
 
 

MONETARY IMPACT OF REPORT NO.:     
 
 
1.  Title of Audit:       
  
2.  Division:       
  
3.  Project No.:       
 
4.  Type of Audit:  (Definitions and examples of audit types are found in Chapter 2 of the OIG 
Audit Manual.) 
 

Financial:    Performance:   
Financial Statement   Economy and Efficiency   
Financial Related   Program Results   

Other (specify type):       
 
5.   Please report monetary savings identified in the report using applicable columns.  Provide 
additional explanations of audited activities/locations in Section No. 6 - Remarks. 
 

 
FINDING 

 
COST 

AVOIDANCE 

 
QUESTIONED COSTS 

MGT. 
POSITION 

POTENTIAL 
BUDGET 
IMPACT 

(A) (B) 
Title 

 

(C) 
One 
Time 

 

(D) 
Recurring 
Amount 
PerYear 

(E) 
Questioned  

(F) 
Unsup-
ported 

(G) 
Unre-
solved 

(H) 
Total 

(E)+(F)+(G) 

(I) 
C=Concur 
N=Noncon 
U=Undec 

(J) 
Y=Yes 
N=No 

 This row will expand 
automatically from top to 
bottom as data is entered.  
See page 2 for additional 
explanations for columns 
(A) through (G) and 
printing. 

      
 
 

  

TOTALS--ALL FINDINGS        

 
 
6.  Remarks:  Provide additional explanations here for amounts included in columns (C) through 

(G). 
 
7.  Contractor:       10.  Approvals:  
8.  Contract No.:       Division Director/Date:  
9.  Task Order No.:        Technical Advisor & Date  
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Table Instructions 
 

Below are additional Notes for the Table Heading, Columns (A) through (G).  Do not 
print this page for the Audit Report. 
 
(A) Identify the Finding Number in the Audit Report. 

(B) Provide a brief description of the Title of the Finding. 

(C) Use this column for one-time costs that could have been avoided had the tested 
area been functioning efficiently and effectively. 

(D) Use this column for recurring costs that could have been avoided had the tested 
area been functioning efficiently and effectively. 

(E) Use this column for amounts Office of Inspector General (OIG) reviewed and 
made a determination as to allowability, allocability, and reasonableness of 
expenses per applicable rules, regulations, policies, and procedures. 

(F) Use this column for amounts where OIG selected amounts for review but the 
auditee was unable to support amounts with adequate documentation. 

(G) Use this column for amounts where OIG can not quantify savings due to 
unaudited amounts claimed on Statement of Cost Incurred and Claimed such as 
subcontract costs, home office expenses, and other similar items. 
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EXAMPLE 
 
 

MANAGEMENT COMMENTS MATRIX 
 
 

 
Report Title 

OIG Handling of [Title or Office responding] Detailed Comments 

Management Comment Auditor Response Disposition  
Report Reference  

(if applicable) 
        
(Example entry)       
        
Cost of capital has been 
overstated for each of the 
categories outlined in the 
report.  Interest rates were 
recently updated by the 
Department of the Treasury but 
have not been reflected in the 
calculation. 

The cost of capital was 
calculated using interest rates set 
forth in the Department's 
Accounting Handbook.  The 
Handbook reflects rates in effect 
at the time the decision to incur 
the charges were made. 

No changes are necessary 
regarding the cost of capital.  
Additional language is needed 
to clarify the fact that the rates 
used were those in effect at the 
time of the acquisition. 

Change made on page 3, 2nd 
full paragraph.  Footnote 
modified to clarify rates used. 
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EXAMPLE  
 
 

AUDIT DATABASE INFORMATION SHEET 
 
 
1. Project No.:    __________ 
 
2. Title of Audit:   __________ 
 
3. Report No./Date   ____________ 
 
4. Management Challenge Area:  ___________________________________ 
 
5. Presidential Mgmt Initiative:   ____________________________________ 
 
6. Secretary Priority/Initiative:   ____________________________________ 
 
7. Program Code:   ______________ 
 
8. Location/Sites:   _______________ 
 
9. Finding Summary:   
 
 
 
10. Keywords:  (include as many as you like) 

 ______________________ 
                         ______________________ 
                    ______________________ 

September 2006           13-H-1                Release 6 



CHAPTER 14 -- FINANCIAL STATEMENT AUDITS                                             

CHAPTER 14 
 

FINANCIAL STATEMENT AUDITS 
 

A. SCOPE OF CHAPTER
This chapter provides guidance for conducting financial statement audits.  It addresses both 
separate entity/fund financial audits and the audit of the Department of Energy (Department's) 
consolidated financial statements. 

B. OVERVIEW OF FINANCIAL STATEMENT AUDITS
The Government Management Reform Act of 1994 (GMRA) established requirements within the 
Federal government for audited financial statements.  The Federal Financial Management 
Improvement Act (FFMIA) of 1996 builds upon and complements GMRA.  It requires auditors 
to evaluate and report on an agency's financial management systems compliance in three areas:  
Federal financial management system requirements, Federal accounting standards, and the U.S. 
Standard General Ledger at the transaction level. 

The Chief Financial Officers (CFO) Act required that not later than March 31, l992, and each 
year thereafter, the Department prepare and submit to the Director of the Office of Management 
and Budget (OMB) a financial statement for the preceding fiscal year covering (1) each 
revolving fund and trust fund of the agency; and, (2) to the extent practicable, the accounts of 
each office, bureau, and activity of the agency which performed substantial commercial 
functions during the preceding fiscal year. 

The GMRA amended the CFO Act and no longer mandates the performance of the separate 
entity/fund audits for the Department's revolving funds, trust funds, and accounts that involve 
substantial commercial functions.  However, program managers value the information provided 
by such audits and have elected to continue providing funding for their execution.  The GMRA 
did expand the provisions of the CFO Act and now requires that audited financial statements 
covering all accounts and associated activities of the Department be submitted to OMB by a 
designated date each year.  These financial statement audits are to be conducted in accordance 
with generally accepted government auditing standards by the Office of Inspector General (OIG) 
or by an independent external auditor, as determined by the OIG. 

 1. Objectives of Financial Statement Audits.  The objective of a financial statement 
audit is to determine whether the financial statements of an audited entity present fairly in all 
material respects the financial position, net costs, changes in net position, budgetary resources, 
financing activities, and custodial activities in accordance with Federal accounting standards.  

 2. Financial Auditing Standards and Guidance.  When performing financial 
statement audits, auditors will adhere to established standards governing financial statement 
auditing in the Federal government.   

 a. Government Auditing Standards.  The cited legislation requires that the 
standards published in "Government Auditing Standards, 1994 Revision", also known informally 
as the "Yellow Book", be followed in audits of Federal departments and agencies.  Specifically, 
Chapters 3, 4, and 5 of the U. S. Government Accountability Office (GAO) "Yellow Book" 
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describe standards to be followed when performing financial statement and financial related 
audits.  For financial statement audits, generally accepted government auditing standards 
incorporate the American Institute of Certified Public Accountants' (AICPA) three general 
standards (staff qualifications, independence, and due professional care), three generally 
accepted standards of field work (planning; internal controls; and sufficient, competent 
evidential matter), and four generally accepted standards of reporting (generally accepted 
accounting principles, consistency, disclosures, and opinion).  GAO published an update to the 
Yellow Book in 2003 that supersedes the 1994 version, although Chapters 3, 4, and 5 remain 
applicable to OIG auditing activities.  This revision made changes to the standards in three areas:  
(1) redefining the types of audits and services covered by the standards, including an expansion 
of the "performance auditing" definition to include prospective analyses and other studies, as 
well as adding attestation as a separate type of audit; (2) providing consistency in field work and 
reporting requirements for the types of audits covered by the standards; and (3) strengthening the 
standards and clarifying the language in various areas of the Yellow Book. 

 b. OMB Bulletin and Amendments on "Audit Requirements for Federal 
Financial Statements."  The CFO Act, as expanded by the GMRA and FFMIA, requires OMB to 
establish government-wide financial management policies for executive departments and 
agencies and to provide overall direction and leadership to the Executive Branch on financial 
management matters.  OMB's financial audit bulletin and amendments implement the audit 
provisions of these Acts, establishing the audit requirements for Federal financial statements, 
including OIG oversight, the scope of the audit, and depth of coverage in the audit reports 
resulting from the audit. 

 c. The GAO/President's Council on Integrity and Efficiency (PCIE) 
Financial Audit Manual (FAM).  This Manual describes the GAO/PCIE methodology for 
financial statement audits.  It contains detailed implementation guidance for all four phases of an 
audit: (1) planning; (2) internal control evaluation; (3) testing of accounts, controls, and 
compliance; and, (4) reporting.  Included in the GAO/PCIE Manual is specific guidance for such 
critical procedures as assessing risk, establishing materiality, determining sample size, 
identifying specific laws and regulations for testing, evaluating an entity's financial integrity 
process, and assessing budget execution and data processing controls.  

 3. Accounting Principles and Standards.  To meet the objectives of a financial 
statement audit, the auditor needs to understand the appropriate accounting principles and 
standards used to prepare the financial statements.  The Yellow Book cites three authoritative 
bodies for generally accepted accounting principles:  the Governmental Accounting Standards 
Board (GASB), the Financial Accounting Standards Board (FASB), and the sponsors of the 
Federal Accounting Standards Advisory Board (FASAB).  GASB establishes accounting 
principles and financial reporting standards for state and local government entities.  FASB 
establishes accounting principles and financial reporting standards for non-government entities. 

• The sponsors of FASAB--the Secretary of the Treasury, the Director of 
OMB, and the Comptroller General-- jointly establish accounting 
principles and financial reporting standards for the Federal government, 
based on recommendations from FASAB.  The Director of OMB and the 
Comptroller General will issue specific standards agreed upon by these 
three officials as FASAB standards.   
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In April 2001, the AICPA, through the Statement on Auditing Standards (SAS) No. 69, 
The Meaning of Present Fairly in Conformity with Generally Accepted Accounting 
Principles (GAAP) in the Independent Auditor's Report, as amended by SAS No. 91, 
Federal GAAP Hierarchy, established the following hierarchy of accounting principles 
for Federal government entities: 

• FASAB Statements and Interpretations plus AICPA and FASB pronouncements if made 
applicable to Federal governmental entities by a FASAB Statement or Interpretation; 

• FASAB Technical Bulletins and the following pronouncements if specifically made 
applicable to Federal governmental entities by the AICPA and cleared by the FASAB: 
AICPA Industry Audit and Accounting Guides and AICPA Statements of Position;  

• AICPA Accounting Standards Executive Committee (ACSEC) Practice Bulletins if 
specifically made applicable to Federal governmental entities and cleared by the FASAB 
and Technical Releases of the Accounting and Auditing Policy Committee of the 
FASAB; and, 

• Implementation guides published by the FASAB staff and practices that are widely 
recognized and prevalent in the Federal government. 

C. CONSOLIDATED FINANCIAL STATEMENT AUDITS 
This section describes the audit strategy, staffing of findings and recommendations, management 
response process, and reporting policy for the audits established by GMRA. 

 1. Audit Strategy.  Under an audit strategy adopted by the OIG, the Office of Audit 
Services (OAS) uses the combined efforts of the Office of the Assistant Inspector General for 
Financial, Technology and Corporate (AIGFTC) Audits and Independent Public Accountants 
(IPA) to accomplish GMRA audits.  The AIGFTC is responsible for ensuring that audits 
required under GMRA are completed on time, including necessary coordination and 
development and implementation of a quality assurance process.  This quality assurance effort 
will be conducted in concert with the work performed by IPAs on the consolidated financial 
statements of the Department as well as the separate entity/fund financial audits that feed into the 
Department-wide financial statement audit and direct reliance will be placed upon the work 
performed by the IPAs in this regard. 

  a. Office of the AIGFTC – Financial Consolidation, Coordination and 
Reporting Group.  The Consolidation and Reporting Group established in the Office of the 
AIGFTC is designated the audit control point to ensure that the audit requirements associated 
with the Department's consolidated financial statements are achieved in a timely manner with a 
quality product.  Specifically, the Consolidation and Reporting Group is responsible for: 

• Preparing and issuing announcement letters, and arranging and 
participating in entrance and exit conferences; 

• Developing all IPA work orders and task orders, and reviewing early task 
order deliverables; 

• Ensuring that the IPA has provided independence statements and auditor 
qualifications information, as necessary, for employees and subcontractor 
employees assigned to the audit; 
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• Arranging audit coordination meetings with the IPA and CFO and 
attending all significant meetings; 

• Reviewing IPA monthly status reports and billing invoices; 

• Technical monitoring and oversight of all work performed by the IPA 
including reviewing all findings; 

• Coordinating, developing, and performing quality assurance procedures 
including execution of the Quality Control Review Checklist and follow-
up on disposition of OIG comments by the IPA; 

• Conducting segments of the consolidated financial statement audit as 
necessary to ensure that the audit is completed within established 
timeframes; 

• Developing and updating, as appropriate, a detailed risk assessment and a 
strategic plan which lays out the overall management approach for the 
audit, including milestones and staffing estimates; 

• Developing reporting formats for workpaper summaries and audit reports; 

• Coordinating the development of the Department-wide financial statement 
audit report and Headquarters management report; coordinating financial 
statement audit activities with external agencies, such as GAO, OMB, and 
Internal Audit; and, 

• Overseeing implementation of the FFMIA. 

  b. Office of the AIGFTC – Field Financial and Corporate Audits.  The Field 
Financial Group is responsible for portions of the consolidated financial statement audit at 
the field site level to include: 

• Performing quality assurance procedures at the field site level; 

• Coordinating and performing field financial statement audit efforts as 
necessary; 

• Providing progress reports to the Financial, Technology and Corporate 
Technical Monitor on field financial statement audit activities; 

• Reviewing field workpaper summaries and audit findings; 

• Coordinating field efforts with the Technical Monitor; 

• Overall management of field Auditors-in-Charge and audit staff; and, 

• Field oversight of IPA performance of agreed upon procedures. 

  c. IPA Resources.  The audit report on the Department's consolidated 
financial statements will be based upon audit work conducted by the OIG and by the IPA(s) on 
the consolidated financial statements and the individual separate entity/fund financial statement 
audits.  In addition, the OIG may contract with an IPA to perform specific agreed upon audit 
procedures.  The Technical Monitor will coordinate the issuance of work orders identifying the 
procedures to be performed by the IPA and coordinate IPA work to address audit needs as 
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appropriate.  As necessary, the Technical Monitor will rely to the extent possible on the direct 
assistance of internal auditors in applying specific audit procedures in support of financial 
statement audits.  The Technical Monitor will obtain assurance that such audit work meets 
professional audit standards through the current annual Internal Audit assessment process and 
other quality assurance procedures. 

 2. Staffing of Findings and Recommendations.  While the elements of findings and 
recommendations developed during financial audits parallel those developed during performance 
audits, the tighter reporting deadlines dictate a more streamlined staffing process.  Rather than 
waiting for a draft audit report, findings and recommendations should be developed and staffed 
as soon as possible during the execution of the audit.  Departmental management should provide 
comments on these findings and recommendations, including corrective actions taken or 
planned. 

 3. Management Comments on Audit Findings.  Management should be notified that 
timely response to findings and recommendations is essential if management views are to be 
included in the final report.  When management responds in a timely manner, their comments 
will be included in the related audit report.  Due to the short reporting timeframe, the normal 
management reply process employed by the OIG will not be used.  The audit team will obtain 
management comments on the findings and recommendations and hold an exit conference with 
appropriate management personnel.  Normally, a draft copy of the report will be provided to 
management prior to the exit conference.  A formal management response will not be required, 
and issuance of financial statement audit reports will not be delayed pending receipt of 
management comments to a draft report.  Management's formal position on audit results will be 
established through the audit resolution process. 

 4. Reporting.  At the completion of fieldwork, the IPA, in consultation with the OIG, 
will prepare and issue a series of reports to Departmental management, both at Headquarters and 
to each applicable field/operations office.   

 a. Department-wide Report.  The Department-wide report transmitted to the 
Secretary of Energy by the Inspector General, will consist of an Executive Summary and the 
following three parts, issued under one cover: 

 (1) Report on the Department of Energy's Consolidated Financial 
Statements.  Based on the audit work performed, the IPA renders (or disclaims) an opinion on 
whether the Department's financial statements present fairly, in all material respects, the 
financial position, net cost, changes in net position, budgetary resources, financing activities, and 
custodial activities in accordance with Federal accounting standards.  The format for this report 
will be consistent with OMB guidance and AICPA standards.  The audit opinion will fall into 
one of the following categories: 

• Unqualified (Clean) Opinion - The auditor is able to express an 
unqualified opinion only if the audit has been conducted in 
accordance with generally accepted governmental auditing 
standards and the auditor has been able to apply all the procedures 
the auditor considers necessary in the circumstances.  In an 
unqualified opinion on the financial statements, the auditor 
concludes that the financial statements present fairly, in all 
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material respects, the financial position, net cost, changes in net 
position, budgetary resources, financing activities, and custodial 
activities in accordance with appropriate accounting principles and 
practices.   

• Qualified (Except for) Opinion - A qualified opinion states that 
"except for" the effects of the matter to which the qualification 
relates, the financial statements are fairly presented.  A qualified 
opinion can result from a scope limitation or a departure from the 
appropriate accounting principles when the auditor has concluded 
not to express an adverse opinion.   

• Adverse Opinion - An adverse opinion states that the financial 
statements do not fairly present the financial position, net cost, 
changes in net position, budgetary resources, financing activities, 
and custodial activities in conformity with Federal accounting 
standards.  This type of opinion is expressed on the financial 
statements taken as a whole when there are material departures 
from established accounting principles.  

• Disclaimer - In a disclaimer, the auditor does not express an 
opinion on the financial statements.  A disclaimer of opinion is 
appropriate when the audit scope is not sufficient to enable the 
auditor to express such an opinion. 

(2)       Report on Internal Control Structure.  The Report on Internal 
Controls will: 

• State that, with respect to the internal controls pertaining to the 
financial statements, the auditor obtained an understanding of the 
design of significant internal control structure policies and 
procedures, determined whether they have been placed in 
operation, assessed control risk, and performed tests of the 
Department's internal controls.  See Chapter 5 of this Manual for 
particulars on assessing internal controls. 

• State that, with respect to the performance measures reported in the 
overview, the auditor obtained an understanding of significant 
internal controls related to the existence and completeness 
assertions as required by the current OMB Bulletin.  

• State that with respect to Required Supplementary Stewardship 
Information (RSSI), the auditor determined whether internal 
controls had been placed in operation, assessed control risk, and 
performed tests of controls as required by the current OMB 
Bulletin. 

• Classify reportable conditions and material weaknesses identified 
in accordance with the following definitions. 
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Reportable conditions are matters coming to the auditor's attention 
that, in the auditor's judgment, should be communicated because 
they represent significant deficiencies in the design or operation of 
the internal controls which, in the auditor's judgment, could 
adversely affect the organization's ability to record, process, 
summarize, and report financial data consistent with assertions 
made by management in the financial statements.  Reportable 
conditions which meet the materiality level established for the 
consolidated financial statement audit will be addressed in the 
Department-wide report on internal controls.  All other reportable 
conditions will be addressed in the Headquarters management 
report or in local reports. 

A material weakness in the internal controls is a reportable 
condition in which the design or operation of one or more of the 
internal control elements does not reduce to a relatively low level 
the risk that misstatements in amounts that would be material to 
the financial statements being audited, or material to performance 
measures or the aggregation of performance data, may occur and 
not be detected within a timely period by employees in the normal 
course of performing their assigned functions.  All material 
weaknesses will be addressed in the Department-wide report on 
internal controls. 

• State that, in evaluating internal controls, the auditor considered 
matters reported by the Department in compliance with the Federal 
Managers' Financial Integrity Act of 1982 (FMFIA), prior and 
current audit reports, and other independent audit reports on 
financial matters and internal accounting control policies and 
procedures. 

• Disclose the status of known but uncorrected significant findings 
and recommendations from prior audits that affect the current audit 
objective.   

 (3) Report on Compliance with Laws and Regulations.  Auditors will 
report the scope of their testing of compliance with laws and regulations and the results of those 
tests.  When auditors conclude, based on evidence obtained, that an irregularity or illegal act 
either has occurred or is likely to have occurred, they will report relevant information.  The 
auditor will also report whether the Department's financial management systems substantially 
comply with FFMIA.   

 b. Management Letter(s).  The auditor will communicate those findings 
identified during the consolidated financial statement audit that were not considered to be 
reportable conditions and other management issues within the purview of the Department's CFO 
(i.e., policy related issues) in a management report.  This management report will be prepared by 
the IPA and authenticated by the AIGFTC, and is intended to inform Department management of 
weaknesses that were not included in the Report on Internal Control Structure in the Department-
wide report.   
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D. SEPARATE ENTITY/FUND FINANCIAL AUDITS 
This section describes the audit entities, audit strategy, organizational approach, quality 
assurance, and reporting processes for separate entity/fund financial audits. 

 1. Audit Entities.  Financial statement audits of the following eight Departmental 
separate entities/funds may be performed on an annual basis: 

• Southeastern Federal Power Program 

• Southwestern Federal Power System 

• Western Area Power Administration 

• Bonneville Power Administration (Federal Columbia River Power System) 

• Uranium Enrichment (Decontamination and Decommissioning) Fund 

• Federal Energy Regulatory Commission 

• Nuclear Waste Fund 

• Isotope Production and Distribution Fund 

 2. Audit Strategy.  The Department has historically contracted with IPA firms to 
perform financial statement audits of the separate entities/funds.  While all of these audits are 
administered and coordinated by the OAS, sponsoring programs separately fund them.  
Assuming that funds are available, current OIG policy indicates that such work will continue to 
be performed by IPAs.  In conjunction with sponsoring program elements, OAS will generally 
establish and execute a task order describing the level of effort needed for each engagement and 
monitor IPA activities throughout the course of the engagement. 

 3. Organizational Approach.  The Deputy Inspector General for Audit Services 
(DIGAS) has assigned responsibility for separate entity/fund financial audits to the Office of the 
AIGFTC, to include the necessary coordination and for developing a quality assurance process.  
To aid in accomplishing this goal, technical direction and oversight functions (to include quality 
assurance checks) are performed by field auditors with respect to the individual audits within 
their programmatic areas of responsibility.  Results of all monitoring activities will be 
coordinated with and provided to the AIGFTC Technical Monitor.  OAS Headquarters staff will 
provide advice and assistance on overall policy matters. 

 4. Quality Assurance.  To ensure that the IPA provides the OIG with quality reports 
for the separate entity/fund financial audits administered by the OAS, an Office of the AIGFTC 
Technical Monitor will be assigned to oversee the progress and status of each audit.  The 
Technical Monitor's responsibilities include, but are not limited to, the following: 

• Providing periodic status updates and coordinating all significant accounting or 
programmatic issues with the Financial and Audit Follow-up Group; 

• Reviewing the IPA's audit approach and milestones for the audits; 

• Determining whether major financial system enhancements are sufficiently 
reviewed in the IPA's internal control work; 
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• Participating in progress meetings with the CFO and program management staff 
to monitor control and substantive test work and to assist in early resolution of 
problems; 

• Performing workpaper reviews using the Guide for Quality Control Review of 
Stand Alone Financial Statement Audits and reporting on the results of the review 
to the IPA; and, 

• Reviewing draft and final audit reports for accuracy and completeness. 

 5. Reporting.  Separate entity/fund audits are performed annually.  The IPA will 
submit its work products directly to the Consolidation and Reporting Audit Group in the Office 
of the AIGFTC.  This audit group will prepare and sign memorandum transmitting reports to the 
auditees (no longer addressed to the Secretary).  The Office of the AIGFTC will distribute 
reports to all primary recipients, i.e., addressees, ccs, audit liaisons, other OIG audit offices, etc.  
Additional copies should be provided to the Office of Financial Resources to have on-hand and 
to be sent out on request.   
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CHAPTER 15 
 

CONTRACT AUDITING 
 

A. SCOPE OF CHAPTER 
This chapter covers policies for auditing negotiated contracts and subcontracts other than 
integrated contracts.  The Office of Inspector General (OIG) assessment of the allowability and 
reasonableness of costs incurred by the Department of Energy (Department's) integrated 
contractors is addressed in Chapter 20 of this Manual. 

B. BACKGROUND 
The Department enters into negotiated contract agreements with commercial organizations, non-
profit organizations, and colleges and universities.  These agreements range from fixed-price 
contracts, where for a set price the contractor assumes full risk for all costs and resultant profit or 
loss, to cost-plus-fixed-fee contracts under which the Department assumes full risk and 
reimburses the contractor for actual costs incurred plus a fixed amount for profit. Although these 
agreements can be prime contracts or subcontracts, they will be referred to as "contracts" 
throughout this chapter. 

To assist the Department in awarding and in administering contracts, the contract auditor 
provides the Contracting Officer with financial advice and recommendations.  For example, 
before the Department awards a contract, the auditor provides the Contracting Officer with an 
evaluation of the allowability and reasonableness of the cost proposed by the prospective 
contractor (offeror).  In addition, the auditor can provide the Contracting Officer with advice and 
recommendations on financial-related issues such as the adequacy of the offeror's cost 
accounting system and the offeror's financial capability to perform the contract work.  After a 
contract is awarded, the auditor assists the Contracting Officer in administering the contract.  
Specifically, the auditor provides an opinion on the allowability of the actual costs claimed by 
the contractor, the contractor's compliance with contract terms and applicable laws and 
regulations, and the adequacy of the contractor's cost accounting system.  Because Office of 
Inspector General (OIG) auditors are independent of the procurement organization, they are able 
to offer objective advice and recommendations to the Contracting Officer and the procurement 
team. 

C. TYPES OF CONTRACT AUDITS
The principal types of contract audits are the pre-award audit and the cost incurred audit.  In 
addition, contract auditing also includes audits of cost accounting systems, financial capability, 
forward pricing rates, termination claims, defective pricing, progress payments, and verbal rate 
verifications.  A discussion of each type of contract audit follows: 

 1. Pre-award.  The Contracting Officer may request the auditor to perform a pre-
award audit before the Department enters into a negotiated contract.  The objective of a pre-
award audit is to evaluate the allowability, allocability, and reasonableness of the offeror's 
proposed costs for use as the basis for negotiating a contract amount.  In addition, when the 
Department has no prior experience or unfavorable prior experience with an offeror, the 
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Contracting Officer might also request that the pre-award audit evaluate other financial-related 
issues such as the offeror's cost accounting system and financial capability.  Audit results are 
used in negotiating the contract amount. 

 2. Incurred Cost.  After a cost-type contract has been awarded, incurred cost audits 
are generally performed when requested by the Contracting Officer or as scheduled by the 
auditor.  The objective of the incurred cost audit is to determine the allowability of the direct and 
indirect costs claimed by the contractor for performing the contract work.  Allowable costs are 
costs incurred that are reasonable, allocable, and in accordance with the terms of the contract, 
applicable cost principles, laws and regulations, and generally accepted accounting principles 
and practices appropriate to the particular circumstances.  For multi-year contracts, interim 
audits of incurred direct costs may be required.  The frequency of interim audits of direct cost 
will depend upon contract dollar value and period of performance, requests from the Contracting 
Officer, and availability of audit resources.  An interim audit of indirect costs may be required 
annually in order to finalize indirect cost rates. 

 3. Cost Accounting System.  In general, a contractor's cost accounting system 
should ensure that the contractor claims only the allowable costs for the contract effort.  The 
Contracting Officer can request a cost accounting system audit as part of a pre-award or incurred 
cost audit or as a separate audit.  The objective of the cost accounting system audit is to 
determine if the contractor's or offeror's cost accounting system is adequate for estimating, 
accumulating, and reporting costs.  In addition, the Contracting Officer can also request the 
auditor to review the adequacy of the contractor's Cost Accounting Standards Disclosure 
Statement and/or to determine if the contractor is in compliance with the Cost Accounting 
Standards.  (See Chapter 17 of this Manual for further details on these types of audit efforts).  
Also, in assessing audit risk for an incurred cost audit, the auditor will evaluate the contractor's 
cost accounting system to determine the reliance that can be placed on it. 

 4. Financial Capability.  A Contracting Officer may request an evaluation of the 
financial capability of an offeror when there are questions about the offeror's financial resources.  
For example, financial information, such as a balance sheet and income statement, submitted as 
part of the offeror's proposal, can raise questions about the adequacy of the offeror's cash flow or 
credit rating.  A pre-award audit might also raise questions about the offeror's financial 
resources.  Frequently, the Contracting Officer requests a financial capability review be included 
in a pre-award audit, but it can also be requested separately.  The objective of the financial 
capability review is to determine whether the offeror has the financing resources to perform the 
work required under the contract. 

 5. Forward Pricing Rates.  When a contractor will likely submit a large number of 
proposals to the Department, it may be appropriate for the Contracting Officer and the contractor 
to agree in advance on certain cost factors to be used for a specified period, rather than to 
develop and audit cost factors anew for each proposal.  The cost factors to be covered by 
advance agreements may include the contractor's indirect cost rates, labor hour rates, material 
burden rates, and other charging rates.  Under these circumstances, the Contracting Officer might 
request a forward pricing rate audit.  The objective of a forward pricing rate audit is to determine 
whether the contractor's proposed forward pricing rates are allowable, allocable, and reasonable 
for contractor cost proposals that will be submitted during a specified period. 
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 6. Contract Termination.  Occasionally, Department contracts are fully or partially 
terminated.  A termination may be at the Department's convenience or because of default by the 
contractor.  In developing a termination settlement proposal, the contractor generally requests 
compensation for all costs resulting from the contract not being carried to completion.  In these 
circumstances, the Contracting Officer might request a contract termination audit.  The objective 
of the audit is to determine the allowability, allocability, and reasonableness of the amounts 
claimed in the contractor's termination proposal. 

 7. Defective Pricing.  The Truth in Negotiations Act, enacted in 1962, requires 
contractors, under certain circumstances, to certify their cost or pricing data supporting proposed 
costs.  The Act further provides for the contract price to be adjusted when such certified data are 
found to be inaccurate, incomplete, or noncurrent as of the date of the final agreement on the 
contract price.  The Contracting Officer may request or the auditor can initiate a post award audit 
for defective pricing.  The objective of the defective pricing audit is to determine whether data 
relied upon in contract negotiations were accurate, complete, or current as of the date of the final 
agreement on price and whether reliance on any inaccurate, incomplete, or noncurrent data 
increased the contract price. 

 8. Progress Payments.  Progress payments are usually authorized in contracts 
involving long-production lead times and requiring significant expenditures prior to delivery.  
Progress payments based on costs are usually limited to a stated percent of total costs.  The 
payments are for work performed on the undelivered portions of the contract.  The Contracting 
Officer sometimes requests the audit of a progress payment.  The objective of the progress 
payment audit is to determine whether the contractor's progress payment request is based on 
actual allowable incurred costs and complies with the progress payment terms of the contract. 

 9. Rate Verification.  The Contracting Officer may verbally request the auditor to 
verify or comment on indirect cost rates and other charging rates proposed by an offeror.  If 
current or very recent rate information has been audited, the results can be used to reply to verbal 
requests for rate verification.  However, if there is no recent audit history, it may be impossible 
to respond to a verbal request without conducting a pre-award audit. 

 10. Letter of Credit.  Some contractors are funded by a letter of credit.  The 
Contracting Officer may request an audit of the contractor's letter of credit practices.  The 
objective of a letter of credit audit is to determine whether the contractor's cash management and 
monitoring practices are adequate to ensure proper accounting for and physical security of funds 
drawn down and whether cash balances are maintained at the minimum level needed to satisfy 
only immediate payment needs. 

D. AUDIT COGNIZANCE
The cognizant audit agency is the Federal agency that is responsible for performing the contract 
audits at a specific government contractor.  It is the government's general policy that only one 
agency will be designated as the cognizant audit agency for a contractor site in order to ensure 
audit consistency, avoid duplication of effort, and facilitate contract administration. 

Audit cognizance also results in efficient use of audit resources because it enables one set of 
auditors to develop experience and a knowledge base for the contractor's operations and cost 
accounting system.  As a general rule, government policy requires the agency that awards the 
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predominance of contract dollars to a contractor to be the cognizant audit agency.  For most of 
the Department's non-integrated contractors, audit cognizance has been assigned to the Defense 
Contract Audit Agency (DCAA). 

The specifics of the new performance-based contracts vary widely by location, but the common 
denominator is that a performance-based contract contains incentives to encourage contractor 
achievement of clearly defined performance goals.  These include monetary incentives (e.g., 
fees) and non-monetary incentives (e.g., length of contract period).  The incentives are designed 
to encourage and reward accomplishment of specific performance criteria, and discourage and 
penalize substandard performance. 

For some contractors the Department has been designated as the cognizant audit agency.  
Examples are the Fernald Restoration Site, the Thomas Jefferson National Accelerator Facility, 
Princeton University, and Kaiser-Hill, LLC, at Rocky Flats.  The latter contract is the 
Department's new performance-based management contract format, and the Department's Office 
of Audit Services (OAS) within the OIG will retain cognizance of this new approach.  The OIG's 
audit cognizance posture is detailed in Exhibit A of this chapter. 

E. GENERAL CONTRACT AUDIT POLICIES 
The following are OAS policies applicable to contract audits. 

 1. Timing of Contract Audits.  Scheduling of contract audits, other than pre-award 
audits, will generally be based on the needs of the Contracting Officer and efficient use of 
available audit resources.  The auditor should reach an agreement with the Contracting Officer 
on the scheduling of required incurred cost audits.  The frequency of interim audits of direct cost 
audits will depend on such factors as contract dollar value and length of performance period, 
prior audit findings, reliability of the cost accounting system, requests from the Contracting 
Officer, and availability of audit resources.  Interim audits of indirect costs may be required 
annually in order to finalize indirect cost rates.  When audit resources permit, final incurred cost 
audits should be scheduled to be completed by 180 days after the auditor receives the 
contractor's final claim and all supporting contract closeout documentation.  Whenever possible, 
the auditor will cover multiple contracts and fiscal years in one audit to maximize audit 
resources. 

The auditor must give priority to completing pre-award audits because the Contracting Officer 
needs the audit results before a contract can be negotiated.  Written audit results should be 
provided the Contracting Officer within 45 days of the receipt of the pre-award audit request.  
Shorter turnaround times will be considered in special circumstances.  In addition, the auditor 
should verbally advise the Contracting Officer of the audit results as soon as the results are 
available. 

 2. Workpapers.  Workpapers must be prepared for all contract audit work in 
accordance with policies and procedures expressed in Chapter 6 of this Manual. 

 3. Proprietary Data.  When performing contract audits, consideration must be given 
to protecting proprietary data.  The auditor keeps proprietary data confidential and must not 
release it publicly.  Under 18 U.S. Code 1905, the auditor can be held liable for disclosing 
proprietary data.  Therefore, the auditor must use the utmost care in identifying and marking all 
such data in the workpapers.  A notice, addressing the restrictions on releasing the information in 
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the audit report, must be included on the title page of each report and in the report's transmittal 
memorandum or letter.  If a subcontract is audited, a statement disclosing the subcontractor's 
views regarding release of the report to the prime contractor or to a higher-tier subcontractor 
should also be inserted in the report and in the transmittal memorandum or letter. 

 4. Finding Attributes.  The extent of development of finding attributes in contract 
audits vary from situation to situation.  For all findings, the condition, criteria, and effect are 
always needed.  Frequently, the recommendation is either explicit or implied with respect to 
questioned cost (i.e., recover the amount questioned).  With respect to determining the cause, 
consideration should be given to such factors as the extent of effort required, the nature and 
significance of the finding, and contract size.  When it is determined that the cause should not be 
developed, the recommendations should address the condition and related effect.  When the 
cause is not developed, the reason should be documented in the workpapers. 

 5. Exit Conference.  Since there is normally no formal staffing of contract audit 
reports, the exit conference is held at the conclusion of the fieldwork.  For cost incurred audits, 
the findings are discussed in detail and the contractor's comments and reactions are obtained 
verbally or in writing for inclusion in the audit report.  For pre-award audits, findings can be 
discussed with the offeror and an exit conference held only if approved in advance by the 
Contracting Officer. 

 6. Relationship to Other Parts of the Audit Manual.  Auditors performing contract 
audits are responsible for understanding and implementing, where appropriate, policies and 
procedures discussed elsewhere in this Manual. 

 7. DCAA Contract Audit Manual.  DCAA has developed detailed guidance for each 
type of contract audit.  The DCAA Contract Audit Manual provides excellent guidance for in-
depth audit techniques in various situations and should be considered by auditors in executing 
any contract audit. 

 8. Small Dollar Audits.  Although all cost-reimbursement contracts are subject to 
audit, Contracting Officers may waive audits of small dollar contracts.  In addition, the cognizant 
audit agency may recommend to the Contracting Officer that audits not be performed for small 
dollar contracts under a certain amount (such as under $100,000).  However, Contracting 
Officers may still request a full audit of a small dollar contract based on current or prior 
problems with the contractor.  In some cases, the Contracting Officer might request that the 
auditor perform a desk review of a small dollar contract.  Such reviews are normally limited to 
evaluating claimed costs on the basis of prior audit results and negotiated indirect cost rates.  It is 
OAS policy that its auditors should not perform desk reviews.  Rather, desk reviews should be 
performed by the contracting organization. 

 9. Review of Invoices or Public Vouchers.  Auditors should not review periodic 
invoices or public vouchers submitted by cost-type contractors.  However, a review of the 
contractor's billing system, including specific billings, may be performed by special request from 
the Contracting Officer if there are suspected problems. 

 10. Attendance at Contract Negotiations.  The auditor may be asked to attend contract 
negotiations on large, complex proposals or after complex cost incurred audits.  Knowledge 
gained during the audit places the auditor in a unique position to aid a government negotiating 
team.  Also, negotiations can be unpredictable.  If supplementary information is presented during 
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negotiations, the auditor can examine it promptly and judge its merits and impact on costs.  The 
auditor must be prepared to respond to questions concerning the details of proposed or claimed 
costs and the accounting and estimating systems. 

 11. Rate Verification Requests.  Each audit group should keep a log of all verbal 
requests for rate verifications showing what information was provided and to whom.  Also, 
audit-related information should be furnished only to government personnel.  However, if a 
prime contractor representative requests the auditor to verify rates for use in a government-
funded subcontract, the auditor must first notify and receive permission from the subcontractor 
before releasing information to the prime contractor. 

 12. Subcontractor Costs.  A contractor's total costs proposed or claimed can 
sometimes include costs from subcontractors that also need to be audited.  It is the responsibility 
of the Contracting Officer or the prime contractor to request an assist audit from the 
subcontractor's cognizant audit agency.  If the results of the subcontract audit are received prior 
to issuance of the audit report on the prime contractor, the subcontract audit results should be 
incorporated.  The report should identify the audit work performed by the subcontractor's 
cognizant auditor.  If the results of the subcontract audit are not received prior to issuance of the 
audit report on the prime contractor, the subcontract costs should be classified as unresolved. 

F. AUDIT STANDARDS
Generally accepted government auditing standards promulgated by the Government 
Accountability Office are to be followed in executing contract audits.  To comply with field 
work standards, the contract auditor should ensure that:  (1) audit work is adequately planned; 
(2) audit staff is properly supervised; (3) audit work is designed to provide reasonable assurance 
about compliance with laws, regulations, and other requirements, and auditors are alert to 
situations or transactions that could be indicative of illegal acts or abuse; (4) auditors obtain an 
understanding of management's controls that are relevant to the audit objective(s); and, (5) 
sufficient, competent, and relevant evidence is obtained to afford a reasonable basis for the 
auditor's findings and conclusions. 

G. GENERAL CONTRACT AUDIT METHODOLOGY
The following OAS guidance constitutes the general methodology to be followed in performing 
contract audits. 

 1. Audit Request.  Review the audit request to determine the type of audit required, 
the audit objective(s), when the audit results are needed, and any special financial issues 
requested for review, such as the adequacy of the contractor's cost accounting system.  
Acknowledge receipt of the request in writing.  Review the contractor's proposal or cost 
submission for adequacy to audit.  If inadequate, notify requester of the inadequacies and the fact 
that the audit will not be started until the inadequacies are remedied. 

 2. Announcement Letter.  Notify the contractor in writing that the audit has been 
requested and will be performed.  The letter should briefly describe the audit and indicate the 
planned starting date. 

 3. Review of Permanent File.   Review the permanent file to determine prior audit 
experience with the contractor, the extent of reliance that can be placed on the contractor's cost 
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accounting and control systems, mix of contracts, extent of government business, and whether 
approved indirect cost rates and/or forward pricing rates exist. 

 4. Prior Audits.  Determine the status of findings from prior audits.  Consider the 
impact of these findings on the current audit objective(s). 

 5. Contract Terms.  For the incurred cost audit, review the contract to determine the 
criteria that will impact the audit objectives.  For example, the contract will cite the cost 
principles that should be used to determine cost allowability and could also contain additional 
cost limitations and prohibitions specific to the contract.  For pre-award audits, review the audit 
request and the request for proposal to determine the criteria that will impact the audit 
objectives.  The auditor should always obtain clarification from the Contracting Officer if there 
is any uncertainty as to what criteria are to be followed. 

 6. Audit Program.  Prepare a detailed audit program based on the above 
determinations and aimed at satisfying the audit objective(s).  The audit program will be 
reviewed and approved by the Team Leader, or Assistant Director if appropriate, as required by 
Chapter 11 of this Manual. 

 7. Entrance Conference.  Hold an entrance conference with the contractor.  
Guidance on conducting an entrance conference is contained in Chapter 11 of this Manual. 

 8. Internal Controls.  The auditor should obtain an understanding of the contractor's 
management and accounting controls that impact the audit objective(s).  The auditor should 
obtain a sufficient understanding of the controls to plan the audit work and to determine the 
nature, timing, and extent of tests to be performed.  The purpose of this step is to plan testing and 
not to provide an opinion on controls unless such an opinion is requested by the Contracting 
Officer and, therefore, an objective of the audit.  Whenever possible, the auditor should review 
prior audit coverage of controls and update the understanding if necessary. 

 9. Assess Risk.  In order to plan the nature, timing, and extent of testing required to 
determine the allowability of the contractor's proposed or claimed costs, the auditor will assess 
the risk that the contractor has proposed or claimed unallowable costs.  The auditor should 
consider a number of factors in making a judgment on the risk that costs are unallowable.  These 
factors include: 

  a. Prior Audit Experience.  Favorable prior audit experience with the 
contractor can reduce testing.  For example, if prior audits of the contractor's proposals or claims 
uncovered only minor deficiencies, the auditor may consider reducing the audit testing.  
However, unfavorable prior experience with the contractor should suggest that the proposal or 
claim must be examined more extensively.  A well-developed permanent file will provide the 
auditor with data on prior audit experience. 

  b. Type of Contract.  The type of contract being audited can influence audit 
testing.  For example, a pre-award audit of a proposal for a cost-reimbursement contract will 
generally not require the same in-depth review as a proposal for a fixed-price contract because 
for a cost-reimbursement contract only the fee amount is fixed at contract negotiation.  For a 
cost-reimbursement contract, the contractor will be reimbursed only for actual costs, regardless 
of the amount of costs proposed, and the costs claimed will be subject to subsequent audit.  On 
the other hand, for a fixed-price contract, the cost and fee amounts are fixed at contract 
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negotiations and are not subject to later audits (except for defective pricing audits).  
Consequently, under a fixed-price contract the contractor will enjoy any overstatement of costs 
that passes undetected during the pre-award review as windfall profits. 

  c. Mix of Contract Types.  If the contractor has a mix of cost-reimbursement 
and fixed-price contracts, the audit plan should be sufficient to assure that controls are in place 
and the cost accounting system is adequate to minimize the possibility of shifting costs from 
fixed-price contracts to cost-reimbursement contracts. 

  d. Extent of Government Business.  If the contractor has a relatively small 
amount of government business compared to commercial work, management controls 
established to enhance commercial profits and the cost accounting system established to 
segregate costs may usually be relied on to control costs, particularly if the government work is 
similar to the commercial work.  However, when government business predominates, the 
contractor's management controls and cost accounting system may require greater scrutiny. 

  e. Reliability and Integrity of Accounting System.  The reliability and 
integrity of the contractor's accounting system can affect the audit scope.  For example, large 
contractors tend to have more elaborated cost accounting and more reliable internal control 
systems than small contractors.  A well-designed cost accounting system surrounded by a good 
system of internal controls can reduce the testing, particularly if there has been good prior 
experience with the contractor.  However, the auditor will probably need to increase testing 
when encountering a deficient cost accounting system or a system with weak internal controls. 

  f. Significance of Costs.  The auditor should review the schedule of costs 
proposed or claimed and ensure that the larger, more significant types of costs receive more 
extensive testing.  Small dollar-value types of cost should receive minimal testing or no testing at 
all if the amounts are very insignificant. 

 10. Transaction Testing.  Based on the above factors, the auditor will judge the 
nature, extent, and timing of transaction testing required to satisfy the audit objective(s).  In 
testing the allowability of costs proposed or claimed, the auditor must consider the following: 

  a. Pre-award Audit.  In testing proposed costs, the auditor's evaluation 
should consider such factors as whether the costs are:  (1) allowable in accordance with 
applicable cost principles; (2) supported by reliable source documentation such as vendor quotes, 
current transactions, or supportable budget data; (3) based on reasonable estimating factors; and, 
(4) consistent with the contractor's estimating and cost accounting systems.  The auditor should 
also inquire as to whether any of the proposed costs have already been incurred at the time of the 
audit. 

  b. Direct Cost Audit.  In testing direct costs claimed, the auditor's evaluation 
should consider such factors as whether the costs are:  (1) allowable in accordance with contract 
terms and applicable cost principles; (2) allocable to the contract work; (3) reasonable for the 
work performed; (4) in compliance with applicable laws and regulations; (5) consistent with 
generally accepted accounting principles and practices appropriate to the circumstances; (6) 
consistent with the contractor's cost accounting system and practices; (7) verifiable to the 
accounting records; (8) supported by adequate source documentation; and, (9) net of any 
applicable credits. 
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  c. Indirect Cost Audit.  In testing indirect costs claimed, the evaluation 
should consider the factors listed above for direct cost incurred audits.  In addition, the auditor 
should consider whether the indirect costs were:  (1) charged to the correct fiscal year; (2) 
included in indirect cost pools that bear a logical and reasonable relationship to the contractor's 
organizational structure and method of operations; and, (3) allocated to final cost objectives 
based on allocation methodology and bases that are reasonable and consistent with applicable 
cost principles. 

 11. Special Audit Requests.  The auditor must also address any special requests by 
the Contracting Officer such as evaluating the contractor's financial capability in a pre-award 
audit or reviewing compliance with contract-required cost-sharing terms in an incurred cost 
audit. 

 12. Fraud, Illegal Acts or Abuse.  Throughout the audit, the auditor should be alert to 
any situations that could be indicative of fraud, illegal acts, or abuse.  If such situations are 
identified, the auditor should follow the policies contained in Chapter 4 of this Manual. 

 13. Audit Issues.  Contract audits can involve complex issues concerning cost 
allowability, indirect cost allocations, and interpretations of cost principles.  The auditor needs to 
be alert to the current status of contract-related financial issues that could impact the audit.  For 
example, cost principle interpretations or issues raised in prior audits are sometimes resolved by 
agency policy or guidance, rulings by the boards of contract appeals, or court decisions.  
Therefore, the auditor might need to research issues raised in the audit.  The DCAA Contract 
Audit Manual, the Contracting Officer, and the Office of General Counsel can guide the auditor 
in determining the current status of issues. 

 14. Exit Conference.  After completion of audit fieldwork, the auditor should hold an 
exit conference, if appropriate, as described in the policy on exit conferences presented earlier in 
this chapter. 

 15. Audit Reports.  Audit reports should be issued for all contract audits.  Policies for 
reports and examples of report formats are contained in Chapter 16 of this Manual. 
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AUDIT COGNIZANCE POSTURE 
 

U.S. Department of Energy 
Office of Inspector General 

Office of Audit Services 
 
 

 
In accordance with the Inspector General Act of 1978, as amended, the Office of 
Inspector General retains independent, overall audit cognizance for the Department's 
government-owned, contractor-operated (GOCO) sites, regardless of contract type: 
 

1.  At Department GOCO sites where management and operating (M&O) 
contracts (Federal Acquisition Regulation 17.6 and Department of Energy 
Acquisition Regulation 917.6) are employed, the Office of Inspector General 
is responsible for all audits. 

 
2.  At Department sites where non-M&O GOCO contracts are employed: 

 
a.  The Office of Inspector General is responsible for performance audits, 

financial statement audits and all other audits that do not fall within the 
traditional contract audit function of the Defense Contract Audit Agency 
(DCAA) (see appendix below). 

 
b.  DCAA is responsible for contract audits of the prime contractor and 

subcontractors pursuant to the 1991 Memorandum of Understanding 
(MOU) between the Department and DCAA (see appendix below). 

 
At non-M&O locations, contract audit responsibilities may be further defined, on a site-by-site 
basis, by written agreement between the Office of Inspector General and Department field 
offices. 
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APPENDIX 
 
Pursuant to the 1991 MOU between DCAA and the Department of Energy, DCAA's contract 
audit role includes: 
 

• Annual incurred cost audits; 
 
• Other incurred cost audits such as: 

 
o final price submissions 
o provisional billing rates 
o terminations 
o equitable adjustment claims 
o hardship claims 
o escalation claims 
o progress payments 
o financial capability audits; 

 
• Cost reimbursement voucher processing; 
 
• Contract closeout audits; 

 
• Post-award audits; 

 
• Reviews of specific price proposals; and, 

 
• Reviews of cost accounting standards disclosure statements. 
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CHAPTER 16 
 

CONTRACT AUDIT REPORTS 
 

A. SCOPE OF CHAPTER
This chapter covers the general policy and format for audit reports for contract audits of 
negotiated contracts and subcontracts other than integrated contracts.  Policies on performing 
audits of other than integrated contractors are covered in Chapter 15 of this Manual; Chapters 18 
and 19 of this Manual address Office of Inspector General (OIG) policies and procedures for 
auditing the Department of Energy (Department's) major integrated contractors. 

B. GENERAL POLICY FOR CONTRACT AUDIT REPORTS
The paragraphs that follow relate general policy considerations for contract audit reports. 

 1. Number of Reports to Be Issued.  Generally, a report will be issued for each 
contract audit.  If an audit covers more than one contract or if different Department operations 
offices or government agencies are involved, more than one report may be required.  However, 
the number of reports should be kept to the minimum necessary to effectively report audit results 
to the Contracting Officer(s).  Under normal circumstances, only one report is required for an 
indirect cost audit even if the indirect costs are applicable to more than one contract. 

 2. Report Staffing.  For all audit reports except those related to preaward audits, 
audit results and findings are normally discussed with contractor management officials.  Details 
of the findings, analysis, calculations, conclusions and recommendations should be discussed.  
The auditor should obtain contractor management's verbal comments on the findings and 
recommendations and include the comments in the report.  For complex findings, the auditor 
should request written comments from the contractor and include these comments as an 
attachment to the report.  For preaward audits, the auditor can discuss the facts related to 
questioned, unsupported, and unresolved costs with the offeror's management only if such 
discussions are approved in advance by the Contracting Officer or the procurement official who 
requested the audit.  The issuance of the report should not be delayed if the contractor has not 
provided comments within a reasonable amount of time.  The time allotted will depend on the 
complexity of the findings and any due dates requested by the Contracting Officer.  However, 
the audit report will be more useful to the Contracting Officer if the contractor's comments are 
included in the report. 

 3. Report Addressee.  For contract audits, the report is normally issued to the 
Contracting Officer or the procurement officer who requested the audit.  If requested by the 
Contracting Officer, indirect cost audit reports may be issued directly to the organization 
responsible for negotiating indirect cost rates with the contractor. 

 4. Draft Reports.  Draft reports are not issued for contract audits.  However, if 
requested or at the auditor's discretion, the auditor can verbally advise the Contracting Officer or 
procurement official as issues develop during the audit.  For preaward audits in particular, the 
auditor should verbally advise the Contracting Officer or procurement official of the audit results 
as soon as they are available. 
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 5. Prohibition on Releasing Audit Reports.  The auditor never gives a copy of the 
audit report to the contractor or offeror.  It is the Contracting Officer's responsibility to 
determine whether a copy of the report should be released to the contractor or offeror. 

 6. Proprietary Data.  When performing contract audits, consideration must be given 
to protecting the contractor's proprietary data.  The auditor keeps proprietary data confidential 
and must not release it publicly.  Under 18 U.S. Code 1905, the auditor can be held liable for 
disclosing proprietary data.  Therefore, a notice addressing the restrictions on releasing the 
information contained in the audit report must be included on the title page of each report and in 
the report's transmittal memorandum or letter.  If a subcontract is audited, a statement disclosing 
the subcontractor's views regarding release of the report to the prime contractor or to a higher-
tier subcontractor should also be inserted in the report and in the transmittal memorandum or 
letter. 

 7. Audit Conclusion on Costs.  The contract audit report, for a preaward audit or an 
incurred cost audit, should contain a conclusion on all proposed or claimed costs. 

  a. Preaward Audit.  For a preaward audit, the auditor's conclusion on 
proposed costs must be in one of the following four classifications. 

   (1) Questioned Costs.  Costs that the auditor considers to be 
unallowable are classified as questioned.  Examples of questioned costs would be costs that are 
not allowable per the applicable cost principles, costs not allocable to the proposed contract 
work, costs based on unreasonable estimates, or excess costs resulting from calculation errors. 

   (2) Unsupported Costs.  Costs for which the auditor considers the 
support to be inadequate are classified as unsupported.  Examples of unsupported costs would be 
costs based on unsupported estimates (guesses) or proposed costs for equipment purchases which 
are not based on vendor quotations. 

   (3) Unresolved Costs.  Costs that were not reviewed by the auditor are 
classified as unresolved.  An example of unresolved costs would be subcontract costs that will be 
reviewed by the subcontractor's cognizant audit agency. 

   (4) Balance of Costs.  Costs that were not questioned, unsupported, or 
unresolved are classified as being adequate to be used as a basis for negotiating a contract 
amount. 

  b. Incurred Cost Audit.  For an incurred cost audit, the auditor's conclusion 
on claimed costs, both direct and indirect, must be in one of the following three classifications. 

   (1) Questioned Costs.  Claimed costs that the auditor considers to be 
unallowable are classified as questioned.  Examples of questioned costs would be costs that are 
not allowable per the contract or applicable cost principles; costs not allocable to the contract 
work, unreasonable costs, excess costs resulting from calculation errors, or unsupported costs. 

 

   (2) Unresolved Costs.  Claimed costs that were not reviewed by the 
auditor are classified as unresolved.  An example of unresolved costs would be subcontract costs 
that will be reviewed by the subcontractor's cognizant audit agency. 
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   (3) Balance of Costs.  Claimed costs that were not questioned or 
unresolved are classified as being allowable costs under the contract. 

 8. Report Cover.  Contract audits will have a Buff Cover. 

 9. Title Page.  The title page for a contract audit report must contain restrictions on 
release of the report.  An example of the title page is provided in Exhibit A of this chapter. 

 10. Table of Contents.  An example of the table of contents for contract audit reports 
is provided in Exhibit B of this chapter. 

 11. Transmittal Memoranda.  A transmittal memorandum will be prepared to transmit 
contract audit reports.  The memorandum should identify why the audit was performed and 
describe what was audited.  The memorandum should also include restrictions on releasing the 
report and Freedom of Information Act policy.  In addition, the memorandum should request that 
the auditor be furnished information on the results of negotiations for a preaward audit 
(memorandum of negotiation) and on the resolution of questioned costs for an incurred cost 
audit.  A transmittal letter rather than a memorandum is used for transmitting audit reports to 
other government agencies.  An example of a transmittal memorandum for a preaward audit is 
provided in Exhibit C of this chapter; an example of a transmittal memorandum for an incurred 
cost audit is provided in Exhibit D of this chapter. 

C. AUDIT REPORTING STANDARDS
Generally accepted government auditing standards promulgated by the General Accountability 
Office define contract audits as "financial-related" audits and require the auditor to follow 
reporting standards for performance audits.  Therefore, the reporting policies and report formats 
presented in this chapter are based on the applicable reporting standards for performance audits. 

D. REPORT FORMAT
The following are report components that are common to all contract audit reports. 

 1. Description of Audit.  In this section, the report should describe the audit and 
provide the audit objective(s) and scope.  As a minimum, this section should contain the 
following information: 

  a. Identification of Requesting Organization.  Describe why the audit was 
being conducted.  For example, if the audit was requested, the report should identify the 
organization and office making the request. 

  b. Subject of Audit.  Identify what was covered by the audit.  For example, 
the report should identify and briefly describe the specific cost proposal or claim covered by the 
audit.  In addition, the report should identify the time period covered by the audit and the amount 
of cost and fee proposed or claimed. 

  c. Audit Objective.  State the audit objective.  The most common contract 
audit objective is to determine the allowability of costs proposed or claimed.  If the auditor was 
requested to form an opinion on the cost accounting system, this should be included as one of the 
audit objectives. 
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  d. Audit Coverage of Cost Accounting System and Internal Controls.  
Indicate the extent of work on the cost accounting system and internal controls.  Commonly, the 
cost accounting system and internal control coverage would be limited to obtaining a sufficient 
understanding of the system and controls to determine the nature, timing, and extent of tests to 
be performed.  If this limited coverage was the case, the report should so state and indicate that 
the purpose of the audit was not to form an opinion on the system and controls. 

  e. Audit Scope.  Briefly describe the audit scope.  For example, if 
appropriate, a cost incurred audit report should state that the auditor validated costs by tracing 
them to books of original entry and supporting documentation.  A preaward audit report should 
state that the auditor analyzed projections, historical data, and other cost and pricing data on 
which the estimated costs were based. 

  f. Auditing Standards.  State that the audit was performed in accordance 
with generally accepted government auditing standards for financial-related audits. 

  g. Criteria.  Cite the criteria used by the auditor to evaluate the contractor's 
costs.  For example, in evaluating the allowability of costs claimed in an incurred cost audit, the 
auditor would normally cite the contract terms and the applicable cost principles. 

  h. Field Work Completion Date.  State the date fieldwork was completed. 

 2. Circumstances Affecting the Audit.  In this section, the report should identify any 
circumstances that impacted the audit.  For example, this section would normally state that the 
audit did not cover a technical review of the proposal or contract, and, therefore, the audit results 
are qualified pending the outcome of such a review.  In addition, this section should identify any 
scope limitations, restrictions on access to information, or other factors affecting the audit. 

 3. Background.  Although not normally needed in a contract audit report, this 
section would be included, if necessary, to provide additional information needed to understand 
issues discussed in the report. 

 4. Audit Results.  This section should summarize the audit results. 

  a. Objective.  The auditor's findings and conclusions on each of the 
objectives should be addressed.  For example, in an incurred cost audit, the report should identify 
the amount of costs questioned and unresolved and state the conclusion that the balance of costs 
represent allowable costs under the contract.  In a preaward audit, the report should identify the 
amount of costs questioned, unsupported, and unresolved and state the conclusion that the 
balance of proposed costs are adequate for use as a basis to negotiate a contract amount. 

  b. Finding Details.  The auditor has two options for reporting the finding 
details.  The auditor can present the finding details in this section of the report or in exhibits to 
the report.  The proper reporting will depend on the number and complexity of the findings.  If 
there are only a few findings, their amounts are not significant, and issues are not complex, the 
auditor can present them in this section of the report.  However, if there are several findings, the 
amounts are significant, or the findings are not easily explained and require supporting 
calculations, the auditor should present them in supporting exhibit(s).  If in doubt, the auditor 
should use supporting exhibit(s).  If exhibit(s) are used, the auditor should state in this audit 
results section that the details of the findings are presented in the exhibit(s). 
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  c. Finding Attributes.  The extent of development of finding attributes in 
contract audits varies from situation to situation.  For all findings, the condition, criteria, and 
effect are always needed.  Cause should only be presented if it has been adequately developed. 

  d. Small Dollar Findings.  As a general rule, all costs found to be questioned, 
unsupported, or unresolved are reported.  However, if the total dollar amount of a finding is very 
minor (such as under $100), it need not be reported.  Such unreported amounts should be 
disclosed to the contractor at the exit conference. 

 5. Recommendations.  This section is only needed if the auditor has identified issues 
that require corrective actions.  The recommendations should be addressed to the Contracting 
Officer and should recommend that the Contracting Officer direct the contractor to take 
corrective action.  For example, a recommendation could be made to correct a specific cost 
accounting system weakness.  Frequently, the recommendation is either explicit or implied with 
respect to questioned cost and need not be stated (i.e., recover the amount questioned). 

 6. Contractor's or Offeror's Comments.  In this section, the report should indicate 
whether the findings were discussed with contractor or offeror officials and identify the titles of 
the officials with whom any discussions were held.  Names of officials should never be included.  
This section should also state the contractor's or offeror's comments on the audit results and 
recommendations.  If the auditor has obtained lengthy written comments from the contractor, this 
section of the report should state that the written comments are in an attachment to the report.  If 
comments were requested but not provided by the contractor, the report should state that no 
comments were received. 

 7. Exhibits.  The number and design of exhibits will depend on the complexity of the 
findings.  As a general rule, exhibits should provide sufficient detail and explanation in order for 
the Contracting Officer to fully understand the audit results.  The exhibits can have supporting 
schedules if necessary.  However, the exhibits should not contain peripheral information that 
does not add to the presentation of the audit findings.  Examples of supporting exhibits on 
preaward, incurred, and indirect costs are presented in parts of Exhibit E, Exhibit F, Exhibit G, 
and Exhibit H, respectively, of this chapter. 

 8. Other Matters to be Reported.  If necessary, reports may include a section for 
matters not directly related to the audit objective(s), but which need to be included as a matter of 
record.  For example, the auditor can use this section of the report to describe a pertinent issue 
that will be addressed in more detail in another audit report or should otherwise be considered by 
the Contracting Officer. 

 9. Attachments.  The auditor can include attachments to the contract audit report if 
necessary.  Examples of typical attachments are lengthy contractor comments, an assist audit 
report received from the cognizant audit agency for a subcontractor, or a technical analysis 
report received from the procurement office and used in the auditor's computation of questioned 
costs. 

E. EXAMPLES OF CONTRACT AUDIT REPORTS 
Illustrations of the various types of contract audit reports are contained in the following 
referenced exhibits to this chapter: 
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 1. Preaward.  A preaward audit report is illustrated by Exhibit E. 

 2. Final Incurred Cost.  A final incurred cost audit report without supporting exhibits 
is illustrated by Exhibit F. 

 3. Interim Incurred Cost.  An interim incurred cost audit report with a supporting 
exhibit is illustrated by Exhibit G. 

 4. Indirect Cost.  Exhibit H illustrates an indirect cost audit report. 

The Assistant Inspector General for Performance Audits or Assistant Inspector General (AIG) 
for Financial, Technology and Corporate Audits shall issue or sign transmittal memoranda for all 
contract, preaward, grant, and integrated contractor audit reports.  As appropriate, AIGs may 
further delegate the authority to issue or sign transmittal memoranda for contract and grant audit 
reports. 
 
F. REPORTS PREPARED BY AUDITORS UNDER CONTRACT 

Each contract, grant, preaward, and financial audit report prepared for the Office of Audit 
Services (OAS) by auditors under commercial contract is authenticated by the preparer before 
submission to the Deputy Inspector General for Audit Services using the firm name.  The same 
officials authorized to authenticate reports prepared by OAS are authorized to accept on behalf 
of the OIG reports prepared by auditors under contract.  The person accepting the report on 
behalf of the OIG will indicate acceptance by printing the words ACCEPTED BY: (in caps and 
underlined) under the contractor authentication line, and writing (in cursive) the title "Office of 
Inspector General" immediately below the ACCEPTED BY: line.  The accepting official will 
then sign and date the official file copy of the report.  The report is not an official report until it 
has been authenticated and accepted.  Authentication of financial audit reports of integrated 
contractors is accomplished through the Assistant Inspector General's transmittal memorandum 
forwarding the report to the appropriate field office. 
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EXAMPLE OF A TITLE PAGE FOR A CONTRACT AUDIT REPORT 
 
 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
 
 
 
 
 
 
 
 
 

TITLE OF AUDIT IN CAPITAL LETTERS 
(MAY INCLUDE TYPE OF AUDIT, 

CONTRACT NUMBER, 
PERIOD COVERED BY AUDIT, 

NAME OF CONTRACTOR, 
CITY, STATE) 

 
 
 
 

This audit report may contain proprietary or other sensitive information.  The restrictions of 18 
U.S. Code 1905 should be considered before this information is released to the public. 
 
All Freedom of Information Act requests for audit reports received by the Office of Inspector 
General will be referred to the cognizant contracting officer for determination as to releasability 
and a direct response to the requestor.  Furthermore, the information contained in this report 
should not be used for purposes other than those intended without prior consultation with the 
Department of Energy's Office of Inspector General regarding its applicability. 
 
 
 
 
 
 
Report Number:       
Date of Issue:        
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EXAMPLE OF TABLE OF CONTENTS FOR A CONTRACT AUDIT REPORT 

 
 
 
REPORT NUMBER:                                                     
 

TITLE OF AUDIT IN CAPITAL LETTERS 
(MAY INCLUDE TYPE OF AUDIT, 

CONTRACT NUMBER, 
PERIOD COVERED BY AUDIT, 

NAME OF CONTRACTOR, 
CITY, STATE) 

 
 
 
 

TABLE OF CONTENTS
 

Page
 
Description of Audit .......................................................................................................................X 
 
Circumstances Affecting the Audit.................................................................................................X 
 
Background (only if needed) ..........................................................................................................X 
 
Audit Results...................................................................................................................................X 
 
Recommendation(s) (only if needed)..............................................................................................X 
 
Contractor's (or Offeror's) Comments.............................................................................................X 
 
Other Matters to be Reported (only if needed) ...............................................................................X 
 
Exhibits and Schedules (each listed in the Table of Contents; should be numbered as a 
continuation of report page numbers) .............................................................................................X 
 
Attachments (only if needed)..........................................................................................................X 

September  2006                                              16-B-1                                                        Release 6 



CHAPTER 16                                                                                                                 EXHIBIT C 

 
EXAMPLE OF TRANSMITTAL MEMORANDUM FOR PREAWARD AUDIT REPORT

(USE MEMORANDUM PAPER) 
 
DATE:  Month XX, XXXX 
 
REPLY TO 
ATTN OF:  IG-XX (Project Number) 
 
SUBJECT:  Pre-award Audit of 
 
TO:  Requestor 
 
In response to your request, attached are two copies of the subject report.  (State why the audit 
was performed and what was audited.) 
 
The Office of Inspector General has no objection to the release of this report at the discretion of 
the contracting officer to the duly authorized representatives of the prospective contractor.  All 
Freedom of Information Act requests for audit reports received by the Office of Inspector 
General will be referred to the cognizant contracting officer for determination as to releasability 
and a direct response to the requestor.  Information contained in this audit report may be 
confidential.  The restrictions of 18 U.S.C. 1905 should be considered before this information is 
released to the public. 
 
Also attached is a list of all names and classes of persons who had access to the subject report 
and/or information contained therein. 
 
Please provide us with a copy of the memorandum of negotiation, pursuant to Federal 
Acquisition Regulation 15.808(b).  If any further information is required, we will furnish it on 
request. 
 
 
 
 
 
 
       NAME 
       Assistant Inspector General  
            for PA or FTC 
       Office of Inspector General 
 
Attachment 
 
cc:  Leader, Audit Liaison Team, CF-1.2 
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EXAMPLE OF TRANSMITTAL MEMORANDUM  

FOR INCURRED COST AUDIT REPORT 
(USE MEMORANDUM PAPER) 

 
 
DATE:  Month XX, XXXX 
 
REPLY TO 
ATTN OF:  IG-XX (Project Number) 
 
SUBJECT:  Incurred Cost Audit of 
 
TO:  Requestor 
 
In response to your request, attached are two copies of the subject report.  (State why the audit 
was performed and what was audited.) 
 
The Office of Inspector General has no objection to the release of this report at the discretion of 
the contracting officer to the duly authorized representatives of the contractor.  All Freedom of 
Information Act requests for audit reports received by the Office of Inspector General will be 
referred to the cognizant contracting officer for determination as to releasability and a direct 
response to the requestor.  Information contained in this audit report may be confidential.  The 
restrictions of 18 U.S. Code 1905 should be considered before this information is released to the 
public. 
 
Please provide the details of the resolution of audit findings.  If any further information is 
required, we will furnish it on request. 
 
 
 
 
 
 
       NAME 
       Assistant Inspector General 
             for PA or FTC 
       Office of Inspector General 
 
Attachments 
 
cc:  Team Leader, Audit Liaison Team, CF-1.2 
       Local Audit Liaison Office 
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EXAMPLE OF PREAWARD AUDIT REPORT 

 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
 
 

PRE-AWARD AUDIT OF 
PROPOSAL SUBMITTED IN RESPONSE TO 

REQUEST FOR PROPOSAL NO. DE-AC12-05CH12345 
BELTWAY SERVICES CORPORATION 

CITY, STATE 
 
 
REPORT NUMBER:                                                                                           Date: 
 
 
DESCRIPTION OF AUDIT
 
As requested by the U.S. Department of Energy's (Department) Savannah River Operations 
Office, we audited the cost proposal submitted by Beltway Services Corporation (Beltway) in 
response to request for proposal (RFP) No. DE-AC12-05CH12345.  We were also requested to 
evaluate Beltway's cost accounting system and financial capability.  Beltway submitted its 
proposal on March 1, 2005. 
 
The proposal is for a cost-plus-fixed-fee contract to provide environmental services for the 
Department's Savannah River Site.  The proposal is for the 2-year period June 1, 2006, to  
May 31, 2008.  Beltway proposed costs of $4,300,991 plus a $215,050 fixed fee. 
 
The objectives of the audit were to: (1) determine the allowability, allocability, and 
reasonableness of proposed costs for use as the basis for negotiating a contract amount; (2) 
evaluate the adequacy of Beltway's cost accounting system for segregating, accumulating, and 
reporting costs under a cost-reimbursement contract; and, (3) evaluate Beltway's financial 
capability to perform the required contract effort. 
 
The scope of the audit was limited to analyzing projections, historical data, and other cost and 
pricing data on which estimated costs were based.  It did not include an evaluation of Beltway's 
total internal control system or the proposal's technical aspects. 
 
As defined in the above scope paragraph, we conducted our audit in accordance with generally 
accepted government auditing standards that applied to this financial-related audit.  Criteria used 
in evaluating the proposed costs included the cost principles set forth in the Federal Acquisition 
Regulations and the Department of Energy Acquisition Regulations. 
We completed our onsite work on April 26, 2006. 
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CIRCUMSTANCES AFFECTING THE AUDIT
 
We did not perform a technical evaluation of the proposal. Accordingly, audit results are 
qualified pending the outcome of such an evaluation. 
 
AUDIT RESULTS
 
Based on the audit of proposed costs, we consider $268,869 to be questioned and $390,830 to be 
unsupported.  The balance of proposed costs is adequate for use as a basis to negotiate a contract 
amount.  Audit results are detailed in Exhibit A. 
 
We conclude that, except for the questioned costs and unsupported costs summarized above and 
described in the notes to Exhibit A, the proposed costs represent an adequate basis for 
negotiating a contract price.  This statement should not be interpreted to mean that the data are 
necessarily current, accurate, and complete in all respects, because a post award audit may 
disclose evidence not now discernible. 
 
Our evaluation of the appropriateness of Beltway's cost accounting system for segregating, 
accumulating, and reporting costs under a cost-reimbursement contract indicated that the current 
system is adequate. 
 
Based on a limited review of Beltway's current financial data and records, nothing came to our 
attention to indicate that Beltway does not have the financial capability to perform the required 
contract effort. 
 
OFFEROR'S COMMENTS
 
To ensure that the conclusions reached were based on a proper understanding of the facts 
involved, we discussed the factual aspects of the audit with Beltway's president and project 
manager, on April 26, 2006.  Beltway's representatives agreed with the factual aspects of the 
audit results. 
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Beltway Services Corporation 
City, State 

 
Proposed Costs and Audit Results 

Request for Proposal No. DE-AC12-05CH12345 
 
 
                   Audit Results  
       Proposed  Questioned Unsupported   
          Costs          Costs           Costs        Notes
 
Direct Labor   $1,759,070   $ 46,159      1 
 
Fringe Benefits       527,721      13,848      2 
 
Overhead         879,535    134,419      3 
 
Equipment         535,820      30,000    $250,000     4 
 
Travel          182,546       100,000     5 
 
Other Direct Costs         25,300      20,000          5,300     6 
 
Total     $3,909,992  $244,426    $355,300 
 
General and  
 Administrative Expenses   _ 390,999      24,443         35,530     7 
 
Total Costs    $4,300,991  $268,869    $390,830 
 
Fee          215,050       8 
 
Total     $4,516,041 
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NOTES TO EXHIBIT A: 
 
1. We questioned $46,159 of direct labor costs because Beltway incorrectly included 

promotions when calculating escalation.  Beltway proposed direct labor costs based on 
actual rates as of January 2005 escalated at a 6-percent rate annually beginning on May 1, 
1998, when pay raises are effective.  Beltway calculated its proposed escalation factor 
using historical data for pay raises that included promotions for the prior 2 years.  We 
took no exception to Beltway use of historical data to estimate future escalation.  
However, because Beltway proposed direct labor costs by employee job classification, it 
is not appropriate to include promotions when estimating escalation.  We found that 
Beltway's average increase in direct labor rates, excluding promotions, was 4.6 percent 
for the prior two years.  Accordingly, we recalculated direct labor rates based on actual 
labor rates as of January 2005, escalated at 4.6 percent annually beginning on May 1, 
2005.  We questioned the $46,159 difference between direct labor at proposed rates and 
direct labor at the auditor's computed rates.  Details of direct labor rates proposed, rates 
per audit, and costs questioned are contained in Schedule A-1. 

 
  (Note: An example of Schedule A-1 has not been included.  The schedule would 

include proposed, questioned, and audit recommended rates for each job 
classification and show a computation of the amount of questioned costs.) 

 
2. Beltway proposed a fringe benefit rate of 30 percent of direct labor.  The proposed rate 

was based on historical fringe benefit rates and Beltway's budgets for future years.  We 
considered the proposed rate to be reasonable for estimating purposes.  However, we 
questioned the fringe benefit costs applicable to the direct labor costs questioned in 

            Note 1.  Fringe benefit costs questioned were $13,848 (direct labor questioned $46,159 x 
30-percent fringe benefit rate = $13,848). 
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NOTES TO EXHIBIT A: 
 
3. Beltway proposed overhead at the rate of 50 percent of direct labor costs.  We 

recommend that a rate of 43.5 percent rather than 50 percent be used for estimating 
proposed costs.  Details of overhead rates proposed, rates per audit, and rates questioned 
are contained in Schedule A-2.  We computed questioned overhead costs as follows: 

 
  Questioned overhead rate: 
   Proposed direct labor costs  $1,759,070 
 
   Questioned rate (50 percent - 
     43.5 percent = 6.5 percent)          x   6.5% 
 
   Questioned costs   $   114,340 
 
  Overhead applicable to direct 
    labor costs questioned in  
    note 1 ($46,159 X 43.5 percent)         20,079
 
  Total questioned overhead costs  $   134,419 
 
  [Note: An example of Schedule A-2 has not been included.  The schedule would 

include proposed, questioned, and audit recommended overhead rates.  The schedule 
would be similar to the exhibits in the indirect cost report example in Exhibit H of 
this chapter, except that the rates would be estimated rates rather than final actual 
rates.] 
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NOTES TO EXHIBIT A: 
 
 
4. Details of equipment costs proposed, questioned, and unsupported are as follows: 
 
     Proposed Questioned  Unsupported
 
 Vacuum Pumps  $  75,000 
 Generators    150,000    $30,000    a 
 Monitors      40,820 
 Compressors      20,000 
 Meters       50,000      $ 50,000 b 
 Miscellaneous    200,000                       200,000 c 
 
 Total   $535,820    $30,000    $250,000 
 
 a. The written vendor quotations supporting the costs for generators were for $120,000.  

We questioned the difference between the proposed amount and the amount quoted 
($150,000 - $120,000 = $30,000). 

 
 b. Beltway did not provide any support for the estimated costs of meters.  We 

considered these costs to be unsupported. 
 
 c. Beltway proposed $200,000 for miscellaneous equipment.  However, Beltway did 

not provide a detailed list of the proposed equipment nor any support for the 
estimated costs.  We considered these costs to be unsupported. 

 
5. Beltway proposed $100,000 of travel cost for the second year of the contract.  However, 

Beltway did not provide any details of the number, destination, or extent of trips to 
support this amount.  We considered travel costs proposed for the second year of the 
contract to be unsupported. 

 
6. Proposed other direct costs consisted of $20,000 for telephone and postage costs and 

$5,300 for miscellaneous costs.  We found that Beltway's cost accounting system charges 
all telephone and postage costs to general and administrative expenses.  Therefore, we 
questioned the $20,000 proposed for telephone and postage costs because direct charging 
these costs would duplicate costs already included in Beltway's general and 
administrative expense rate.  For the $5,300 proposed for miscellaneous costs, Beltway 
did not provide any details or support.  We considered this amount to be unsupported. 
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NOTES TO EXHIBIT A: 
 
 
7. Beltway proposed general and administrative (G&A) expenses at the rate of 10 percent.  

We considered this rate to be reasonable for estimating purposes.  We questioned G&A 
costs of $24,423 applicable to costs questioned in notes 1, 2, 3, 4, and 6 (questioned costs 
of $244,426 x 10-percent G&A rate = $24,423).  We considered to be unsupported G&A 
costs of $35,530 applicable to costs unsupported in notes 4 and 6 (unsupported costs of 
$355,300 x 10-percent G&A rate = $35,530). 

 
8. The proposed fee is subject to the Contracting Officer's review and determination. 
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EXAMPLE OF INCURRED COST AUDIT REPORT WITHOUT EXHIBITS

 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
 
 

FINAL AUDIT OF 
COSTS CLAIMED UNDER 

U.S. DEPARTMENT OF ENERGY 
CONTRACT NO. DE-AC02-00OR12345 

AUGUST 1, 2002 TO JULY 31, 2006 
ABC, INC. 

CITY, STATE 
 
REPORT NO:                                                                                                        Date: 
 
 
DESCRIPTION OF AUDIT
 
In response to a request from the U.S. Department of Energy, Oak Ridge Operations Office, we 
performed a final audit of ABC, Incorporated's (ABC) costs claimed under Contract No.  
DE-AC02-00OR12345.  The contract's performance period was August 1, 2002, to July 31, 
2006.  Under the contract, ABC was to provide automated data processing and office automation 
services.  ABC claimed $1,349,950, which consisted of costs of $1,299,950 and fixed fee of 
$50,000. 
 
The objective of the audit was to determine the allowability of costs claimed under the contract.  
Allowable costs are costs incurred that are reasonable, allocable, and in accordance with the 
terms of the subcontract, applicable cost principles, laws and regulations, and generally accepted 
accounting principles and practices appropriate to the particular circumstances. 
 
For this audit, we obtained a sufficient understanding of ABC's cost accounting system and 
internal controls to plan the audit and determine the nature, timing, and extent of tests to be 
performed.  Our purpose was not to form an opinion on the cost accounting system and internal 
controls. 
 
The audit scope for direct costs was limited to test procedures for validating ABC's claimed costs 
by tracing them to books of original entry and supporting records.  The audit scope for indirect 
costs was limited to determining if the claimed indirect costs were based on final negotiated rates 
applied to appropriate allocation bases. 
 
 

-2- 
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We conducted our audit in accordance with generally accepted government auditing standards 
that applied to this financial related audit.  Criteria used in evaluating the claimed costs included 
the terms of the contract and cost principles set forth in the Federal Acquisition Regulation and 
the Department of Energy Acquisition Regulations. 
 
We completed our onsite work on February 22, 2006. 
 
CIRCUMSTANCES AFFECTING THE AUDIT
 
We did not perform a technical review of the contract.  Accordingly, audit results are qualified 
pending the outcome of such a review. 
 
AUDIT RESULTS
 
Based on the audit, we question costs of $2,352 and take no exception to the $1,297,598 balance 
of costs claimed.  Questioned costs of $2,352 consist of travel costs of $1,809 and applicable 
indirect costs of $543.  These costs were incurred prior to the contract start date and, therefore, 
are considered to be unallowable. 
 
We conclude that, except for the questioned costs described above, the costs claimed represent 
allowable costs under the contract. 
 
 Note: If no costs were questioned, the report language would be: 
 
  Based on the audit, we take no exception to the $1,299,950 of costs claimed. 
  We conclude that the costs claimed represent allowable costs under the contract. 
 
CONTRACTOR'S COMMENTS
 
We discussed the audit results with ABC's Chief Financial Officer on February 22, 2006.  ABC's 
Chief Financial Officer concurred with the questioned costs. 
 
 Note: If no costs were questioned, the report language would be: 
 
  We discussed the audit results with ABC's Chief Financial Officer on  
  February 22, 2006. 
 
 
 
            
       Office of Inspector General 

September 2006                                             16-F-2                                                          Release 6 



CHAPTER 16                                                                                                               EXHIBIT G 

 
EXAMPLE OF INCURRED COST AUDIT REPORT WITH EXHIBIT 

 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
 

INTERIM AUDIT OF 
COSTS CLAIMED UNDER 

U.S. DEPARTMENT OF ENERGY 
CONTRACT NO. DE-AC12-06ER12345 

CALENDAR YEAR 2006 
XYZ CORPORATION 

CITY, STATE 
 

 
REPORT NO:                                                                                         Date: 
 
 
DESCRIPTION OF AUDIT
 
In response to a request from the U.S. Department of Energy (Department), Office of 
Procurement Operations, Headquarters, we performed an interim audit of XYZ Corporation's 
(XYZ) costs claimed under Contract No. DE-AC12-06ER12345 for Calendar Year 2006.  This 
cost-plus-fixed-fee contract covered the period January 1, 2004, to September 30, 2008.  Under 
the contract, XYZ was to provide support services for the Energy Research Program Office.  
This audit covered Calendar Year 1996, the first year of the contract.  For Calendar Year 2006, 
XYZ claimed costs of $4,927,484 and fees of $25,000. 
 
The objective of the audit was to determine the allowability of costs claimed under the contract.  
Allowable costs are costs incurred that are reasonable, allocable, and in accordance with the 
terms of the contract, applicable cost principles, laws and regulations, and generally accepted 
accounting principles and practices appropriate to the particular circumstances. 
 
For this audit, we obtained a sufficient understanding of XYZ's cost accounting system and 
internal controls to plan the audit and determine the nature, timing, and extent of tests to be 
performed.  Our purpose was not to form an opinion on the cost accounting system and internal 
controls. 
 
The audit scope for direct costs was limited to test procedures for validating XYZ's claimed costs 
by tracing them to books of original entry and supporting records.  The audit scope for indirect 
costs was limited to determining if the claimed indirect costs were based on the final negotiated 
rate applied to the appropriate allocation base. 
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We conducted our audit in accordance with generally accepted government auditing standards 
that applied to this financial-related audit.  Criteria used in evaluating the claimed costs included 
the terms of the contract and cost principles set forth in the Federal Acquisition Regulations and 
the Department of Energy Acquisition Regulation. 
 
We completed our onsite work on October 26, 2006. 
 
CIRCUMSTANCES AFFECTING THE AUDIT
 
We did not perform a technical review of the contract.  Accordingly, audit results are qualified 
pending the outcome of such a review. 
 
We did not audit XYZ's costs claimed for a subcontract with Ace Services, Incorporated (Ace).  
These costs will be audited by the Defense Contract Audit Agency, the cognizant audit agency 
for Ace.  Accordingly, we have classified these costs as unresolved pending receipt of the 
subcontract audit report. 
 
AUDIT RESULTS
 
Based on the audit, we question costs of $97,494, unresolved costs of $585,000, and take no 
exception to the $4,244,990 balance of costs claimed.  Audit results are detailed in Exhibit A. 
 
We conclude that, except for the questioned and unresolved costs summarized above and 
described in the notes to Exhibit A, the costs claimed for Calendar Year 1996 represent 
allowable costs under the contract. 
 
During our audit, we noted two weaknesses in XYZ's internal controls that could impact the 
processing and reporting of allowable costs.  Specifically, we found that XYZ did not have 
adequate segregation of duties and written accounting policies and procedures.  Segregation of 
duties and written policies and procedures are generally an integral part of a system of internal 
controls.  However, we found that XYZ did not adequately segregate record keeping and check-
signing responsibilities because the check signer had access to accounting records, the 
checkbook, and cash receipts.  In addition, XYZ did not have written policies and procedures 
describing it's processing of transactions and its accumulation and reporting of allowable costs 
under Government-funded contracts.  These weaknesses could impact XYZ's ability to ensure 
that only allowable costs are claimed under contracts. 
 
RECOMMENDATIONS
 
We recommend that the Department's contracting officer direct XYZ to: 
 
 1. Segregate the duties for record keeping and check-signing, and  
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2. Prepare written policies and procedures describing it's processing of transactions and 
its accumulation and reporting of allowable costs under government-funded 
contracts. 

 
CONTRACTOR'S COMMENTS
 
We discussed the audit results with XYZ's president, on November 22, 2006.  XYZ's president 
withheld comment on the findings pending further review of the issues. 
 
 
 
 
 
                                                                                                         ______________________ 
                                                                                                         Office of Inspector General 
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XYZ Corporation 
City, State 

 
Claimed Costs and Audit Results 

Contract No. DE-AC12-94ER12345 
Calendar Year 1996 

 
            Audit Results 
   Contractor's Questioned Unresolved 
 Claimed Costs     Costs          Costs      Notes
 
Direct Labor   $2,475,300    $38,850      1 
 
Fringe Benefits        655,955      20,042      2 
 
Subcontract Costs        450,000   $450,000     3 
 
Materials and Supplies        113,482      13,520      4 
 
Travel          95,635        2,583                      5 
 
Total Direct Costs   $3,790,372    $74,995  $450,000 
 
Indirect Costs     1,137,112     22,499    135,000     6 
 
Total Costs   $4,927,484   $97,494  $585,000 
 
Fixed Fee          25,000
 
Total   $4,952,484 
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NOTES TO EXHIBIT A: 
 
 
1. XYZ did not adequately support direct labor costs of $38,850.  Specifically, XYZ could 

not provide timesheets or other documentation to support costs claimed for direct labor at 
its branch office in Rockville, Maryland.  The amount claimed for this effort was $30,350 
for the month of July 1996 and $8,500 for the month of August 1996.  Accordingly, we 
questioned these costs. 

 
2. We questioned fringe benefit costs as follows: 
 
  Adjustment to rate  $  9,902 a 
 
  Questioned direct labor costs    10,140 b 
 
  Total questioned   $20,042 
 
  a. On August 19, 1996, the Department of Energy (Department) and XYZ 

negotiated a final Calendar Year 1996 fringe benefit rate of 26.1 percent 
applicable to direct labor costs.  For Calendar Year 1994, XYZ claimed fringe 
benefit costs of $655,955 at the rate of 26.5 percent of direct labor costs 
($2,475,300 x 26.5 percent = $655,955).  We computed fringe benefit costs at 
the final negotiated rate to be $646,053 ($2,475,300 x 26.1 percent = 
$646,053).  Therefore, we questioned the $9,902 difference between fringe 
benefits claimed and fringe benefit computed at the negotiated final rate 
($655,955 - $646,053 = $9,902). 

 
  b. We questioned the fringe benefit costs applicable to direct labor costs questioned 

in Note 1 above ($38,850 x 26.1 percent = $10,140). 
 
3. Claimed subcontract costs of $450,000 were for Ace Services, Incorporated (Ace).  These 

costs will be audited by the Defense Contract Audit Agency, the cognizant audit agency 
for Ace.  Accordingly, we have classified these costs as unresolved pending receipt of the 
subcontract audit report. 

September 2006                                             16-G-5                                                        Release 6 



CHAPTER 16                                                                                                               EXHIBIT G 

REPORT NUMBER:                                                                                                  Exhibit A 
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NOTES TO EXHIBIT A: 
 
 
4. Under XYZ's cost accounting system, all costs for office supplies, such as stationery, 

computer paper, pens, and pencils, are considered to be an indirect expense and should be 
recovered through XYZ's indirect cost rate.  However, during Calendar Year 1996, XYZ 
charged office supplies of $13,520 directly to the contract rather than include these costs 
in its indirect cost pool.  Accounting staff turnover and XYZ's lack of written accounting 
policies and procedures contributed to this error.  Accordingly, we questioned these costs 
as unallowable direct charges to the contract. 

 
5. Article XXIII, "Unallowable Costs," of the contract prohibits any charges for first-class 

airfare.  However, we found that for three trips, the project manager traveled first-class.  
The difference between first-class airfare and economy coach airfare for these three trips 
was $1,583.  In addition, Article XXIII also prohibits costs for alcoholic beverages and 
entertainment expenses.  However, we found that the project manager charged $1,000 for 
alcoholic beverages and various sports-event tickets.  Accordingly, we questioned travel 
costs of $2,583 (Excess airfare of $1,583 + alcoholic beverages and entertainment 
expense of $1,000 = $2,583). 

 
6. Indirect costs were claimed at the rate of 30 percent of total direct costs.  On August 19, 

1996, the Department and XYZ negotiated a final Calendar Year 1996 indirect cost rate 
of 30 percent applicable to total direct costs.  We questioned the indirect costs applicable 
to direct costs questioned in notes 1, 2, 4, and 5 ($74,995 x 30 percent = $22,499).  We 
considered to be unresolved the indirect costs applicable to subcontract costs unresolved 
in note 3 ($450,000 x 30 percent = $135,000). 

 
 Note: Most contractors claim more than one type of indirect cost and use more than one 

rate.  For example, contractors often establish separate indirect cost pools and rates for 
department overheads, divisional overheads, manufacturing overheads, general and 
administrative expenses, bid and proposal expenses, and independent research and 
development expenses.  For simplicity, this report example shows only one rate and uses 
the generic term "indirect cost."  Also, if the final indirect cost rate had not been agreed 
to and indirect costs were covered in this audit, the auditor would normally include a 
separate exhibit for each indirect cost rate audited.  Exhibit H (AM16EXH.DOC) of this 
chapter contains examples of exhibits for reporting the results of indirect costs audited.  
If the final indirect cost rate had not been agreed to and indirect costs were not covered 
in this audit (as would be the case if the contractor had not yet submitted a final indirect 
cost proposal), the auditor would classify indirect costs as unresolved. 
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EXAMPLE OF INDIRECT COST AUDIT REPORT

 
U.S. DEPARTMENT OF ENERGY 

OFFICE OF INSPECTOR GENERAL 
OFFICE OF AUDIT SERVICES 

 
 

AUDIT OF 
INDIRECT COST RATES 
CALENDAR YEAR 2006 

FUSION SERVICES CORPORATION 
CITY, STATE 

 
REPORT NUMBER:                                                                                         Date: 
 
 
DESCRIPTION OF AUDIT
 
As requested by the Department of Energy (Department) Chicago Operations Office, we audited 
Fusion Services Corporation's (FSC) final indirect cost rate proposal for Calendar Year 2006. 
 
ABC provides research and research-related services to commercial organizations and to 
government-funded research contractors and laboratories in the fusion energy field.  Although 
most of its government-funded agreements are with the Department, it also performed work for 
other Federal agencies. 
 
For charging indirect costs to government-funded contracts and subcontracts, FSC bills indirect 
costs based on provisional billing rates agreed to by the Department's Contracting Officer.  After 
completion of each calendar year, FSC computes its actual indirect cost rates for the year and 
submits an indirect cost rate proposal to the contracting officer.  The Contracting Officer uses 
this proposal as the basis for negotiating final indirect cost rates that are applicable to all FSC's 
government-funded contracts and subcontracts.  For Calendar Year 2006, FSC submitted its 
indirect cost proposal on March 31, 2005.  This proposal is the subject of the audit. 
 
The objective of the audit was to determine the allowability, allocability and reasonableness of 
FSC's proposed indirect cost rates.  Allowable costs are costs incurred that are reasonable, 
allocable, and in accordance with applicable cost principles, laws and regulations, and generally 
accepted accounting principles and practices appropriate to the particular circumstances. 
 
For this audit, we obtained a sufficient understanding of FSC's cost accounting system and 
internal controls to plan the audit and determine the nature, timing, and extent of tests to be 
performed.  Our purpose was not to form an opinion on the cost accounting system and internal 
controls. 
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We conducted our audit in accordance with generally accepted government auditing standards 
that applied to this financial-related audit.  Criteria used in evaluating the indirect cost rates 
included the Federal Acquisition Regulations (FAR) and the Department of Energy Acquisition 
Regulations. 
 
We completed our onsite work on December 12, 2006. 
 
 
CIRCUMSTANCES AFFECTING THE AUDIT
 
We did not perform a technical review of any contracts or subcontracts.  Accordingly, audit 
results are qualified pending the outcome of technical reviews. 
 
 
AUDIT RESULTS
 
The results of our audit of FSC's proposed indirect cost rates for Calendar Year 2006 are detailed 
in Exhibits A and B and are summarized below. 
 
         Rate       Rate     Rate 
      Proposed Questioned Per Audit
 
 Engineering Department 
   Overhead       86.0%      7.4%   78.6% 
 
 General and Administrative 
   Expenses       34.4%      8.4%   26.0% 
 
We conclude that, except for the questioned rates summarized above and described in the notes 
to Exhibits A and B, FSC's indirect cost rates, as contained in its proposal, represent allowable 
indirect costs for Calendar Year 2006. 
 
A list of FSC's government-funded contracts and subcontracts to which its indirect cost rates 
apply is included as list X. 
 
  (Note: List X has not been included.  However, the list would exhibit all government-

funded contracts and subcontracts that were active in Calendar Year 2006 and to 
which the proposed indirect cost rates would apply.) 

 
 
CONTRACTOR'S COMMENTS
 
We discussed the audit results with FSC's Controller on December 20, 2006.  FSC's Controller 
concurred with the audit results. 
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  (Note: Most contractors claim more than two rates for indirect cost.  For example, 
contractors often establish separate overhead rates for each department and each 
division as well as rates for bid and proposal expenses and independent research 
and development expenses.  For simplicity, this report example shows only two rates.  
A separate exhibit can be prepared for each rate or several homogeneous rates can 
be included in one exhibit.) 
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                                                                                                                                    Page 1 of 3 
 

Fusion Services Corporation 
City, State 

 
Proposed Engineering Department Overhead Rate 

and Audit Results for Calendar Year 1996 
 
       Overhead  Overhead 
       Expenses        Rate     Notes
 
Proposed Rate           86.0%     1 
 
Overhead Expenses 
Proposed    $3,010,200 
 
Questioned: 
 Entertainment          45,200        1.3%     2 
 
 Unsupported Payment           6,000         .2%     3 
 
 Direct Labor        100,000       2.3%     4 
 
 Contract Overrun         25,000         .7%     5 
 
 Purchase Discounts           3,500         .1%     6 
 
 Total Questioned  $   179,700
 
Expenses Per Audit   $2,830,500 
 
Direct Labor Base 
Proposed    $3,500,000 
 
Questioned       (100,000)       2.8%     4 
 
Base Per Audit   $3,600,000 
 
Overhead Rate Per Audit        78.6%     7 
 
  NOTE:  The figure in parentheses is an increase. 
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NOTES TO EXHIBIT A: 
 
1. FSC proposed a Calendar Year 1996 Engineering Department overhead rate of 86.0 

percent in its submission to the contracting officer dated March 31, 1997.  The rate is 
applicable to direct labor costs.  The rate was computed by dividing Engineering 
Department's overhead expenses by the Engineering Department's direct labor costs 
($3,010,200/$3,500,000 = 86.0 percent). 

 
2. Entertainment costs are unallowable in accordance with Federal Acquisition Regulation 

(FAR) 31.205-14.  However, FSC included in its overhead expenses entertainment 
expenses of $45,200.  These costs consisted of $15,200 for tickets to sporting events and 
$30,000 for rental of a skybox at the local sports arena.  We questioned these costs as 
unallowable. 

 
3. FSC paid each of its five managers in the Engineering Department a monthly allowance 

of $100 for out-of-pocket expenses.  However, the managers did not retain receipts or 
otherwise account for out-of-pocket expenses.  Therefore, we questioned this monthly 
allowance as unsupported ($100 per month x 12 months x 5 managers = $6,000). 

 
4. FSC included in its overhead expenses direct labor costs of $100,000 that were incurred 

for a commercial contract.  FSC's controller stated that this mischarge was caused by a 
clerical error.  We questioned this direct labor cost.  In addition, we have added this cost 
to the direct labor base.  We noted that all fringe benefit costs and travel costs associated 
with this direct labor were correctly charged to the commercial contract. 

 
5. Losses on contracts are unallowable in accordance with FAR 31.205-23.  However, FSC 

included in its overhead expenses equipment costs that were incurred for a Department of 
the Navy contract.  We noted that the Navy contract had been overrun and, therefore, 
these equipment costs could not be claimed under the Navy contract.  We questioned 
these costs. 

 
6. In accordance with FAR 31.201-5, allowable costs should be reduced by any applicable 

income, rebates, allowances, or credits.  We found that FSC obtained purchase discounts 
in the amount of $3,500 for purchases charged to overhead.  However, the overhead 
accounts were not reduced by the amount of these credits.  Therefore, we have reduced 
the overhead expenses by the amount of these credits. 

 
7. We calculated the overhead rate per audit as follows: 
 
  Overhead expenses per audit (a) $2,830,500 
  Direct labor base per audit (b) $3,600,000 
  Overhead rate  (a/b)          78.6% 
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Fusion Services Corporation 
City, State 

 
Proposed General and Administrative (G&A) Expense Rate 

and Audit Results for Calendar Year 1996 
 
 
         G&A  G&A 
     Expenses     Rate   Notes
 
Proposed Rate     34.4%      1 
 
G&A Expenses 
Proposed   $10,500,100 
 
Questioned: 
 Entertainment          56,100    0.2%      2 
 
 Fines and Penalties     1,800,000    5.9%      3 
 
 Organizational Costs        500,000    1.6%      4 
 
 Parking Fees        200,000      .7%      5 
 
 Total Questioned   $2,556,100  
 
Expenses Per Audit   $7,944,000 
 
 
Total Direct Cost Base 
Proposed and Per Audit $30,500,000  
 
G&A Rate Per Audit    26.0%      6 
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REPORT NUMBER:                                                                                                  Exhibit B 
                                                                                                                                   Page 2 of 2 
 
NOTES TO EXHIBIT B: 
 
 
1. FSC proposed a Calendar Year 1996 G&A expense rate of 34.4 percent in its submission 

to the contracting officer dated March 31, 1997.  The rate is applicable to total direct 
costs.  The rate was computed by dividing G&A expenses by total direct costs 
($10,500,100/$30,500,000 = 34.4 percent). 

 
2. Entertainment costs are unallowable in accordance with FAR 31.205-14.  However, FSC 

included in its G&A expenses entertainment costs of $56,100.  These costs consisted of 
$25,100 for tickets to shows and sporting events and $31,000 for memberships for 
corporate officers at a country club.  We questioned these costs as unallowable. 

 
3. Fines and penalties are generally unallowable in accordance with FAR 31.205-15.  

However, FSC included in its G&A expenses fines in the amount of $1,500,000 paid to 
the city for various motor vehicle and pollution-related violations.  We questioned these 
costs as unallowable. 

 
4. Organization costs such as the cost of raising capital are generally unallowable in 

accordance with Federal Acquisition Regulation 31.205-27.  However, FSC included in 
its G&A expenses costs of $500,000 associated with issuance of a new class of preferred 
stock.  We questioned these costs as unallowable. 

 
5. In accordance with FAR 31.201-5, allowable costs should be reduced by any applicable 

income, rebates, allowances, or credits.  We found that FSC collected parking fees in the 
amount of $200,000 from its employees.  The expenses for operating FSC's parking 
facilities were included in G&A expenses.  However, the G&A expenses were not 
reduced by the $200,000 collected in parking fees.  Therefore, we have reduced the G&A 
expenses by the amount of these fees. 

 
6. We calculated the G&A rate per audit as follows: 
 
  G&A expenses per audit (a) $  7,944,500 
  Total direct cost base per audit (b) $30,500,000 
  G&A rate   (a/b)          26.0% 
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CHAPTER 17 
 

COST ACCOUNTING STANDARDS 
 

A. SCOPE OF CHAPTER
This chapter covers policies for auditing disclosure statements and cost impact proposals 
required by cost accounting standards (CAS) and conducting CAS compliance reviews. 

B. BACKGROUND
Established in 1970 by Public Law 91-379, the Cost Accounting Standards Board promulgated 
standards designed to achieve uniformity and consistency in contractors' cost accounting 
practices.  Under CAS, contractors are required to (1) disclose in writing their cost accounting 
practices; (2) comply with promulgated standards; and, (3) prepare cost impact proposals when 
noncompliance is encountered or new/change in accounting practices are employed. 

Cost accounting standards and requirements are contained in the Federal Acquisition Regulation 
(FAR) and supplemented in the Department of Energy Acquisition Regulation (DEAR).  
Specific references include:  (1) DEAR Subpart 970.30 - Cost Accounting Standards; (2) FAR 
Part 30 - Cost Accounting Standards; (3) FAR Appendix B, Chapter 99 - Cost Accounting 
Preambles and Regulations; (4) Departmental orders, interpretations, instructions, and guidance 
concerning the cost accounting standards and their impact on Department of Energy 
(Department) contractors; and, (5) review guidance for compliance with specific requirements of 
the CAS [maintained at each Office of Audit Services (OAS) Division office]. 

Many Department contracts and subcontracts are subject to CAS requirements.  These standards 
can apply to both integrated and non-integrated contractors.  There are two types of CAS 
coverage, modified and full.  Modified coverage requires compliance with just two of the 
standards - Standard 401, "Consistency in Estimating, Accumulating and Reporting Cost", and 
Standard 402, "Consistency in Allocating Costs Incurred for the Same Purpose."  Full coverage 
requires compliance with all issued standards and the submission of a disclosure statement that 
describes the contractor's cost accounting practices. 

C. TYPES OF COST ACCOUNTING STANDARDS AUDITS
Audits generally cover the contractor's disclosure statement, compliance with cost accounting 
standards, and cost impact proposals. 

 1. Disclosure Statement.  For contractors that are required to submit a disclosure 
statement, one type of audit is the adequacy review of the disclosure statement.  The objective of 
this audit is to determine if the contractor's disclosure statement adequately describes the cost 
accounting practices to be used by a contractor for estimating, accumulating and reporting 
contract costs.  To be considered adequate, a disclosure statement must be current, accurate, and 
complete. 

 2. Compliance with Standards.  Concurrently with the audit of the disclosure 
statement or as a separate audit, the auditor can perform a CAS compliance review.  The 
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objective of the compliance review is to determine if the contractor's disclosed and actual cost 
accounting practices comply with the standards. 

 3. Cost Impact Proposals.  CAS requires that the values of covered contracts be 
adjusted when an instance of noncompliance increases costs to the government.  The regulations 
also require that equitable adjustments be made to covered contracts when a new standard causes 
a change to be made in contractor's accounting practices and when the Contracting Officer and 
the contractor agree on a change to a disclosed or established practice.  The vehicle for 
determining the cost impact of the noncompliance and for conducting negotiations to reach 
agreement on price adjustments is the cost impact proposal, prepared by the contractor and 
reviewed by the auditor.  The objective of the audit is to determine whether the contractor's cost 
impact proposal is fair and reasonable. 

 4. Audit Guidance.  For an audit of disclosure statement adequacy and/or review for 
CAS compliance with cost accounting standards, historical audit guidance has been archived and 
is maintained at each OAS Division office for use if such audit work should be needed in the 
future.  Should audit work be required on contractor cost impact proposals, auditors should 
consider guidance contained in Chapter 8-500 of the Defense Contract Audit Agency Audit 
Manual. 

D. GENERAL AUDIT POLICY
For the Department's integrated contractors, the OAS will prioritize in its overall workload any 
specific requests from Contracting Officers to perform audits related to the cost accounting 
standards.  Priority will be given to specific requests regarding situations in which risk of loss to 
the Department is evident because of contractor noncompliance with cost accounting standards.  
For non-integrated contractors, CAS audits will be performed only when OAS serves in the 
contractor auditor role as the cognizant auditor for a contractor or subcontractor.  In such 
situations, the auditor will respond to a request from a Contracting Officer for a review of CAS 
issues during a preaward audit, as part of an incurred cost audit, or as a separate audit.  Contract 
auditing and audit cognizance are discussed in Chapter 15 of this Manual. 

E. AUDIT REPORTS
When the audit of CAS issues is performed as part of a preaward or incurred cost audit, results 
will be included in contract preaward or incurred cost audit reports.  The transmittal 
memorandum and report format for the CAS audit is illustrated in Exhibit A and B, respectively 
of this chapter.  
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EXAMPLE OF TRANSMITTAL MEMORANDUM 
FOR DISCLOSURE STATEMENT AND COMPLIANCE REVIEW 

(USE MEMORANDUM PAPER) 
 
 
DATE:  Month XX, XXXX  
 
REPLY TO  
ATTN OF:  IG-XX 
 
SUBJECT:  Report on "Review of (Contractor's Name) Cost Accounting Standards Board   
         Disclosure Statement Adequacy and Cost Accounting Standards Compliance" 
 
TO:  (Head of Contracting Activity) 
 
We reviewed the (Contractor's Name) disclosure statement, dated (_____), to determine if it 
adequately described the current cost accounting practices used in the performance of Contract 
No. W-7405-ENG-48 and if actual practices complied with the Cost Accounting Standards. 
 
In our opinion, the (Contractor's Name) disclosure statement adequately describes its cost 
accounting practices and its actual cost accounting practices are in compliance with Cost 
Accounting Standards.  --or-- In our opinion, the (Contractor's Name) disclosure statement does 
not adequately describe its cost accounting practices and/or its actual cost accounting practices 
are not in compliance with Cost Accounting Standards. 
 
Management representatives concurred (did not concur) with all (or specify concurrences) the 
recommendations in the report.  The Department is requested to provide a Management Decision 
on the following findings and recommendations, with which management nonconcurred: 
 
 Home Office Expenses, Recommendation 1.a. 
 General and Administrative Expenses, Recommendation 2.b. 
 
The Management Decision should also refer to your office's concurrence with all other findings 
and recommendations contained in the report.  The recommendations with which management 
concurred and/or nonconcurred are open and should be tracked in the Department's Audit Report 
Tracking System. 

     
 

                               NAME 
                                           Assistant Inspector General 

                                   for ___________ 
          Office of Inspector General 
 
Attachment 
cc:  Leader, Audit Liaison Team, CF-1.2 
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EXAMPLE OF REPORT ON  

DISCLOSURE STATEMENT AND COMPLIANCE REVIEW 
 
(If the review only covered disclosure statement adequacy or compliance with cost accounting 
standards or with only specific standards, the report wording should be modified accordingly.) 
 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
 
 

REVIEW OF (CONTRACTOR'S NAME) 
COST ACCOUNTING STANDARDS BOARD DISCLOSURE STATEMENT ADEQUACY 

AND COST ACCOUNTING STANDARDS COMPLIANCE 
 
 

REPORT NUMBER: 
 

 
PURPOSE AND SCOPE
 
The review was performed to assist the Manager, (_______) Operations/Field/Site Office, in 
determining whether (the Contractor)'s disclosure statement, dated January 17, 2006, adequately 
described the current cost accounting practices used by (the Contractor) in the performance of 
contract W-7408-ENG-48 and if (the Contractor)'s actual cost accounting practices complied 
with the Cost Accounting Standards (CAS). 

Public Law 100-679 (41 U.S.C. 422) requires certain contractors and subcontractors to comply 
with CAS and to disclose in writing and follow consistently their cost accounting practices.  In 
addition, the contract between the U.S. Department of Energy (Department) and (the Contractor) 
for the management and operation of (__________) requires (the Contractor) to submit a 
disclosure statement and to comply with CAS. 

A disclosure statement is a written description of a contractor's cost accounting practices and 
procedures and includes methods of distinguishing direct costs from indirect costs and the basis 
used for allocating indirect costs.  The disclosure statement must be amended when a change is 
made in cost accounting practices. 

The disclosure statement and compliance with CAS are the responsibility of (the Contractor).  
The cognizant contracting officer is responsible for determining the adequacy and compliance of 
the disclosure statement.  Our responsibility is to express an opinion on the adequacy of the 
disclosure statement and on whether (the Contractor's) actual cost accounting practices are in 
compliance with CAS in effect for this contract. 
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The review was performed by representatives of the Office of the Inspector General and (if 
substantive efforts were provided, include) the Chief Financial Officer, (______) 
Operations/Field Office, to obtain reasonable assurance that the disclosure statement is current, 
accurate, and complete and that the actual cost accounting practices are in compliance with CAS. 

REVIEW OPINION

(Disclosure statement adequate and actual practices are in compliance) 

In our opinion, (Contractor's Name) disclosure statement adequately described its current cost 
accounting practices.  In addition, our review procedures disclosed no instances in which 
(Contractor's name) actual cost accounting practices were not in compliance with the cost 
accounting standards. 

                                                                        or 

(Disclosure statement not adequate but actual practices are in compliance) 

In our opinion, (Contractor's Name) disclosure statement did not adequately describe its cost 
accounting practices for (list parts of disclosure statement that are not adequate).  However, our 
review procedures disclosed no instances in which (Contractor's Name) actual cost accounting 
practices were not in compliance with the cost accounting standards.  Details of the disclosure 
statement inadequacy(ies) is (are) described below. 

Provide specific details of all disclosure statement inadequacies. 

                                                                        or 

(Disclosure statement adequate but instances of noncompliance identified) 

In our opinion, (Contractor's Name) disclosure statement adequately described its cost 
accounting practices.  However, our review identified an actual cost accounting practice(s) 
which, in our opinion, did not comply with cost accounting standard number(s).  The instance(s) 
of non-compliance is (are) described below. 

For each instance of non-compliance provide: 

• Description of the noncompliance situation including the CAS standard and specific 
requirement not complied with; 

• An explanation of the significance of the noncompliance; 

• A specific recommendation for corrective action; 

• The contractor's reaction to the issue and any acceptable alternative proposed by the 
contractor; and, 

• Rebuttal to contractor's reaction. 

                                                                        or 
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(Disclosure statement not adequate and instances of noncompliance identified) 

 

In our opinion, (Contractor's Name) disclosure statement did not adequately describe its cost 
accounting practices for (list parts of disclosure statement that are not adequate).  In addition, our 
review identified an actual cost accounting practice(s) which, in our opinion, did (did not) 
comply with cost accounting standard number(s).  Details of the disclosure statement 
inadequacy(ies) and instance(s) of non-compliance are described below. 

Provide specific details of all disclosure statement inadequacies. 

For each non-compliance provide: 

• Description of the noncompliance situation including the CAS standard and specific 
requirement not complied with; 

• An explanation of the significance of the noncompliance; 

• A specific recommendation for corrective action; 

• The contractor's reaction to the issue and any acceptable alternative proposed by the 
contractor; and, 

• Rebuttal to contractor's reaction. 
 

RECOMMENDATIONS

We recommend that the Manager, (________) Operations/Field Office: 

1.  Require (the Contractor) to: 

2.  Request..... 

MANAGEMENT REACTION

Management agreed to implement ______ recommendations.  Management and auditor 
comments are in the attachment to this report. 
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CHAPTER 18 
 

CONTRACT TRANSITION AND CLOSEOUT
 
 

A. SCOPE OF CHAPTER 
This chapter provides guidance to OIG auditors when conducting reviews of contract transitions 
and closeout for facility management contracts at Department of Energy (Department) facilities. 

 
B. BACKGROUND 
The Department owns over 35 different research and production sites across the nation.  Most of 
these sites are national laboratories that provide unique research equipment and facilities to 
thousands of scientists every year.  The remaining sites were production sites constructed in the 
1950s to provide the necessary materials and components to assemble nuclear weapons.  While 
the Department owns these facilities, they are managed and operated by facility contractors and 
their workforce of approximately 100,000 contractor employees.  The contracts to manage and 
operate these federal facilities cost the Department between $30 million and $2.3 billion per 
year. 

 
Contractors who manage the Department's facilities are responsible for maintaining, controlling, 
and accounting for both tangible and intangible assets of the Department.  These assets include, 
but are not limited to: 

 
 Personal Property 
 Real Property 
 Information Systems 
 Classified and Unclassified Materials 

 Retirement Benefits 
 Accounting Systems 
 Licenses and Patents 
 Human Resources 

 
Typically, the Department's tangible assets are maintained separately from the contractor's 
corporate assets.  However, the manner in which the intangible assets are administered may vary 
significantly from contractor to contractor.  Some pension and retirement benefit plans are 
integrated with the contractor's corporate plans.  Other plans are maintained separate from the 
corporate parent and are unique to employees of that particular facility.   

 
C. GENERAL AUDIT POLICY 
Whenever there is a change in management contractor at a Department facility, the responsible 
Office of Audit Services (OAS) audit group will conduct a review of the adequacy of contract 
transition activities to mitigate the Department's risk.  A preliminary risk analysis will be 
performed by the OAS audit group to determine whether an audit is needed.  The preliminary 
analysis will evaluate certain risk factors such as contract value, teaming arrangements, special 
contract clauses, and the contract environment at the site as described in detail at paragraph E.  If 
the preliminary risk analysis shows that the Department has an overall low to medium risk 
associated with the contract changeover then a memo to the file should be prepared to document 
that an audit will not be performed.  If there is a greater than acceptable risk (medium high to 
high) to the Department, the audit staff will perform audit procedures on the contract transition.  
An example of the audit program is located in Exhibit A.  The audit program is intended only to 
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be used as a guide and should be expanded or reduced as necessary to fit the audit environment 
and risk assessment. 

 
D. RESPONSIBILITY AND TIMING 
The Team Leader should identify whether any of the sites for which they have audit cognizance 
will be issuing a new facility management contract.  The Team Leader is responsible to ensure 
that an audit is conducted for each contract transition and closeout at sites for which they have 
audit cognizance or document the reasons for not scheduling the audit.  The preliminary risk 
analysis should be initiated within 30 calendar days after the announcement of a new facility 
management contract.   

 
E. PRELIMINARY RISK ANALYSIS 
In order to make the best use of audit resources, a risk analysis is required to document and 
determine whether there is enough risk to warrant the Office of Inspector General (OIG) to 
initiate an audit of contractor contract transition and closeout activities.  See Exhibit C of this 
Chapter for a flowchart on assessing risk.  Contract transition and closeout costs include costs 
such as severance pay, relocation, pension and other costs relating to contract transitions.  The 
purpose of the preliminary risk assessment is to provide an overall assessment of those contract 
transition and closeout activities that present the highest risk to the Department incurring 
unreasonable losses and making unreasonable payments.  This risk analysis must consider site or 
contractor specific circumstances and should individually and collectively consider the following 
factors: 

• Contract value.  An assessment of the materiality of the overall contract value 
should be considered.  If the contract value is low by Department standards (less 
than $1 billion) an audit of contract closeout/transition costs may not be 
warranted. 

 
• Performance Periods.  Contract closeout/transition costs should reflect the 

duration of the contractor's performance period and other relevant circumstances.  
Contracts with a relatively short performance period that contain large amounts of 
contract closeout/transition costs may not be reasonable.  Conversely, a relatively 
long period of performance does not, in and of itself, justify the reasonableness of 
claimed contract closeout/transition costs.  Also, the outgoing contractor's history 
at the site could affect the amount of time necessary to accomplish closeout and 
transition activities, thereby increasing transition and closeout costs. 

 
• Contract Environment.  Specific risk factors such as management attitude, 

sensitive location and program activities should be considered.  Specifically, 
management attitude can be assessed, in part, by the existence of control 
activities/internal control procedures identified in prior audits.  Additionally, 
dollar magnitude findings that may be considered immaterial at less sensitive sites 
may be deemed material at sites that have more sensitive activities. 

 
• Site Specific Issues.  Determine whether any site specific issues have contract 

closeout/transition cost implications. 
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• Contracting Officer.  The contracting officer is the Department's primary official 
to ensure contract transition and closeout occurs smoothly and timely.  
Discussions with the contracting officer may help identify the risks associated 
with the contract site. 

 
• Other Special Information.  A review of any special items such as individual 

teaming agreements, special contract clauses, and available transition plans will 
provide the auditor with other relevant information such as cost allocations and 
arrangements and areas where significant costs will be incurred during transition.   

 
F. CONTRACT TRANSITION AUDIT 
If it is determined from the preliminary risk assessment that an audit is warranted, the audit 
should be conducted in accordance with procedures contained in the sample audit program at 
Exhibit A of this Chapter.  The audit program is intended only to be used as a guide and should 
be expanded or reduced as necessary to fit the audit environment and risk assessment. 

 
G. OIG REPORTING REQUIREMENTS 
The OIG will report the results of its audit of Contract Closeout/Transition activities in a report 
format that depends on the findings and recommendations.  Examples of areas where a report 
will be issued include (1) inadequate transition planning by the Department and its contractors; 
(2) inadequate implementation of an otherwise adequate transition plan; or, (3) questioned costs 
identified for specific cost categories (i.e. pension, property, relocation) in an adequate transition 
plan with proper implementation and execution.  Sample report format is shown in Exhibit B of 
this Chapter. 
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SAMPLE AUDIT PROGRAM FOR CONTRACT  
TRANSITION ACTIVITIES REVIEWS 

 

I. PURPOSE AND OBJECTIVE 
The purpose of the contract transition and closeout audit is to determine whether contract transition 
and closeout plans and activities are adequate and whether costs incurred for contract transition and 
closeout charged to Department of Energy (Department) contracts are allowable, allocable, and 
reasonable per contract terms; Federal Acquisition Regulations (FAR) or OMB Circulars, as 
applicable, and DOE Acquisition Regulations (DEAR); and Cost Accounting Standards as 
implemented by the contract terms. 

 
Use this audit program when the preliminary risk assessment performed in accordance with Audit 
Manual Chapter 18 identified that the contract transition and closeout process at a particular site is 
at medium/high-high risk to the Department.  Follow all the steps in Part IV to determine the 
adequacy of the transition activities established by the Department and its contractors and any 
verification and validation activities.  Part V should be used when specific areas of concerns are 
identified that require additional transaction testing.  The audit program must be modified as 
necessary to fit each contract transition and closeout environment and the audit risk assessment that 
was performed to select the areas for additional review.  
 

II. AUDIT SCOPE 
 A. This audit will be accomplished by: 
  

1. Obtaining the criteria for determining the activities that are required for 
transitioning contracts and the costs that are allowable as part of the contract 
closeout or transition activities of the new contract arrangement. 

2. Assessing controls and processes designed to ensure that the closeout and 
transition activities are adequate to ensure that scope, schedule, deliverables, 
and responsibilities are identified and assigned. 

3. Reviewing the closeout or transition activities and testing transactions to 
determine costs are allowable and appropriate for the terms of the agreement. 

 

III. PRELIMINARY AUDIT STEPS  
A. Obtain Background Information and Identify High Risk Areas: 
 

1. Review the preliminary risk analysis prepared as discussed in paragraph E in 
AM Chapter 18 to help identify areas of high risk. 

2. Review the contracts and other related documents to gather information that 
will be useful in understanding the contract(s) and the transition that is 
required as well as for special provisions, clauses, and cost areas for closeout 
and transition activities that may be of concern or high risk. 

3. Determine the areas where special contract clauses may limit or disallow the 
nature or amounts of contract closeout/transition costs that can be claimed. 
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4. Determine whether the allowable provisions in the new contract are 
reasonable and appear to comply with the applicable provisions federal 
acquisition regulations. 

5. Determine whether the unresolved audit issues impact the contract transition 
activities.  These items may include noncompliances with the requirements of 
the management of government furnished equipment, inventory weaknesses 
and losses. 

6. Identify other potential vulnerable areas from evaluating the following: 
 

• Prior year audit files; 
• Identifying audit issues from DOE site offices, OIG, external auditors, 

DCAA, or internal auditors through discussions and reviews of audit 
reports that may affect the audited costs; and, 

• Identifying other assignments such as operations/performance, 
information technology (IT), financial controls, and systems surveys 
which affect the scope of this audit. 

IV. REVIEW OF CONTRACT TRANSITION PROCESS FOR ADEQUACY 
 

All relevant documents pertaining to the contract closeout and transition process need to be 
reviewed to determine whether the planning of the “change-over” of contract activities is adequate 
to minimize the risks of adverse effects on programmatic goals, objectives, and costs.  Reviewing 
the documents identified below, as well as additional documents available on each transition project 
will help the auditor determine those areas and activities where risks may not be reduced or 
mitigated through the transition activities planned by the Department or the Contractors.  If needed, 
use some of the guidance in Part VI to help determine adequacy of planned transition activities (i.e. 
scheduled inventory or reasonableness of relocation costs of key employees) for selected areas. 

 
A. Department of Energy Transition Project Management Plan 
 

1. Obtain a copy of the Site/Operations Office’s Contract Transition Project 
Management Plan and review for background information.  The Department 
should prepare the transition plan as early as possible (after the RFP and before 
contract award).  Determine whether the Project Management Plan adequately 
identifies and describes tasks, responsibilities, expectations, and plans for the 
closeout and transition activities.   

2. If the Project Plan includes a time table and due dates for task, determine 
whether the timetable is reasonable. 

3. Identify the deliverables that are available for review and obtain them to gain an 
understanding of the closeout and transition process and identify areas for 
possible further review and research.  The deliverables identified in the Project 
Plan will determine the items to request at paragraphs D, E, and F. 

 
B. Risk Management Plan 
 

1. Obtain copies of the Site/Operations Office’s Risk Assessment/Management 
Plan(s).  Review the Plan(s) to identify the areas that the Department has 
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determined to be areas of concern.  Determine whether these areas are adequately 
covered by the Contractors’ Transition Plans. 

2. Does the Department’s risk plan identify areas that the OIG has determined to be 
of high risk to the Department in the preliminary risk analysis and assessment? 

3. Identify any specific the areas for additional follow-up by the audit.   
 

C. Contract Closeout and Transition Plans 
 

1. Obtain copies of the Site/Operations Office’s, the Incoming Contractors’, and the 
Outgoing Contractors’ Contract Transition Plans.  The plans are available 
according the Department’s Project Plan schedules as discussed in paragraph A.   

2. Determine whether the Contractors’ Transition Plans are reasonable, adequate 
and consistent with the expectations from the Site/Operations Office(s).  Identify 
any duplicative steps, weaknesses, and other inadequacies. 

3. Determine whether the Contracting Officer or Site Manager has approved the 
Contractor’s Transition Plan or any explanations for rejected plan(s). 

4. Obtain and analyze contract transition plans to identify high risk area costs.  
High risk costs in contract transition plans may include severance pay, 
relocation, pension, property losses, subcontracts, and other costs.  Performing an 
analysis of contract transition costs should focus the risk assessment on whether 
the Department may pay a disproportionate share of such costs or that the 
“Outgoing” Contractor did not account for all losses and reimbursement is made 
to the Department. 

 
D. Other Site/Operations Office or Contractor Documents 
 

1. Obtain contract transition status and progress reports and review for problem 
areas and other pertinent information. 

2. If the new contractor is a partnership or joint venture or other teaming 
arrangements, obtain a copy of the teaming or partnership agreement and review 
for items that may impact the acquisition of pension, assets, liabilities, and other 
activities.   

3. A review of individual teaming agreements will provide the auditor with the 
scope definition and delineation of work to be performed by individual partners.  
The teaming agreement may provide insight into how costs will be allocated 
among individual entities.  The teaming agreements may identify limitations of 
specific costs and may even address the treatment of contract closeout/transition 
costs. 

   
E. Assessment of Transition Plan Adequacy 
 

Based on the review of documents and processes in paragraphs A through D, assess 
whether the Department and its Contractors transition plan(s) is (are) adequate to 
mitigate the risk of adverse effects on programmatic goals, objectives, and costs.  If 
the transition plan(s) is not adequate, issue a report in accordance with the examples 
at Exhibit B of AM Chapter 18.  If the transition plan(s) is (are) adequate, then 
review the implementation of transition activities (Section V.) to determine whether 
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controls are adequate to minimize the risks of adverse effects on programmatic 
goals, objectives, and costs. 

V. REVIEW OF CONTRACT TRANSITION IMPLEMENTATION FOR ADEQUACY 
If the OIG determines that the Department of Energy and its Contractors have an adequate 
transition plan, a review of the implementation and execution of the plan for adequate controls is 
required.  Auditors need to ensure that the planned transition activities are executed in a manner to 
adequately minimize the risks of adverse effects on programmatic goals, objectives, and costs. 

 
A. DOE Transition Verification and Validation Process 
 

1. Obtain and review the Department’s Transition Verification and Validation Plan 
to determine whether the verification and validation of contractor transition 
activities will adequately address high risk areas and whether they will be 
completed timely to ensure a smooth transition and allows for corrective actions 
to be implemented before the new contract starts. 

2. For the areas where adverse affects on programmatic goals, objectives, and costs 
are present, review the Department of Energy’s and its Contractors’ analysis, 
documentation and reports (i.e. personal property inventory reconciliation and 
verification, pension plan actuary reports, IT inventory and reconciliation) for 
each of the areas that the OIG has determined to be high risk.  The analyses, 
documentation, and reports should be accurate and complete and provide a 
resolution to the identified risk of loss such as unaccounted inventory, 
noncompliance with regulations or contract terms. 

3. If needed sample test items in the high risk category and determine whether 
verification and validation by the Department and its Contractors for 
reasonableness and provide adequate coverage to minimize the risk of loss to the 
Department. 

 
B. Assessment of Transition Implementation Adequacy 

 
1. Based on the review of documents, reports, and processes in paragraph A, 

determine whether areas and activities and corresponding analysis and reports 
represent an adequate implementation of transition activities.  If the 
implementation is not adequate, issue a report in accordance with the examples at 
Exhibit B this Chapter. 

 
2. If the transition plan(s) and the implementation of transition activities are 

adequate, then conduct additional transaction testing (if needed) of specific areas 
considered to be high risk to validate the execution process and identify any 
questioned costs.  Use the guidance in Part VI to conduct transaction testing of 
high risk areas.  The results of the transaction testing should be reported 
separately for each area with findings and recommendations.  Use the examples 
in Exhibit B of this Chapter for suggested report formats. 
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VI. DETAILED TRANSACTION TESTING  
A. Specific Transition Areas and Transaction Testing 
 

The selection of the following areas for review is dependent on the contract 
provisions for allowable transition and closeout activities.  Listed below are sample 
areas that may be of high risk to the contract activities, however, the risk analysis 
performed may identify other areas not covered below and should be added to the 
audit program as needed. 
 
1. Pension Costs and Liabilities 

 
a. Review both contracts’ terms for pension costs provisions. 
b. Review transition plan and other documentation to gather pension 

information.  Gain an understanding of the “treatment” of the existing 
pension.  Will the contractor “terminate” the pension plan and provide all 
existing employees with future benefits based on the factors and credits as of 
the end of the contract and any transferred employees will be provided with 
new pension plans by the “incoming” contractor?  Will the “incoming” 
contractor buy the assets and assume the associated liabilities to continue the 
pension plan for “transferring”?  Will there be a new pension plan for new 
employees? 

c. Determine whether proposed pension costs are allowable per FAR 31.205-
6(j). 

d. Determine whether the outgoing contractor’s calculation for the funding of 
the last year’s pension costs is consistent with prior years.  Inconsistencies 
should be researched to determine whether the contractor is attempting to 
catch-up contributions that may not be allowable. 

e. If the pension plan is retained for employees who are staying with the new 
contractor, review the transfer of assets and liabilities for reasonableness. 

f. Add steps to cover specific terms and conditions that are included in the 
outgoing contractor’s provisions and the transition plan in the new contract. 

 
2. Relocation Costs 

 
a. If the new contractor is relocating its executive offices to the contract 

location, determine whether the relocation costs of records, assets, and 
personnel are allocable to the contract. 

b. Review costs of transferring of new key personnel or transferring out of 
personnel for compliance with standards in FAR: 

 
i. FAR 31.205-35 defines relocation costs as costs incident to the 

permanent change of duty assignment for a period of 12 months or 
more of an existing employee or upon recruitment of a new employee. 

ii. FAR 31.205-46 defines rules for travel related to relocation for the 
employee and the employee's family to the new duty station and for 
house hunting trips. 
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iii. FAR 31.205-46 allowable maximum government travel regulation per 
diem rates for lodging, meals and incidental expenses apply to 
contractor employees while traveling for house hunting trips and 
travel to the new duty station.  These criteria do not apply to 
temporary quarters allowances because the employee is not 
considered to be on official business travel while in temporary 
quarters. 

iv. Certain duty assignments, principally overseas locations, are 
accompanied by "location allowances."  The location allowances 
represent compensation in addition to normal wages and salaries per 
FAR 31.205-6.  Any travel costs to an overseas location should be 
considered travel costs in accordance with FAR 31.205-46. 

 
c. Compare the cost to the list in FAR 31.205-35(a) and (c) for specifically 

allowable relocation costs. 
d. Evaluate the contractor's policies and procedures and the employment 

agreements to determine reasonableness and compliance with FAR 
requirements. 

e. Determine whether relocation costs are reasonable and allocable, and meet 
the four criteria listed in FAR 31.205-35(b).    

f. Verify that the relocation agreement includes a refund or credit provision if 
an employee resigns within 12-months of relocating due to a permanent 
change of duty assignment agreement for reasons within the employee's 
control requires was not met per FAR 31.205-35(d) except as waived by FAR 
31.205-35(f)(4). 

 
3. Paid Absences and Other Payroll Related Costs and Liabilities 

 
a. Determine whether executive compensation costs are claimed in accordance 

with ranges established by contract terms or FAR 31.205-6 and Office of 
Federal Procurement Policy. 

b. Review employee receiving pay over maximum salary range of the 
employee's grade range. 

c. Determine if overtime and associated premium hours have been approved, if 
required by the contract terms. 

d. Determine the allowability and reasonableness of special pay due to 
transition activities. 

 
4. Employee Severance Expenses 

 
a. Determine if there is a plan from the “outgoing“ contractor to terminate the 

majority of the employees from employment.  
b. Compare such plan to the “incoming” contractor’s plan.  
c. Ensure that employees “terminating” their employment with the “outgoing” 

contractor are not a “new” employee at the “incoming” contractor.  The 
Department should not be paying severance for an employee whose 
employment is “technically” terminated. 
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d. Determine whether severance costs are allowable in accordance with the 
provisions in FAR 31.205-6(g).  

 
5. Professional, Consultant Services, and Subcontracts Costs 
 

a. Obtain vendor listing and identify the major subcontracts that require further 
review. 

b. Determine whether the performance period of the major subcontracts 
identified in A. extends beyond the transition period. 

c. Determine whether subcontracts will be novated and whether there are any 
additional costs to DOE due to the subcontract’s performance period not 
being in-line with the prime’s performance period.  The costs should be the 
responsibility of the prime. 

d. Determine whether there are any unresolved issues with the subcontracts and 
identify them for management’s resolution. 

e. Identify any subcontractors whose services were obtained for the transition 
period.  Review the agreement(s) and work products for allowability per FAR 
31.205-33.  

 
6. Computer and Equipment Transfer Valuation 

 
a. Determine whether the Transition Plan includes an inventory and or 

reconciliation of equipment, assets, and other items before the new contract 
start date. 

b. Review the plans for reasonableness and adequacy.  Ensure that the 
reconciliation will be completed within a reasonable time before the new 
contract starts to allow for the resolution of differences between the amounts 
and items recorded on the official ledger and the items physical location 
verification. 

c. Sample test the inventory/reconciliation process to ensure that the 
inventory/reconciliation properly accounted for assets to be transferred. 

 
7. Intellectual and Other Intangible Assets Transfer Valuation 

 
a. Determine whether the Transition Plan includes an inventory and or 

reconciliation of specific intellectual and other intangible assets before the 
new contract start date. 

b. Review the plans for reasonableness and adequacy.  Ensure that the 
reconciliation will be completed within a reasonable time before the new 
contract starts to allow for the resolution of differences between the amounts 
and items recorded on the official ledger and the items physical location 
verification. 

c. Sample test the inventory/reconciliation process to ensure that the 
inventory/reconciliation properly accounted for assets to be transferred. 

 
8. Legal and Other Liabilities Transfer Valuation 
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a. Determine whether the Transition Plan includes an inventory and or 
reconciliation of liabilities before the new contract start date. 

b. Review the plans for reasonableness and adequacy.  Ensure that the 
reconciliation will be completed within a reasonable time before the new 
contract starts to allow for the resolution of differences between the amounts 
and items recorded on the official ledger and the items verification. 

c. Sample test the inventory/reconciliation process to ensure that the 
inventory/reconciliation properly accounted for liabilities to be transferred. 

 
9. Transfer of Other Balance Sheet Account Valuations 
 

a. Determine whether the Transition Plan includes an inventory and or 
reconciliation of other balance sheet accounts before the new contract start 
date. 

b. Review the plans for reasonableness and adequacy.  Ensure that the 
reconciliation will be completed within a reasonable time before the new 
contract starts to allow for the resolution of differences between the amounts 
and items recorded on the official ledger and the items’ verification. 

c. Sample test the inventory/reconciliation process to ensure that the 
inventory/reconciliation properly accounted for accounts to be transferred. 

VII. AUDIT COMPLETION 
  
Follow established protocol for finalizing the audit and issuing the draft report. 
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EXAMPLE OF REPORT ON 
THE AUDIT OF CONTRACT CLOSEOUT AND TRANSITION 

COSTS  AND ACTIVITIES AT XX LABORATORY 
 

U.S. DEPARTMENT OF ENERGY 
OFFICE OF INSPECTOR GENERAL 

OFFICE OF AUDIT SERVICES 
(NAME OF AUDIT OFFICE) 

 
The Audit of Contract Closeout and Transition Costs 

and Activities at XX Laboratory under Department of Energy 
Contract Nos. DE-ACO-XXXXXXXXX and DE-ACO-XXXXXXX 

 
Audit Report No. OAS-FC-XX-XX 

BACKGROUND
XX Laboratory located in Anytown, USA is a federally-funded national user facility with the 
mission of advancing scientific/nuclear/energy mission.  It is currently home to the world's 
largest/highest energy facility.  Outgoing Contractor, a wholly-owned subsidiary/limited liability 
corporation under the partnership of Able University and ABC Corporation, has managed and 
operated XX Laboratory since Month ##, 195x under five/ten Department of Energy 
(Department) contracts.  In Month 200x, the Department awarded the management and operation 
of XX Laboratory to Incoming Contractor, a wholly-owned subsidiary of Newton Corporation 
and Noteworthy University.  The cost-plus-incentive-fee contract is a 5-year contract that ends in 
Month xx, 200x.  Under the new contract, Outgoing Contractor will continue to operate the 
facility until Month ##, 200x.  The new contract also includes provisions for closing the contract 
and transferring assets and other pertinent contract related activities.  Because of the extended 
history of Outgoing Contractor in managing the facilities over the past 50 years and the impact 
of pension/equipment/other transfers, we performed an audit of the costs and activities related to 
the contract closeout and transition activities to determine whether costs are allowable per 
contract terms and federal guidelines and whether the planned activities adequately covers 
potential risks to the Department. 

RESULTS OF AUDIT 

I. Clean 

The Department of Energy has an effectiveness strategy for managing the contract 
transition activities of the XX Laboratory contract.  Planned activities and subsequent 
implementation are adequate to reduce the likelihood of adverse affects of risks on 
program objectives, mission, and costs. 

II. Inadequate Transition Plan 
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The Department of Energy’s strategy for the management of contract transition activities 
of the XX Laboratory contract is not effective in reducing the impact of risks on program 
objectives, mission, and costs.  Specifically, we found that the plan does not: 

• Discuss how the Department of Energy and the “Outgoing” contract plans to 
account for $xxx million of personal and IT property 

• Arrange for the reconcile the funding of the unfunded portion of the Pension 
Plan; 

• Include a strategy for funding a new pension plan in accordance with DOE Order 
XX; 

• Include a resolution of ongoing reconciling problems between the Contractor’s 
accounting system and STARS; 

• Identify the “Incoming” Contractor’s proposed unreasonable relocation costs per 
FAR 31.205-35, “Relocation cost”. 

III. Adequacy of the Implementation of the Transition Plan and/or Related Questioned Costs 

A report will be issued for each area (pension, property, relocation, etc.) where the 
implementation is (i) inadequate with no questioned costs; (ii) inadequate with 
questioned costs; or (iii) adequate with questioned costs.  Below are examples of the 
scenarios: 

Inadequate Implementation, no Questioned Costs: 

The Department of Energy’s implementation of the strategy for managing contract 
transition activities related to property management of the XX Laboratory contract is not 
adequate to reduce the adverse impact of risks on program objectives, mission, and costs.  
Specifically, we found that: 

• The personal and IT property inventory and reconciliation were not completed in 
a timely manner; 

• Outgoing Contractor can not account for approximately $xxx of computer 
equipment; and  

• Outgoing Contractor did not reconcile intellectual property and is unable to 
substantiate the transfer of $xxxx of Intellectual Assets to the Incoming 
Contractor. 

Inadequate Implementation, Questioned Costs: 

The Department of Energy’s implementation of the strategy for managing contract 
transition activities related to property management of the XX Laboratory contract is not 
adequate to reduce the adverse impact of risks on program objectives, mission, and costs.  
We noted that weaknesses related to property management resulted in $xxx in questioned 
costs: 

 

• The personal and IT property inventory and reconciliation were not completed in 
a timely manner; 
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• Outgoing Contractor can not account for approximately $xxx of computer 
equipment; and  

• Outgoing Contractor did not reconcile intellectual property and is unable to 
substantiate the transfer of $xxxx of Intellectual Assets to the Incoming 
Contractor. 

Adequate Implementation, Questioned Costs: 

The Department of Energy’s strategy and implementation of the strategy for managing 
contract transition activities of the XX Laboratory contract are adequate to reduce the 
adverse impact of risks on program objectives, mission, and costs.  However, we noted 
that weaknesses related to property management resulted in $xxx in questioned costs: 

• The personal and IT property inventory and reconciliation were not completed in 
a timely manner; 

• Outgoing Contractor can not account for approximately $xxx of computer 
equipment; and  

• Outgoing Contractor did not reconcile intellectual property and is unable to 
substantiate the transfer of $xxxx of Intellectual Assets to the Incoming 
Contractor. 

RECOMMENDATIONS 
[In the event there are no recommendations, a Department reply is not necessary.  If there are 
recommendations, a reply is required and the report is subject to DOE O221.3 (or its successor), 
which requires the formulation of an official Management Decision on OIG reports.] 

MANAGEMENT REACTION 
To be added 
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OBJECTIVES, SCOPE, AND METHODOLOGY 
Depending on the work that was done and the resulting findings and recommendations, there are 
two options for the scope paragraph: 

 We reviewed the effectiveness of the Department of Energy’s management of contract 
transition activities of the XX Laboratory contracts to determine compliance with 
contract terms and federal acquisition regulations.  The audit was conducted between 
Month Year and Month Year at XX Laboratory. 

 We reviewed the effectiveness of the Department of Energy’s management of contract 
transition activities of the XX Laboratory contracts and the associated costs to determine 
compliance with contract terms and federal acquisition regulations.  The audit was 
conducted between Month Year and Month Year at XX Laboratory. 

 
We conducted our review in accordance with generally accepted government auditing standards 
for financial-related audits, included tests of compliance with those laws and regulations which 
could, if not observed, have a direct and material effect on the internal control structure.  The 
criteria used to evaluate the costs and activities include the terms of the contracts, DEAR XXX, 
and FAR 31. 
. 
 

      _______________________________ 

      OFFICE OF INSPECTOR GENERAL 
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Flowchart for Assessing Risk 
 
 
 

Medium 
or High 

Preliminary Risk 
Assessment  

Document low risk 
in file and do not 

issue report 

Low  
 
 
 

Issue report with 
recommendations 

Plan 
Adequate 

Evaluate 
Management’s 
response to the 

recommendations

Plan  not 
adequate 

Evaluate 
adequacy of 

implementation 
plans to address 
high risk areas 

Identify high risk areas 
 

Not 
adequate

Adequate Issue letter report 

Verify that 
implementation 
is adequate and 
sample test high 

risk areas 

Issue report for 
each area of 
deficiency 

September 2006 18-C-1 Release 6 



CHAPTER 19 -- GUIDELINES FOR CONTRACTOR INTERNAL AUDITORS                                            
 

CHAPTER 19
 

GUIDELINES FOR CONTRACTOR INTERNAL AUDITORS
 

A. SCOPE OF CHAPTER
Guidance in this chapter is intended to assist contractor Internal Audit Activities (Internal Audit) 
in coordinating their audits, minimizing duplication, and ensuring compliance with professional 
auditing standards.  In conjunction with the Department's Acquisition Regulation (DEAR) 
970.5232-3(i)), this chapter also provides guidance for Internal Audit regarding performance 
audits, allowable cost audits, and specific audit objectives by contractor function. 

B. AUDIT RESPONSIBILITIES FOR DEPARTMENTAL CONTRACTORS
Audit responsibilities for Departmental contractors vary depending on whether an integrated or 
non-integrated contractor is involved. 

 1. Integrated Contractors.  An integrated contractor is one whose costs under a cost-
type contract are financed by the Department of Energy (Department) and who is 
required to maintain a separate and distinct system of accounts, records, 
documents, and other evidence showing and supporting all allowable costs 
incurred, revenues or other applicable credits.  The system of accounts employed 
by the contractor must be satisfactory to the Department and comply with 
generally accepted accounting principles consistently applied unless the 
Department requires the use of an alternate accounting methodology.  The 
accounts maintained by the contractor for operations under the contract are 
integrated with those of the Department.  At the end of each fiscal year, the 
contractor is required to submit a Statement of Costs Incurred and Claimed 
(SCIC) that includes the contractor's certification that the costs claimed represent 
allowable contract costs.  The SCIC forms the basis for the Office of Inspector 
General's (OIG's) review of (1) Internal Audit's work on the SCIC; and, (2) 
changes in the internal control structure to determine whether costs claimed are 
allowable.  Guidance for Internal Audit's review and assessment of the 
allowability of costs incurred as reported on the SCIC is detailed in Exhibit B of 
this Chapter.  The policies, procedures, and guidance for the OIG's review of the 
SCIC are contained in Chapter 20 of this Manual. 

 2. Non-Integrated Contractors.  A non-integrated contractor is one whose systems of 
accounts, records, documents, and other support for costs incurred are not 
integrated with those of the Department, and is not required to submit the SCIC.  
At non-integrated contractors, the OIG retains overall audit cognizance.  
However, according to a 1991 memorandum of understanding between the 
Department and the Defense Contract Audit Agency (DCAA), the responsibility 
to conduct incurred cost audits and other types of cost reviews was assumed by 
DCAA.  At these locations, the contractor submits incurred costs reports in 
accordance with guidance established by DCAA.  The DCAA work replaces the 
audit of the SCIC.  DCAA is performing this work according to the terms of a 
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local written agreement.  The OIG continues to have responsibility for 
performance audits, financial-related audits, and all other audits outside of 
DCAA's traditional contract audit function.  Auditors should be familiar with the 
terms under which DCAA performs its work at any non-integrated contractors. 

C. AUDIT OBJECTIVES FOR CONTRACTOR OPERATIONS
The objectives for performance audits of contractor operations are to determine:  (1) whether 
audited functions are being managed efficiently and effectively, and are operating in accordance 
with applicable laws, regulations, policies, and contract terms; (2) the extent to which program 
and project management has provided direction to achieve the desired level of results; and, (3) if 
programs, projects, and other activities are functioning as intended and are accomplishing their 
stated purpose or objective. 

For financial-related and other audits of contractor operators, the objectives are to determine:  (1) 
the reliability and usefulness of financial information reported to the Department and the 
reliability of the contractor's allowable cost representations; (2) compliance with laws, 
regulations, and contract provisions that govern the acquisition, management, and use of 
resources, or have a material effect on financial information; (3) whether internal controls are 
adequate to prevent, identify and report unallowable and unreasonable costs; (4) the allowability 
of costs, either through a single audit or as steps within all other audits, and, (5) potential spin-
off work from performance audits for areas identified with control or compliance weaknesses. 

Recognizing the limited resources to achieve all of the above audit objectives and types of 
audits, the OIG relies to the extent possible on the work of others in order to minimize 
duplication and maximize audit coverage of the Department's contractors.  However, the OIG 
must be able to obtain assurance that such audit work meets professional auditing standards and 
other requirements.  Also, procedures must be in place to ensure that audit work is planned, 
coordinated, conducted and reported in an effective and timely manner.  The following section of 
this chapter provides a detailed discussion of performance audits as they relate to integrated 
contractors. 

 1. Performance Audits of Integrated Contractor Functions.  Functional activities are 
essential to the achievement of program objectives.  The components of a 
contractor's organization and their related functional statements usually depict the 
functions that are conducted by the contractor in support of its principal 
programs.  For most integrated contractors, the list of functions is formidable.  In 
most cases, functional responsibility is delineated according to organizational 
components.  Individually and collectively, functional organizations provide (1) 
control and administration of resources and (2) the services required in direct 
support of program activities. 

  a. General Objectives of Performance Audits.  The performance audit 
program is designed to provide regular audit coverage of an integrated 
contractor's activities through examination of each function.  The general 
objectives of performance audits are to determine the: 

• Extent to which resources are managed and used efficiently; 
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• Economy and effectiveness of functional practices in fulfilling 
assigned responsibilities; 

• Reliability and integrity of management information reports on 
cost, schedule, and performance of functions; 

• Extent of compliance with contract requirements and laws and 
regulations governing acquisition, management, and use of an 
entity's resources; and, 

• Adequacy of asset controls to provide reasonable safeguards 
against waste, loss, or misuse. 

These objectives are general.  Specific objectives need to be developed for each 
performance audit to fulfill these general objectives.  In developing an audit 
program, these objectives are to be augmented by other specific objectives 
developed from the results of the audit survey.  A brief discussion of each general 
audit objective follows. 

   (1) Efficient Use of Resources.  Cyclical audit coverage will include 
not only an examination of individual functional performance, but 
also an examination of the collective contribution of all applicable 
functions affecting the use of each type of resource such as cash, 
materials, facilities, equipment, and labor.  Examination of the 
management and use of resources may cut across several 
functional organizations.  The examiner must also consider (1) the 
resource status; and, (2) the functions related to the planning, 
acquisition, control, and consumption of the resource.  Functions 
are somewhat interdependent when considered from the standpoint 
of the event cycle affecting each type of resource. 

   (2) Economy and Efficiency of Functional Practices.  Economy and 
effectiveness of functional services can be judged in several ways.  
Operating program management judges the effectiveness of 
functional support by the quality, timeliness, and utility of the 
services provided.  Functional managers and higher echelon 
management are concerned with the cost as well as the 
effectiveness of functional services.  If properly constructed, 
accountability reports should gauge efficiency and economy of 
functional operations, comparing costs and output to approved 
budgets and performance standards. The auditor needs a thorough 
understanding of functional practices to be able to distinguish 
essential activities from supporting activities and unnecessary 
activities, and to suggest simplifying, combining, or eliminating 
activities. 

   (3) Reliability and Integrity of Management Information on Cost, 
Schedule, and Performance.  Cost and performance information is 
essential to good management.  Reports should be constructed to 
meet the needs of management.  Information in reports to 
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management should be timely, complete, useful, and reliable.  
Each economy and efficiency audit should determine whether 
these criteria are being met.  Additionally, it is important to 
ascertain whether the information in reports is being used 
effectively in the management and control of functional activities. 

   (4) Compliance with Contract, Laws, and Regulations.  Organizations 
are responsible for knowing what contract provisions and laws and 
regulations apply to their activities and for ensuring adherence to 
them.  One objective of economy and efficiency audits is to 
determine the extent of compliance with these requirements. 

   (5) Safeguarding of Assets.  During economy and efficiency reviews, 
auditors would determine if the contractor is complying with 
requirements of laws and regulations that could significantly affect 
the acquisition, protection, and use of the contractor's resources.  
These audits provide an opportunity to examine asset safeguards in 
greater depth than do financial audits. 

  b. Correlation of General Audit Objectives with the Department's Internal 
Control Objectives.  The preceding management objectives correlate to 
the objectives of performance audits.  Accordingly, each functional audit 
survey should include review and evaluation of reports and documentation 
relative to applicable internal control systems.  This procedure provides 
valuable insight to the development of specific audit objectives. 

  c. General Audit Approach.  The approach to a performance audit of an 
integrated contractor involves: 

• Developing a tentative audit objective; 

• Performing an audit survey; 

• Analyzing data accumulated during an audit survey; 

• Developing an audit program, including refining the audit 
objective and describing audit tests and other audit procedures; 

• Examining and evaluating the function in detail and accumulating 
evidence in the form of workpapers; and, 

• Preparing and issuing an audit report. 

Where an audit objective requires a determination regarding the adequacy or 
effectiveness of controls, the audit procedures in the audit program should include 
sufficient appropriate tests of transactions, balances, or other activities that are the 
object of the controls to make the necessary judgment or determination. 

 2. Program Audits of Contractors.  Program audits may be undertaken at the request 
of management.  They may also be scheduled based on information developed 
during economy and efficiency audits, particularly audits of labor, materials, and 
equipment.  Audits of resources will also develop information about the status of 
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projects, which can be used in planning program audits.  The reverse may also 
occur.  Program audits may point to possible uneconomical or inefficient 
practices, which should be scheduled for review. 

  a. Planning and Scheduling Program Audits.  No schedule or cycle is 
mandated for program reviews.  However, the execution of at least one 
program audit at each contractor location would aid in establishing 
whether management practices and internal controls are effective in 
achieving the goals and objectives included in Departmental-approved 
plans. 

  b. Program Ingredients at Any Level of Operation.  Approved institutional 
plans, financial plans, and project order agreements covering work for 
others govern each integrated contractor's work.  Assigned programs are 
divided into projects and tasks for accomplishment.  Management of 
projects and tasks should (1) develop goals and objectives; (2) develop 
measurable criteria to determine and evaluate progress; (3) establish target 
dates and milestones; and, (4) establish a reporting system to apprise 
management of performance.  Results stemming from work conducted 
under established tasks or projects can be reviewed at any level where 
objectives and measurement criteria were established and where data to 
measure achievements exist.  As used herein, the term "program audits" 
also encompasses audits of program subdivisions, such as projects and 
tasks, which are subject to measurement of results. 

Without objectives and measurement criteria, a program review is not 
meaningful.  However, it is possible to work with management to develop 
mutually acceptable objectives and measurement criteria, and then undertake a 
program review based on the guidelines in succeeding sections.  The 
establishment of goals, objectives, and measurable criteria should be feasible for 
any aspect of work the Department's contractors perform, except perhaps basic 
research.  However, even basic research projects should be based on detailed 
written plans and provide for technical evaluation of the documented results.  The 
findings of such technical assessments should form the basis for judging the 
quality of research performed and for identifying new areas for future review. 

  c. Objectives of Program Audits.  The general objectives of a program audit 
are to: 

• Assess whether the objectives of a proposed, new or ongoing 
program are proper, suitable, or relevant; 

• Determine the extent to which a program or program subdivision 
has achieved the desired results; 

• Assess the effectiveness of the program and/or of individual 
program components; 

• Identify factors inhibiting satisfactory performance; 
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• Determine whether management has considered alternatives for 
carrying out the program that might yield desired results more 
effectively or at a lower cost; 

• Determine whether the program complements, duplicates, 
overlaps, or conflicts with other related programs; 

• Identify ways of making programs work better; 

• Assess compliance with laws and regulations applicable to the 
program; and, 

• Assess the adequacy of management's system for measuring and 
reporting effectiveness. 

Program audits also include a review of contract provisions, and Departmental 
directives, as well as an evaluation of administrative controls that have a bearing 
on the attainment of specified goals and objectives. 

  d. Program Audit Procedures.  As a minimum, the following procedures 
should be used to accomplish a typical program audit: 

• Conduct a preliminary survey of the program or project, or become 
familiar with the operations, verify its objectives, and identify the 
existing system or measuring effectiveness. 

• Use the guidance in Chapter 11 of this Manual, as applicable, in 
conducting the preliminary survey.  Additionally, review approved 
institutional plans, financial plans, and other program guidance. 

• Compare stated goals and objectives for each project or task over 
the past 3 years.  When goals and objectives have been repeated 
each year, determine reasons for failure to achieve the objectives 
in the prior periods.  This comparison may disclose that the goals 
are not sufficiently specific to measure annual progress, the goals 
were unrealistic, or resources were not applied according to 
approved plans. 

• Ascertain whether the current goals and objectives of the program 
or project are clearly stated in attainable terms and whether they 
are sufficiently specific to be measured against established criteria. 

• Determine whether the measurement criteria or performance 
indicators are valid and sufficient to enable measurement of results 
and accomplishments. 

• Ascertain, through appropriate tests, whether performance 
indicator data re accurate and reliable. 

• If complete and measurable criteria are absent, ascertain and 
evaluate the adequacy of the basis on which management at the 
reviewed level determines whether the stated goals and objectives 
are met. 
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• Evaluate the adequacy of administrative controls that bear on the 
attainment of specified goals and objectives. 

• Based on the results of the preceding review, determine the extent 
to which the desired level of results or effectiveness was achieved.  
When results fall short of expectations, examine the underlying 
causes of ineffectiveness.  Develop or estimate the cost of 
eliminating or reducing the influence of validated causes of 
ineffectiveness. 

 3. Reporting.  The guidance provided in Chapter 8 of this Manual covering audit 
reports can also be used in reporting on economy and efficiency and program 
audits of integrated contractors. 

D. ASSURING COMPLIANCE WITH PROFESSIONAL STANDARDS
The OIG can rely on audit work performed by Internal Audit as long as it can obtain assurance 
that this audit work meets professional auditing standards and other requirements.  In general, 
this assurance will be obtained by reviewing external (peer) reviews and field office appraisals, 
and by OIG assessment of the Internal Audit function. 

 1. External (Peer) Reviews.  In accordance with standards established by the 
Institute of Internal Auditors (IIA), external reviews of Internal Audit should be 
conducted at IIA-specified intervals to appraise the quality of Internal Audit's 
operations.  Qualified persons who are independent of the organization and who 
do not have either a real or an apparent conflict of interest should perform these 
reviews.  These reviews should also assess how well Internal Audit complies with 
contractual audit requirements, normally the standard internal audit clause 
required by the DEAR, and with applicable professional auditing standards. 

To clarify the requirements of DEAR 970.5232-3(i) and to ensure uniform 
implementation, the Department's Acquisition Guide requires Internal Audit to (1) 
be independent; (2) be of sufficient size and have appropriate training to meet IIA 
standards; (3) conduct performance, financial-related, and other audits; (4) use 
cost allowability audit program guidance developed by the OIG at Exhibit B of 
this Chapter; (5) prepare an implementation design plan; (6) prepare annual audit 
plans; and, (7) provide annual audit summary reports. 

 2. Appraisals.  DOE Order 224.2 requires the Heads of Field Organizations to 
appraise the Internal Audit function of the Department's integrated contractors 
under their jurisdiction.  Specifically, the field office is required to evaluate the 
adequacy of coverage, technical competency, objectivity, independence and the 
work performed by Internal Audit. 

 3. OIG Assessment.  The assessment of other appraisals or external reviews of 
Internal Audit should aid the OIG in deciding the extent to which reliance can be 
placed on audit coverage provided by Internal Audit.  However, the OIG also 
needs to assess the work of Internal Audit as outlined in Chapter 19 of this 
Manual.  This assessment should determine whether the work was done in 
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accordance with professional auditing standards and that it met the audit 
objectives. 

E. PLANNING, SCHEDULING AND TRACKING CONTRACTOR AUDITS
The OIG is responsible for developing an annual Department-wide audit plan by using a risk 
assessment methodology that considers, among other factors, requests and recommendations for 
audit coverage from various officials within the Department.  To avoid unnecessary duplication 
in audit coverage, the OIG coordinates with organizations having related functions, such as the 
Government Accountability Office (GAO), DOE Headquarters functions, field offices, Internal 
Audit, and DCAA. 

 1. Audit Planning and Risk Assessments.  Contractor annual audit plans should be 
based on risk assessment.  Risk assessment by appropriate audit organizations 
will facilitate the best use of available audit resources.  Annual audit plans based 
on acceptable risk assessment methodologies should provide adequate audit 
coverage over those areas most susceptible to waste, fraud and abuse.  This risk 
assessment should include attributes such as adequacy of internal controls, length 
of time since last audit, dollar value/materiality, changes of systems, and results 
of prior audits.  In addition, audit organizations using this chapter should apply 
their own risk assessment that reflects their organization's unique needs, 
considerations, and requirements.  The intent is to provide audit coverage over 
vulnerable areas on an annual basis.  Additionally, Internal Audit should 
document their risk assessment process and reasons for classifying functional 
areas as having low or no risk. 

More detailed guidance for how contractor Internal Audit should assess risk and 
develop annual audit plans is provided in Exhibit A of this Chapter.  Internal 
Audit should provide annual audit plans to their appropriate field office or 
contracting activity and OIG representative by July 15 of each fiscal year.  To 
help with planning by Internal Audit, the OIG will provide planning guidance to 
the contracting activities and Internal Audit by February 15 for consideration 
during preparation of the contractor's annual audit plans. 

 2. Scheduling Audits of Contractors.  The overall audit objective is to provide 
comprehensive audit coverage by scheduling specific performance, financial-
related, and other audits of DOE programs, projects, functions, and activities.  
The audits scheduled should be based on the risk assessment methodologies 
described above and not on an arbitrary cycle or timeframe.  Additionally, the 
OIG has agreed that DCAA will provide coverage for cost audits of the 
Department's non-integrated contractors.  No specific schedule or cycle is 
mandated for completion of performance (economy & efficiency or program) 
audits as presented in this chapter.  However, each contractor Internal Audit 
should attempt to perform at least one such audit annually at each contractor 
location.  Additional performance audits should be scheduled based on the results 
of the risk assessments and as audit resources are available.  Chapter 14 of this 
Manual contains the policy and approach for financial statement audits.  Chapter 
19 of this Manual contains the policy and approach for OIG's signing the SCICs.  
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Exhibit B of this Chapter illustrates a sample audit program for Internal Audit to 
use when conducting an allowable cost audit.  Audit work should be programmed 
to address the functional areas and audit objectives identified in Exhibit D of this 
chapter.  However, no specific timeframes are required.  Rather, audits should be 
scheduled based on the results of the risk assessments. 

 3. OIG Audit Tracking System.  The OIG has established an Audit Tracking System 
to provide the information required to coordinate the foregoing activities and to 
allow the OIG to take full advantage of other entities' audit work in developing its 
own audit plans, schedules, and resource requirements.  Exhibit C of this Chapter 
details the OIG Audit Tracking System and provides a suggested report format for 
the contractor annual audit plans.  System information is to be obtained from 
various sources such as the OIG, the Department's field offices, Internal Audit, 
DCAA, and GAO.  The OIG Audit Tracking System will provide information on 
planned audits and actual audit results performed at contractor sites.  OIG Team 
Leaders (TLs) are responsible for inputting, updating and reporting this 
information.  In addition, TLs will assess each audit report and determine if the 
audit work met OIG objectives for a functional area, as presented in Exhibit D of 
this Chapter. 

Access to the system is limited to the OIG, although reports of audit activities will 
be made available to field office and contractor internal audit staffs.  Actual audit 
findings, results and recommendations will be used by the OIG to assist in their 
risk assessments but will not be available to Internal Audit or external groups 
such as DCAA. 

Throughout the fiscal year, the field liaison personnel will keep the OIG informed 
about the audit activities of Internal Audit.  Copies of all audit reports prepared by 
Internal Audit will be submitted to the local OIG TL or to the appropriate 
Division.   

The coordinated planning efforts of the OIG, Internal Audit, and DCAA should 
improve day-to-day communications.  A review of audit results by an OIG 
representative for inclusion in the Audit Tracking System should enable the OIG 
to expand its reliance on the work of others. 
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AUDIT PLANNING AND RISK ASSESSMENTS 
 
An annual Audit Plan is the Internal Audit Activity's (Internal Audit) annual schedule of planned 
activities.  It is submitted to the Site/Operations Office by June 30 of each year of contract 
performance to identify the planned internal audit activities for the next fiscal year.  In order to 
make the best use of audit resources, it is suggested that a risk analysis be performed and 
documented to determine in which areas audits will be accomplished.  The plan provides 
coverage of those areas most vital to the conservation and profitable employment of plant assets, 
and to the protection of Department of Energy (Department) interests.  This risk analysis should 
consider the entire audit universe for the contractor. 

The number of auditable units that comprise our audit universe coupled with limited audit 
resources prohibits us from performing audits of all auditable units.  Consequently, we must 
review and evaluate the risk associated with each of the auditable units in order to determine 
where the audit function's efforts should be concentrated.  The following areas are essential in 
the determination of the risk level for the audit universe. 

 Quality of Internal Controls.  Internal controls are the process designed to provide 
management with reasonable assurance regarding the entity's achievement in (1) effectiveness 
and efficiency of operations; (2) reliability of financial reporting; and, (3) compliance with 
applicable laws and regulations.  Key components of a control structure include:  (1) control 
environment; (2) risk assessment; (3) control activities; (4) information and communication; and, 
(5) monitoring.  Key components must be considered in assessing the quality of internal controls. 

1. The control environment relates to the entity's values and philosophy.  These attributes 
include integrity and values, management's attitude towards controls and its philosophy 
and operating style, the organization structure,  commitment to competence, and 
personnel related policies and procedures.  A good understanding of controls by 
management along with management's strong support for controls is necessary elements 
of a strong control environment. 

2. The risk assessment component deals with the entity's identification and communication 
of risk to the organization.  It involves setting consistent goals and objectives throughout 
the organization, identification of key success factors, identification and analysis of risks 
by management, and change management. 

3. Control activities include reviews and approvals, management of functions and activities, 
information processing, physical and system safeguards, performance indicators, and 
segregation of duties.  The specific controls are the particular policies and procedures 
relating to the processing of transactions that management has established to provide 
assurance its objectives will be achieved such as proper authorizations, adequate 
segregation of duties, adequate physical controls, etc 

4. The component relating to information and communication involves internal and external 
sources of information, information processing and reporting, quality of information, 
internal and external communications, and means of communication.  

5. Monitoring deals with ongoing monitoring on activities, separate evaluations, reporting 
of deficiencies, and improvement opportunities. 
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 Financial Exposure/Materiality.  The two pieces that comprise this factor are materiality 
and the economic environment (state of the economy and congressional direction).  In 
determining financial exposure, primary consideration must be given to the significance of the 
dollar amount.  Consideration should be given to the significance of an area in relation to the 
particular entity such as legal entity, operational unit, reporting unit, etc.  In prioritizing the 
audits to be performed, financial exposure will be a significant factor. 

 Results of Last Audit.  The results of the last audit by internal audit or the Office of 
Inspector General (OIG) have a significant influence on the requirements to reassess the 
function.  Also, the results of the Department Operations Office's latest Business Management 
Oversight Program Review (performed annually for a number of contractor functions during a 2-
week period), "For Cause" Reviews, and similar external reviews or assessments should be 
considered.  If the prior audit or review indicates a strong control environment, a subsequent 
review may be postponed in order to concentrate audit resources in another area. 

 New or Changing Controls, Systems, Program, or Operations.  A function's existing and 
future operating characteristics need to be considered in performing risk assessment.  If existing 
operations are complex, there is more room for error or failure to accurately report results of the 
organization's activities.  A change in management's philosophy without adequate internal 
controls being established could lead to undesirable results.  Reorganization of responsibilities 
and activities could increase the potential for transactions to be reported and recorded incorrectly 
or not recorded at all. 

 Time Since Last Audit.  A function that has not been audited by internal audit or is not 
audited periodically or regularly has a much higher risk of control weaknesses than one that has 
been reviewed annually. 

Individual contractors may add other areas of risk exposure that apply to the site.  Each of the 
identified areas of risk exposures should then be assigned a risk weight factor.  Both the risk 
exposures and weight factors may vary from year to year and should be evaluated annually. 

The next step is to determine for all auditable entities in the identified audit universe what level 
of risk they currently have.  This should be on a consistent numeric scale.  This rating of risk 
exposures is a difficult and time-consuming task.  The level of exposure for each area of risk is 
determined as it applies to a particular auditable entity.  The risk rating is then multiplied by its 
associated risk weight factor.  The resulting risk factor scores are added to obtain a risk factor 
total.  This total is a numeric representation of the risk exposure for a given auditable entity with 
the highest score representing the highest exposure/vulnerability.  If the risk ranking process is 
used for audit selection it will provide documentation supporting internal audit decisions for 
audit coverage.  The following example illustrates how the suggestions listed above could be 
applied: 
 

 

 

 
INDIVIDUAL WEIGHT FACTORS OF RISK EXPOSURE/POTENTIAL RISK FACTORS 
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                                                                                NEW OR 
                                                                             CHANGING 
                                                                             CONTROLS,                             RESULTS   TIME                                                   TOTAL 
                                                                               SYSTEMS                                     OF         SINCE     QUALITY        TOTAL      EST. 
                                CORE      IG/DOE OR      PROGRAM OR   FINANCIAL    LAST        LAST       OF INT            RISK          AUDIT 
TOPIC      AUDIT  MGT       REQUEST        OPERATIONS     EXPOSURE    AUDIT     AUDIT    CONTROLS     VALUE      DAYS  
 
FINANCIAL  
MANAGEMENT 
 
Financial Acctg./          *                                                1                          2                    3               1                  3                   Req'd         130 
Fiscal Year End 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Cash Management        *                                                2                         4                    2               3                  3                     44 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Accounts Payable         *                                                1                          3                   3                5                  3                     43 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Accounts Receivable    *                                                1                          3                   4                5                  4                     50 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Property Accounting     *                                                1                          1                   3                4                  2                     29 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Reimbursable               *                                                 4                          5                   3                4                  4                     61              20 
Accounting  
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Financial Accounting/  *                                                 2                          5                   3                4                  4                     57 
Reporting 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
Payroll                         *                                                  5                          5                   4                2                  5                     68              30 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 
1 = Very Low Exposure 
2 = Moderately Low Exposure 
3 = Neutral Rating 
4 = Some Exposure 
5 = High Exposure 

 

Audit topics selected for review, depth, and breadth of coverage are dependent primarily on the 
resources made available to the internal audit office, particularly the quantity and quality of 
manpower.  Care should be exercised to achieve an optimum balance between the breadth and/or 
frequency of coverage in any one area and the number of areas to be audited. 
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SAMPLE AUDIT PROGRAM FOR ALLOWABLE COSTS REVIEWS 
 

I. PURPOSE AND OBJECTIVE 
 

The purpose of the cost allowability audit is to determine whether costs charged to Department of 
Energy (Department) contracts are allowable, allocable, and reasonable per contract terms; Federal 
Acquisition Regulations (FAR) or Office of Management and Budget (OMB) Circulars, as 
applicable, and Department Acquisition Regulations (DEAR); and Cost Accounting Standards (CAS) 
as implemented by the contract terms.  Specific guidance covering the three criteria for allowability 
and example audit steps for select cost areas are included in Appendix A. 
 
This program is intended for use by contractor internal audit activities.  The audit steps are general 
guidance and should be expanded or eliminated as necessary to fit the contractor's audit 
environment and risk assessment.  The program is intended to provide a logical sequence to the 
audit fieldwork and to reflect a mutual understanding between the auditor and supervisor as to the 
scope required to meet auditing standards and the audit's objectives for allowable costs reviews.  It is 
expected that those portions of the audit that are covered in other audits will be referenced and 
incorporated in this review.  

 

II. AUDIT SCOPE 
  

A. This audit will be accomplished by: 
  

1. Obtaining the criteria for determining the allowability of costs. 
2. Assessing internal controls designed to ensure that only allowable costs are claimed 

under the contract. 
3. Testing transactions to determine if unallowable costs were claimed. 

 

III. AUDIT STEPS 
  

A. Preliminary Steps 
 

1. Follow local audit protocol for audit engagement notification.  
 
2. Evaluate operations to determine whether major changes have occurred in: 

 
a. Direct/Indirect charging procedures and practices.  
b. Management culture. 
c. Organizational structure by comparing current organization charts and charts 

from the prior year. 
d. Business volume, employee count, the ratio and number of direct and indirect 

employees. 
e. Current internal control practices with regard to unallowable costs and the flow 

of transactions. 
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f. CAS Disclosure Statements, if applicable. 
g. Direct and indirect labor accounts compared to prior year's budget for evidence 

of undisclosed changes in labor charging practices. 
 

3. Perform the following Statement of Costs Incurred and Claimed (SCIC) analysis: 
  

a. Reconcile the amounts in the SCIC to the general ledger (GL), subsidiary 
ledger, or trial balance.  Obtain explanations for significant differences.  Costs 
claimed in excess of amounts recorded in the financial systems would be 
questioned as unsupported. 

b. Verify the mathematical accuracy of the SCIC. 
 

4. Analyze operating statement accounts by: 
 

a. Comparing the current GL or trial balance account balances (and if applicable, 
within pools and bases) to prior years to identify any changes in accounting 
practices or unexplained disproportionate changes in relative dollar value and 
obtain explanations from management. 

b. Identifying unallowable costs for current and prior year.   
c. Comparing the ratio of unallowable costs to total costs of related cost elements 

or groupings (travel, consultants, etc.) for the current and prior year, and 
obtaining explanations for significant changes.   

 
5. Identify potential vulnerable areas from evaluating the following: 

 
a. Prior year audit files. 
b. Board or senior management meeting minutes for major decisions that affect 

the organization and operations for the year(s) being audited. 
c. Company website, employee publications, press releases, and such for 

potential audit issues. 
 

6. Review areas covered under other audits by:  
 

a. Identifying audit issues from Department site offices, Office of Inspector 
General, external auditors, DCAA, or internal auditors through discussions and 
reviews of audit reports that may affect the audited costs. 

b. Identifying the floor checks or other labor audits covering the fiscal year (FY) 
and performed during the FY.  

c. Identifying on-going and completed assist labor and subcontract audits 
pertaining to the FY being audited.  Note any findings for follow-up.  If 
needed, coordinate with the subcontract audit authority or contracting officer 
and request assist audits for labor, subcontract costs, and home office and other 
intermediate allocations. 

d. Identifying other assignments such as operations/performance, information 
technology (IT), financial controls, and systems surveys which affect the scope 
of this audit. 

e. Determining whether to rely on the work of others such as IG, DCAA, or 
external auditors and documenting: 
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• A copy of the report and/or written confirmation of the work performed. 
• The period and costs covered. 
• A summary of the result(s) of the audit(s). 
• A statement of the degree of reliance placed on the work of others (a 

statement of the audit scope covered by this reliance). 
 

7. Evaluate contract provisions: 
 

a. Look for indirect rate ceilings or cost categories that may not be billed directly 
on the contract(s).  Note for comparison to any unexplained changes in 
charging patterns identified during the preliminary steps. 

b. Obtain and review the Department contract and appendices and prepare a 
listing of (1) expressly unallowable costs; (2) costs with contractual 
limitations, which if exceeded, would be unallowable; and, (3) costs requiring 
Department approval. 

 
8. Conclude on the review of preliminary steps to determine the issues 

(activities/actions) that have had or may have had an impact of cost allowability. 
 

B. Internal Controls 
 

Internal controls over major disbursement categories should be reviewed periodically, as 
applicable, to ascertain whether the system of controls established provides (1) reasonable 
assurance of efficiency and effectiveness of the disbursement process; (2) for reliable 
financial reporting; and, (3) that transactions and costs incurred and recorded comply with 
applicable laws and regulations.  Internal controls coverage may be provided by separate 
audit(s) scheduled and conducted as part of the annual internal audit plan. 
 
The typical major disbursement categories are: 
 

• Payroll 
• Accounts Payable (Purchasing) 
• Non-Purchase Order Areas (Procurement Cards, Check Requests, Special, 

Petty Cash, Other Process Specific) 
• Travel 

 
1. Review the results from the Internal Controls review(s) over major disbursement areas 

and determine the risk associated with claiming unallowable costs on the SCIC.  
Evaluate changes in internal controls over unallowable costs since the last audit.  
Assess whether an internal controls review over unallowable costs is needed to be 
done as part of this cost allowability audit or whether it is sufficient to perform limited 
or concurrent transaction testing to support the auditor's assessment and understanding 
of the internal controls over unallowable costs. 

 
2. Obtain an understanding of the applicable internal controls over cost allowability in 

effect during the FY(s) being reviewed and document the policies, procedures, and 
systems for identifying costs as unallowable: 
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 Document account names, numbers, and descriptions, type of costs charged, and 

whether the account(s) are used to accumulate unallowable cost. 
 Determine what funding is used to pay for these identified unallowable costs. 
 Document the transaction flow for unallowable costs to determine if the 

contractor pays directly for the cost or if it is first paid through Department's letter 
of credit. 

 
3. Determine which business systems, as defined by the DEAR, are required and have 

been reviewed and accepted by Department.  Determine the reasons for disapprovals 
of the systems. 

 
4. Document the conclusions reached on internal controls over unallowable costs and 

identify any internal control deficiencies that would impact cost allowability.  Material 
internal controls weaknesses over unallowable costs should be reported. 

 
C. Risk Assessment Determination 
 

Based on steps performed at III.A and III.B (preliminary and internal controls), assess risk 
associated with specific general ledger accounts, group of accounts, or Departments.  Some 
areas are considered to have significant inherent risks and should be included annually.   
 
If risk of an unallowable cost is assessed at maximum (the internal controls are non-existent 
or ineffective to prevent the contractor from claiming unallowable costs), the auditor needs to 
perform extensive testing of transactions in order to reach a conclusion on the allowability of 
cost. 
 
Select expense accounts for transaction testing and the sampling methodology to be used.  It 
is expected that a recognized statistical sampling methodology be used to sufficiently reach a 
conclusion on the allowability of costs and permit the projection of unallowable costs.  Valid 
statistical results can best be achieved when applied to a homogeneous universe.  For certain 
cost categories, a judgmental sampling methodology may be used.  In those circumstances, 
the rational for using judgmental sampling should be clearly documented in the auditor's 
workpapers. 
 
Document the sampling technique, including confidence and precision level (if statistical), to 
be used on each account or group of accounts to obtain efficient use of resources.   
 

D. Transaction Testing 
 

Total costs incurred should be identified, analytically reviewed by transaction type or 
account/resource category and may be grouped into the following major disbursement 
categories:  
 

• Payroll 
• Accounts Payable (Purchasing) 
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• Non-Purchase Order Areas (Procurement Cards, Check Requests, Special 
Disbursements, Petty Cash, Other Process Specific) 

• Travel 
 
The major disbursement categories may be further segregated into specific categories as 
identified in Appendix A.  The nature, amount, and extent of the transaction testing as well as 
the sampling methodology used should be based on the results of the planning, internal 
control, and risk assessments sections of the program (III.A through III.C).  In addition to 
testing of identified high-risk area, some transaction testing should be performed annually in 
major disbursement categories where the auditor has determined that the risk of claiming 
unallowable costs is low.  The additional testing should be done to validate the assessment 
that risk is low and controls are functioning as intended.  The nature, amount, and extent of 
additional transaction testing should be adjusted accordingly. 
 
Appendix A provides guidance on attributes that should be evaluated when performing 
transaction testing.  The Appendix A attributes listing is not intended to be all-inclusive and 
should be modified to fit the contractor's audit environment and risk assessment.  Annual 
transaction testing should include tests of contractual provisions and limitations for 
unallowable cost being incurred and claimed.  

 
E. Audit Completion 
 

1. Follow local audit protocol for audit engagement completion. 
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APPENDIX A 

 

GUIDANCE FOR ALLOWABLE COSTS TRANSACTION TESTING 
 

Appendix A is divided into two sections.  Section I provides general guidance for the determination of the  
allowability of costs and is applicable to any cost selected for review.  Section II describes transaction testing 
for 14 common cost areas in the disbursement processes and should be modified to fit the contractor's 
audit environment and risk assessment. 

 

I. GENERAL GUIDANCE WHEN REVIEWING FOR ALLOWABILITY OF COSTS 
 
The following 5 sections provide general guidance for reviewing any cost selected for determining 
cost allowability. 
 
A. General 
 

1. Was the cost for an actual item received or service rendered? 
 

a. Review supporting documentation to conclude that the cost represents an item 
received or effort provided. 

b. Review properly completed and approved vendor invoices, canceled checks, or 
other documentation to determine if the cost is supported.  

c. For equipment, confirm that the item exist and review receiving report and 
equipment inventory record. 

d. For material, review receiving report, bill of material, logs, quality assurance 
report, or stockroom records. 

e. If sufficient documentation cannot be obtained to support a cost, interview 
personnel to the extent necessary to conclude that the cost was allowable. 

f. If the auditor cannot be satisfied that the cost was incurred, the cost is 
considered to be unsupported and therefore unallowable. 

 
2. Is the cost properly classified by expense category? 
 

a. Determine if costs are identified and recorded in the appropriate expense 
category. 

b. Identify if a portion of the expense should be separately categorized. 
 

3. Are the dollar amounts accurate? 
 

a. Recompute extensions, allocations, and formulas to determine if the amount of 
the cost is accurate. 

b. Determine if the vendor invoice rates agree with prices established in the 
purchase order. 
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4. Can the cost be traced to subsidiary and general ledgers? 
 

a. Verify that the cost was properly recorded in the general ledger and any 
supporting subsidiary ledgers. 

b. Verify that the cost was charged to the fiscal year in which it was incurred. 
 

5. Is the cost's treatment consistent with other similar transactions? 
  

a. Evaluate whether the cost was treated consistent with similar costs. 
b. Evaluate if the cost was recorded against the same expense code and expense 

category (direct/indirect) as like costs. 
 

6. Is the cost an accrual? 
 

a. Determine if accruals are based on supported estimates. 
b. Determine whether estimates appear to be significantly overstated or 

understated to compensate for a year-end funding excess or shortfall. 
c. Determine if any improper accruals impacted the allowability of costs claimed. 

 

B. Applicability to the Contract 
 

1. Departments the cost have special terms and requirements per the contract? 
 

a. Refer list identified at III.A.7. 
b. Determine if the cost represents a cost that the contract defines as unallowable. 
c. Determine if the cost complies with applicable contract ceilings and 

limitations. 
d. Determine if prior CO approval was obtained or prior CO approval is required 

for this cost. 
e. Determine whether the cost violates CO rulings, interpretations, or guidance. 

 
2. Is the item or service related to the contract effort (allocable)? 
 

a. Evaluate whether the item received or service rendered generally appears to be 
related to the contract effort.  Be alert to costs that should have been charged to 
the other activities outside the scope of the contract. 

b. Evaluate whether the item received or the service rendered was related to the 
account to which it was charged. 

c. Determine whether the cost duplicates the types of costs covered by a 
management allowance or fee arrangement. 

 
C. FAR 31 – Cost Allowability (OMB Circular) 
 

1. The following costs are expressly unallowable per FAR 31, however, the auditor must 
check with the FAR for additional information: 

• General Advertising/Public Relations 
• Alcoholic beverages 

September 2006 19-B-7                                Release 6 



CHAPTER 19                                                                                                                                    EXHIBIT B 

• Bad debts 
• Contingency reserves 
• Contributions and donations 
• Dividends or other profit distributions 
• Excess depreciation 
• Entertainment 
• Fines, penalties, and mischarging costs 
• First-class/business class air travel 
• Goodwill amortization 
• Insurance for catastrophic losses 
• Interest and related taxes for refinancing 
• Certain legal expenses  
• Lobbying costs 
• Losses on other contracts 
• Organization expenses and related taxes for reorganizing  
• Certain relocation and 
• Certain taxes for federal income and excess profits 

 
D. Cost Accounting Standards (CAS) Allocability 
 

1. Departments the accounting treatment comply with applicable CAS. 
2. Ascertain whether the cost complies with the applicable CAS requirements. 
 

E. Reasonableness 
 

1. Is the cost reasonable per FAR 31.201-3, Determining Reasonableness?   
 

a. Ascertain whether the cost exceeds that which would be incurred by a prudent 
person in the conduct of competitive business or as ordinary and necessary for 
the conduct of business or the contract performance. 

b. Determine if the cost followed generally accepted sound business practices, 
arm's-length bargaining, and Federal and State laws and regulations. 

c. Determine whether the costs comply with contract clauses and contractor's 
established policies and procedures. 
 

II. GUIDANCE FOR DETERMINING THE ALLOWABILITY OF COSTS IN SPECIFIC COST 
AREAS 
 
The following 14 common cost areas are included in disbursement processes where unallowable 
costs may be claimed.  The listing is not intended to be all-inclusive and should be modified to fit the 
contractor's audit environment and risk assessment.  Attributes for each cost area is provided below 
for use when performing transaction testing of these areas.  If it is determined that there is a high risk 
of incurring an unallowable cost in any of these areas, costs should be grouped into a homogeneous 
population for the appropriate sampling methodology and transaction testing. 
 

A. Travel Costs 
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B. Relocation Cost 
C. Dues, Memberships, Conferences, and Subscriptions 
D. Public Relations and Advertising Costs 
E. Payroll and Related Costs 
F. Employee Welfare and Morale Expenses 
G. Professional and Consultant Service Costs 
H. Subcontract Costs 
I. Purchased Labor 
J. Lobbying Costs 
K. Costs Related to Legal and Other Proceedings 
L. Procurement Card Purchase 
M. Accounts Payable Purchases 
N. Costs Transfers 

 
The guidance below is applicable and unique to the type of expenses under review: 
 
A. Travel Costs 
 

1. Review travel policies and procedures. 
2. Determine if travel costs were computed according to the reimbursement rates and are 

properly authorized and incurred in accordance with the travel policies and 
procedures. 

3. Determine whether proper documentation exists per FAR 31.205-46(a)(7).  Receipts 
and information should include date and place such as city, town, and/or county, 
purpose of the trip, and name of person on trip and that person's title or relationship to 
the contractor. 

4. Determine whether costs for lodging, meals, and incidental expenses are consistently 
followed and are allowable per rates established by government travel regulations. 

5. Ensure that airfare costs are limited to the lowest customary standard, coach, or 
equivalent airfare offered during normal business hours.  Exceptions are allowed for 
special circumstances and are set forth in FAR 31.205-46(d).   

6. Contractors may receive cash rebates or free tickets directly from airlines under a 
prefer vendor arrangement (not individual frequent flyer miles.)  Such rebates and 
refunds should be 'returned' to the government in the same manner in which the 
original costs were incurred, where practical and be consistent with the contractor's 
policies for treating refunds and credits. 

7. If air travel is via private aircraft, determine whether they comply with FAR 31.205-
46(d).  Generally, travel via private aircraft in excess of the standard commercial 
airfare is unallowable unless an advance agreement has been executed. 

8. Ensure that proper documentation is maintained for all travel via private aircraft per 
FAR 31.205-46(e)(2).  

9. Review travel outside the Continental United States or any travel of more than 21 
consecutive days for documentation of proper authorization. 

 
B. Relocation Costs 

 
1. Review costs for compliance with standards in FAR: 
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a. FAR 31.205-35 defines relocation costs as costs incident to the permanent change 

of duty assignment for a period of 12 months or more of an existing employee or 
upon recruitment of a new employee. 

b. FAR 31.205-46 defines rules for travel related to relocation for the employee and 
the employee's family to the new duty station and for house hunting trips. 

c. FAR 31.205-46 allowable maximum government travel regulation per diem rates 
for lodging, meals and incidental expenses apply to contractor employees while 
traveling for house hunting trips and travel to the new duty station.  These criteria 
do not apply to temporary quarters allowances because the employee is not 
considered to be on official business travel while in temporary quarters. 

d. Certain duty assignments, principally overseas locations, are accompanied by 
"location allowances."  The location allowances represent compensation in 
addition to normal wages and salaries per FAR 31.205-6.  Any travel costs to an 
overseas location should be considered travel costs in accordance with FAR 
31.205-46. 

 
2. Compare the cost to the list in FAR 31.205-35(a) and (c) for specifically allowable 

relocation costs. 
3. Evaluate the contractor's policies and procedures and the employment agreements to 

determine reasonableness and compliance with FAR requirements. 
4. Determine whether relocation costs are reasonable and allocable, and meet the four 

criteria listed in FAR 31.205-35(b).    
5. Verify that a refund or credit was provided to the government if the 12-month 

requirement of a permanent change of duty assignment agreement for reasons within 
the employee's control requires was not met per FAR 31.205-35(d) except as waived 
by FAR 31.205-35(f)(4). 

 
C. Dues, Memberships, Conferences, and Subscriptions 

 
1. Review costs for compliance with standards in FAR: 

 
a. FAR 31.205-43 generally allows dues, memberships, conferences, and 

subscriptions whose primary purpose is the dissemination of trade, business, 
technical, or professional information or the stimulation of production or 
improved productivity. 

b. FAR 31.205-43 makes the following type of professional and technical activity 
costs expressly allowable: 

 
• Organizing, setting up, and sponsoring the technical and professional 

meetings, symposia, seminars, etc., including rental of meeting facilities, 
transportation, subsistence, and incidental costs. 

• Attending the meetings by contractor employees, including travel costs 
per FAR 31.205-46. 

• Attending the meetings by individuals who are not contractor employees, 
provided the costs are reimbursed to them by their own employer and their 
attendance is essential to achieve the purpose of the meetings. 
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2. Ensure that costs of memberships in civic and community and lobbying organizations 

are unallowable. 
3. Determine whether the minimum fee for membership in any university's industrial 

liaison program is reasonable and supported by evidence of bona fide services 
available or rendered.  Under these programs, contractors are usually entitled to the 
use of university facilities, consultations with faculty members, copies of research 
reports, attendance at symposiums, and possibly other benefits.  

4. Review the primary mission of the organization receiving the payments or benefits of 
membership fees, association dues, or the costs of donated time or materials from the 
contractor.  Organizations generally fall into the following categories based on their 
mission:   

 
• Bona Fide Trade or Professional Organizations – Organizations formed for the 

basic purpose of providing technical services to member contractors. 
• Trade or Nonprofit Organizations Partially Engaged in Lobbying or Charitable 

Activities – The costs of membership are partially unallowable to the extent such 
payments are for the portion that is for lobbying or charitable activities. 

• Organizations Dedicated to Lobbying or Charitable Activities – Costs for 
memberships in these organizations are unallowable per FAR 31.205-8 and FAR 
31.205-22. 

 
5. Ensure that contributions related to dues and subscription accounts are excluded from 

claimed costs.  Professional organizations often include a suggested voluntary 
contribution as part of the membership dues.  The amount in excess of the value 
established is an expressly unallowable contribution under FAR 31.205-8. 

6. Determination of allowability requires knowledge concerning the purpose and nature 
of activity at the meeting or conference.  Review expenses to determine whether the 
contractor maintain adequate records supplying such information on properly prepared 
travel vouchers or expense records supported by copies of paid invoices, receipts, 
charge slips.  

7. Review costs to determine whether costs are for guest expenses for meals or other 
incidentals applicable to Federal employees.  These costs should normally be 
questioned as unnecessary and hence unreasonable costs, except under limited 
circumstances, since they are prohibited from accepting gratuities by Executive Order 
11222 of 1965, Title 5 CFR 2635, and various Departmental implementing directives. 

8. Determine whether expenses associated with a particular meeting or conference 
represent allowable business expense under FAR 31.205-43(c) or unallowable social 
activity under FAR 31.205-14, Entertainment Costs, and should be made on a case-
by-case basis, based on all pertinent facts.  FAR 31.205-43(c) (3) disallows costs 
associated with the spouse of an attendee because the spouse's attendance is not 
essential to achieve the purpose of the meeting. 

9. For individuals on official travel, assure the meal expense is not included in both the 
claimed travel costs and subsistence costs included as part of organizing the meeting. 

10. For individuals not on official travel, assure that any meal expense is an integral part 
of the meeting as described in FAR 31.205-43(c), necessary for the continuation of 
official business during the meal period, and not a social function. 
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D. Public Relations and Advertising Costs 

 
1. Review costs for compliance with standards in FAR: 

 
a. FAR 31.205-1(a) defines public relations as all functions and activities 

dedicated to: (1) maintaining, protecting, and enhancing the image of a 
concern or its products; or, (2) maintaining or promoting reciprocal 
understanding and favorable relations with the public at large, or any segment 
of the public.  The term public relations include activities associated with areas 
such as advertising and customer relations. 

b. FAR 31.205-1(b) defines advertising as the use of media to promote the sale of 
products or services and to accomplish the activities referred to in FAR 
31.205-1(d). 

c. FAR 31.205-1(d), (e), and (f) address the allowability of public relations and 
advertising costs.  All advertising costs other than those specified in FAR 
31.205-1(d) are unallowable. 

d. FAR 31.205-34 limits allowable advertising costs for recruitment. 
e. FAR 31.205-1(e)(3) makes costs for participation in community service 

activities such as blood bank drives, charity drives, savings bond drives, and 
disaster assistance allowable provided that the activity Departments not 
materially affect their other regular duties and responsibilities. 

f. FAR 31.204(c) prevents contractors from successfully claiming unallowable 
public relations costs under more favorable and broader cost principle 
coverage such as unallowable costs of ceremonies per FAR 31.205-1(f)(4) 
claimed as employee morale and welfare under FAR 31.205-13. 

 
2. Determine whether costs are allowable public relations costs such as cost incurred for 

(1) responding to inquiries on company policies and activities; (2) communicating 
with the public, press, stockholders, creditors, and customers; and, (3) conducting 
general liaison with news media and government public relations officers. 

3. Costs of plant tours and open houses are allowable; however, ensure that promotional 
material, motion pictures, videotapes, brochures, handouts, magazines, and other 
media that are designed to call favorable attention to the contractor and its activities 
are not claimed. 

4. Ensure that costs not specifically identified as public relations cost such as materials 
and services found in the following cost categories are reviewed as public relations 
costs per FAR 31.205-1: 

 
• Advertising Costs 
• Compensation for Personal Services 
• Contributions and Donations 
• Employee Morale, Health, Welfare and Food Service and Dormitory Costs and 

Credits 
• Entertainment Costs 
• Labor Relations Costs 
• Other Business Expenses 
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• Professional and Consultant Service Costs-Legal, Accounting, Engineering and 
Other 
• Selling Costs 
• Trade, Business, Technical and Professional Activity Costs 

 
5. When reviewing the different categories of costs, the auditors should consider  major 

factors related to the costs such as the nature of the service rendered, the function 
performed, the propriety of the base of allocation, and the basic consideration of 
reasonableness. 

6. Determine whether costs fall into one of the categories of public relations costs 
claimed by a contractor for the preparation and printing of such items as plant 
newspapers and magazines, recruitment pamphlets, technical brochures, and 
contractor and product capability promotional items.  Audits of claimed publications 
costs should be based on an appropriate examination of the contractor's policies and 
procedures.  There are five broad categories into which most publications may be 
grouped:  

 
• Employee Welfare and Industrial Relations – The most common publications of 

this type are regularly issued newspapers or magazines.   
• Professional and Technical Articles – These publications are disseminated to a 

professional or technical type audience and generally take the form of dissertations 
on technical subjects that are related to the contractor's products or activities. 

• Selling, Marketing, and Advertising – In those instances where the material 
provides little or no technical assistance to the recipient and is distributed to all 
customers and potential customers, the cost should be treated as advertising (FAR 
31.205-1) or selling costs (FAR 31.205-38). 

• Contractor and Product Capability – Promotional items differ from normal selling, 
marketing, and advertising publications in that they stress the superior capabilities 
of the contractor's facilities and/or personnel in research and/or development of 
new products. 

• Public Relations – This category includes pictures, decals, and promotional 
material that emphasize the contractor's accomplishments in producing equipment 
or providing services. 

 
7. Determine whether total public relations expenditures are reasonable, especially when 

there have been significant increases relative to prior years. 
 

E. Payroll and Related Costs 
 

1. Determine whether executive compensation costs are claimed in accordance with 
ranges established by contract terms or FAR 31.205-6 and Office of Federal 
Procurement Policy (OFPP). 

2. Review employee receiving pay over maximum salary range of the employee's grade 
range. 

3. Review time sheets, payroll, personnel, and/or other records to determine if an 
employee was a real employee who worked on the contract effort. 
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4. Determine if overtime and associated premium hours have been approved, if required 
by the contract terms. 

5. Determine if payroll costs were computed as reported on the timesheet and the pay 
rates identified in the personnel records. 

 
F. Employee Welfare and Morale Expense 

 
1. Determine if recreation program and exercise/wellness facility are available to all 

employees. 
2. Determine if the Employee Recognition/Service Awards cost complies with the 

contract and the contractor's established policies and procedures. 
3. Determine whether expenses and income generated by employee welfare and morale 

activities comply with FAR 31.205-13.  If employee morale expenses fall into the 
category of entertainment then they are unallowable per FAR 31.205-14. 

4. Determine whether the cost of operating the cafeteria results in a break even scenario.  
A loss may be allowable, provided the contractor can demonstrate that unusual 
circumstances exist such that even with efficient management, operating the service 
on a breakeven basis would require charging inordinately high prices, or prices higher 
than those charged by commercial establishments. 

 
G. Professional and Consultant Service Costs 

 
1. Obtain vendor listing and 1099-Misc. forms and review for possible consultants not 

included on the listing. 
2. Analyze consultants' agreements, work products, and related records for sensitive 

consultants such as (1) lobbyists; (2) sales/marketing; (3) management services 
(excluding CPA firms); (4) legal; (5) technical/engineering; and, (6) accounting, CPA 
firms, actuary, and insurance. 

3. Determine whether the activity engaged in by the consultant is strictly unallowable in 
accordance with the contract and applicable FAR and DEAR provisions. 

4. If the review of agreements and work products fails to establish a logical link to 
activity that benefits either the business as a whole or government contracts or 
programs in particular, then the cost and related consultant expenses should be 
questioned. 

5. If the nature of the consulting service appears to be allowable and allocable, work 
products should be reviewed for the reasonableness of the total costs charged. 

6. Trace selected consultant costs through the purchasing system to determine that 
procedures have been followed. 

 
H. Subcontract Costs 

 
1. Determine that payment is being made provisionally to ensure that the amount paid 

can be adjusted for the results of a future audit and request or perform the audit. 
2. Determine if subcontract charges were based on the subcontract's billing provisions. 

 
I. Purchased Labor 
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1. Review the contractor's policy, with emphasis on the criteria used in determining 
whether personnel should be obtained from outside sources instead of direct hiring. 

2. Analyze the purchased labor during the current or most recently completed fiscal year, 
whichever provides sufficient information, to: 

 
• Determine the number of purchased labor personnel and the duration of their 

engagement. 
• Compare the number of employees on the contractor's payroll (in each 

classification of purchased labor involved) with the number of equivalent 
personnel obtained from outside sources. 

• Compare the cost per staff-year with the contractor's comparable personnel. 
• Determine whether the contractor's practices are equitable with respect to the use 

of purchased labor compared to the contract mix. 
 
3. Determine whether the use of purchased labor results in additional costs that are 

reasonable, necessary, and allocable to contracts. 
4. Verify that fringe benefits and other employee related costs are not allocated to 

purchased labor costs.  Such costs are generally paid by the entity providing personnel 
performing the effort. 

5. Verify that indirect costs are allocated to purchased labor in a reasonable proportion to 
the causal or beneficial relationship of the pooled costs to cost objectives.  Purchased 
labor must share in an allocation of indirect expenses such as supervision and 
occupancy costs, where there is a causal or beneficial relationship, and the allocation 
method must be consistent with the contractor's disclosed accounting practices. 

 
J. Lobbying Costs 

 
1. Identify whether contractor has a Washington DC area office and the purpose of the 

office.  Review costs to determine allowability. 
2. Determine whether the cost was incurred to influence elections, public votes on issues, 

political parties, and legislation per FAR 31.205-22.  Cost incurred to induce or tend 
to induce, either directly or indirectly, executive branch employees to give 
consideration or to act regarding a government contract on any basis other than the 
merits of the matter is unallowable. 

 
K. Costs Related to Legal and Other Proceedings 

 
1. Use the following guidance on the regulatory history for FAR 31.205-47 to consider 

applying the cost principle to specific cases: 
 

• The government should not pay for wrongdoing, the defense of wrongdoing, or the 
results or consequences of wrongdoing by contractors. 

• The government should not encourage litigation by contractors. 
• Government contractors should not be put in a better position than contractors in 

the commercial area. 
• The government should not discourage contractors from enforcing the government's 

rights and protecting the government's interests. 
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2. Determine whether costs are allowable legal costs per the following categories: 

 
• Reasonable costs associated with routine proceedings, not specifically addressed 

in the FAR cost principle. 
• In-house legal staff handles routine inquiries from government agencies such as 

DCAA. 
• Contract terms. 
• CO directed. 

 
3. Determine whether costs are subject to ceilings defined by FAR 31.205-37(f). 
4. Determine whether legal costs under review are unallowable based on the outcome of 

the proceedings: 
 

• In a criminal proceeding, a conviction. 
• In a civil or administrative proceeding (including a qui tam proceeding) involving 

an allegation of fraud or similar misconduct, a finding of liability. 
• In a civil or administrative proceeding not involving an allegation of fraud or 

similar misconduct, an assessment of a monetary penalty. 
• In a proceeding held by an appropriate official of an executive agency for 

debarment or suspension of the contractor; rescission or voiding of a contract; or 
termination of a contract for default because of violation of or noncompliance with 
a law or regulation, a final decision unfavorable to the contractor. 

• In any proceeding shown above which led to a settlement by consent or 
compromise. 

 
5. Determine whether legal costs are unallowable regardless of the outcome include: 

 
• Defense or prosecution of claims or appeals against the Federal government (FAR 

31.205-47(f) (1)). 
• Organization, reorganization, mergers, or acquisitions, or resistance to merger or 

acquisition (FAR 31.205-47(f) (2) and FAR 31.205-27). 
• Defense of antitrust suits (FAR 31.205-47(f) (3)). 
• Defense or prosecution of lawsuits or appeals between contractors arising from 

such agreements as teaming arrangement, dual sourcing, co-production, or similar 
programs (FAR 31.205-47(f) (5)). 

• Defense against stockholder suits that are related to contractor wrongdoing such as 
intentional harm to other persons, and instances where there has been a reckless 
disregard for the harmful consequences of an action. 

• Patent infringement proceedings if not required by the contract (FAR 31.205-30, 
FAR 31.205-47(f) (6)). 

• Defense against contractor misconduct addressed in another proceeding whose 
outcome determined the costs to be unallowable. 

• Bid protest costs and costs of defending against protests are expressly unallowable 
under FAR 31.205-47(f) (8) for contracts awarded on or after October 7, 1996, 
unless per written directions from the CO. 
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6. Review legal proceeding costs to ensure that the contractor properly segregated costs 

for each proceeding regardless of the outcome that is anticipated.   
7. If the outcome of a proceeding described in FAR 31.205-47(b) determines costs to be 

allowable, review total costs for reasonableness. 
 

L. Procurement Card Purchase 
 

1. Select a sample from the Procurement Card universe, excluding those accounts of 
costs already selected for specific review. 

2. Review costs for proper documentation and allowability per FAR. 
3. Pay close attention to items of personal nature and scrutinize these costs. 
4. Ensure that purchases are made in accordance with the policies and procedures over 

purchase card transactions. 
 

M. AP Purchases 
 

1. Select a sample from the AP universe, excluding those accounts of costs already 
selected for specific review. 

2. Review costs for proper documentation and allowability per FAR. 
3. Refer to specific areas in Sections A to K related to types of costs in the sample for 

additional guidance to items required for the review. 
 
N. Transferred Cost  

 
1. Select a sample from the account(s) for cost transfers in and out (inter/intra 

organizational transfers). 
2. Obtain an understanding of the transfer process. 
3. Review costs for proper documentation and allowability per FAR. 
4. Ensure that transferred costs are allowable and do not duplicate the types of costs that 

are covered by any contractual management allowance or fee arrangements. 
5. Incorporate results of Home Office reviews from other audit.   
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INSPECTOR GENERAL AUDIT TRACKING SYSTEM 
 
 

The Inspector General (OIG) Project Tracking System is part of the current Energy Inspector 
General Project Tracking System (EIGPT).  Data input and retrieval is limited to authorized 
personnel.  Complete Audit Tracking System operating instructions are available in EIGPT. 

AUDIT TRACKING DATA REQUIREMENTS
EIGPT contains the following data fields.  Unless otherwise noted, these fields are required for 
each audit record. 

• External Audit No.  Audit number assigned by auditing organization. 

• Internal Audit No.   Audit Number assigned by the OIG Team Leader. 

• OIG Office   OIG field office responsible for contractor oversight or  
     office performing the audit. 

• Contractor    Contractor Identifier (Input by OIG). 

• Audit Title    Brief description of audit. 

• Planned Staff Days  Number of staff days budgeted for the audit. 

• Audit Group   Name of agency performing the audit. 

• Planned Start Date  Month, day, year of planned start date of audit (use report   
     issue date). 

• Planned End Date   Month, day, year of estimated completion date of audit 
      (use report issue date). 

• Audit Findings   Brief summary of each finding, result and recommendation 
     in the audit report.  This data is input by the Team   
     Leader from the audit report. 

• Report Date   Month, day, year report issued. 

• Audit Tracking Code-Budget Four digit audit objective code as identified in Exhibit D  
     (AM18EXD.DOC) of this chapter. 

• Audit Tracking Code-Actual Four digit audit objective code.  Team Leader inputs based 
     on report findings. 

• Audit Objective Met?  Yes/No determination made by Team Leader for each audit 
      objective. 
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AUDIT TRACKING REPORTS:  As of October 1, 2003, Audit data sheets are no longer 
required from Contractor Internal Audit Departments for each completed audit.  Internal Audit is 
still required to provide (1) the Annual Plan prior to the start of the fiscal year to show the 
schedule of planned audits for the upcoming Fiscal Year (FY); and, (2) the Annual Audit 
Reports after the fiscal year end to summarize audits performed against planned for the previous 
fiscal year and the results of those audits. 

FORMAT FOR CONTRACTOR AUDIT PLAN SUBMISSION
The Contractor Annual Audit Plan submitted to the designated Departmental field official and 
cognizant office of the OIG is due no later than June 30 of each year and should contain the 
following information: 
 

1. List of audit areas in risk ranked sequence and documentation to support the 
contractor's risk assessment methodology. 

2. Documentation of the methodology used for auditing the allowability of costs. 

 3. Annual Audit Plan which includes: 

• Contractor Assigned Audit Number 
• Audit Title 
• Planned Staff Days 
• Planned Start Date  
• Planned End Date 

 

EXAMPLE:  AUDIT PLAN REPORT FORMAT

 

 

CONTRACTOR AUDIT PLAN FOR FY XXXX 

 

 AUDIT     STAFF    PLANNED   PLANNED 

NUMBER AUDIT TITLE  DAYS    START DATE        END DATE   
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TYPICAL CONTRACTOR AUDIT AREAS
 

This exhibit presents implementing guidance relating to the Office of Inspector General (OIG's) 
audit strategy for Department of Energy (Department) contractors.  It identifies typical 
contractor functions and suggests audit objectives for each function and subfunction.  It also 
serves as guidance to Internal Audit Activities (Internal Audit).  Its intent is to facilitate the 
planning and auditing of reviews performed at Department contractors by Internal Audit or 
contractually procured audit services. 

AUDIT PLANNING AND RISK ASSESSMENTS 
Contractor audit plans should be based on risk assessment.  Risk assessment by appropriate audit 
organizations will facilitate the best use of available audit resources.  Audit plans based on 
acceptable risk assessment methodologies should provide adequate audit coverage over those 
areas most susceptible to waste, fraud and abuse.  This risk assessment should include attributes 
such as adequacy of internal controls, length of time since last audit, dollar value/materiality, 
changes of systems, and results of prior audits.  In addition, each audit organization using this 
exhibit should apply its own risk assessment that reflects its organization's unique needs, 
considerations, and requirements.  The intent is to provide audit coverage over vulnerable areas 
on an annual basis.  A more complete discussion of risk assessment is presented in Exhibit A of 
this Chapter.  Additionally, Internal Audit should document their risk assessment process and 
reasons for classifying functional areas as having low or no risk.  The resulting audits should be 
performed in accordance with professional auditing standards.  Compliance with professional 
audit standards will permit the OIG's reliance on the work of internal audit staffs.  Department of 
Energy Acquisition Regulation (DEAR) 970.5232-3(i) and the Acquisition Guide identify 
specific internal audit requirements as applicable to Department contractors. 

CONTRACTOR FUNCTIONS AND AUDIT OBJECTIVES
This section identifies contractor functions subject to internal audit.  The following management 
areas represent the major contractor functions. 

Financial Management   Safeguards & Security Management 

Procurement Management   Environment, Safety & Health Mgt. 

Human Resource Management  Emergency Management 

Construction & Facilities Management Government Property Management 

Conservation Management   Quality Assurance Management 

Data Processing Systems   Traffic, Fleet & Packaging Management 

Information Management   Planning & Budget Management 

Support Services 

Typical functions and subfunctions and audit objectives are described in the following sections.  
This information is intended to help Internal Audit define the scope and objectives of each audit.  
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Although audit objectives are provided for each function, the following general objectives are 
applicable to all functions. 

• Determine compliance with laws, regulations, and contract provisions that (a) govern the 
acquisition, management, and use of resources; or (b) have a material effect on financial 
information. 

• Determine whether audited functions are being managed efficiently and effectively, and 
within the terms of the Department contract. 

• Determine whether programs, projects, and other activities are functioning as intended 
and are accomplishing their stated purpose or objective. 

• Determine whether internal controls are adequate, and will prevent, identify and report 
unallowable and unreasonable costs. 

• Determine whether allowable costs are addressed through either a single audit or within 
other audits. 

Although audits of programmatic activities can be performed at the contractor level, the audit 
coverage would be limited because program direction is at the Headquarters level (not the field 
office level) and more than one contractor usually carries out such activities.  Therefore, program 
areas have not been included in this exhibit (see Chapter 11 of this Manual for guidance on 
performance audits). 

A00 FINANCIAL MANAGEMENT

Financial management includes all activities related to the financial operations except for 
budgetary activities.  Suggested audit objectives include determining whether: 

• (A00A)  Revenues and receipts are accurately recorded in accordance with requirements; 

• (A00B)  Assets and liabilities are rights and obligations of the entity; 

• (A00C)  Financial reporting conforms to the Department policies and procedures; and, 

• (A00D)  Proper controls exist for all assets to safeguard against fraud, waste, abuse, 
unauthorized use, and misappropriation. 

A01 Cash Management.  This function encompasses all activities regarding the management 
and physical control of cash and negotiable items.  Suggested audit objectives include 
determining whether: 

• (A01A)  Activities include internal controls which ensure prompt depositing of cash; 
proper control, accounting and processing of cash related transactions; proper 
management of letters of credit and cash advance transactions; and credit card controls; 

• (A01B)  Cash is safeguarded against waste, loss, unauthorized use and misappropriation; 

• (A01C)  Adequate controls over imprest funds are in place; 

• (A01D)  Cash balances are properly stated; 

• (A01E)  Banking services are being received at lowest cost to the government; and, 

• (A01F)  Cash balances, etc., are at the minimum amount necessary. 

September 2006                                                    19-D-2                                                Release 6 



CHAPTER 19                                                                                                               EXHIBIT D 

A02 Accounts Payable.  The function encompasses all activities regarding the management of 
accounts payable systems.  The activity includes evaluation of financial accounting systems 
related to payments, including travel expenses and liquidation of contractually incurred 
liabilities.  Suggested audit objectives include determining whether: 

• (A02A)  Payments are made in accordance with contractual requirements; 

• (A02B)  Internal controls exist to assure that timely, accurate, and proper payments are 
made; 

• (A02C)  Disbursements are recorded and accounted for properly; 

• (A02D)  Disbursements are made only for authorized expenditures; and,  

• (A02E)  Disbursements include control systems that ensure prompt payment. 

A03 Accounts Receivable.  This function includes all receivables associated with employee 
accounts, work for non-DOE entities, commercial accounts, and other miscellaneous receivables.  
Suggested audit objectives include determining whether: 

• (A03A)  The receivable balances are accurate and supported by subsidiary records; 

• (A03B)  All receivables are identified and recorded; 

• (A03C)  Adequate internal controls exist for the aging, collecting, and write-offs of 
receivables; and, 

• (A03D)  The recognition and handling of uncollectable accounts conform to contractual 
requirements. 

A04 Property Accounting.  This function includes the recording and classifying of all real and 
personal property in the accounting system.  Suggested audit objectives include determining 
whether: 

• (A04A)  Systems are in place to track the movement of property; 

• (A04B)  Periodic inventories are conducted and reconciliations performed between actual 
inventory levels and accounting system values; 

• (A04C)  Property classification and reporting conforms to Departmental requirements; 
and, 

• (A04D)  "Write-offs" of lost or damaged property conform to Departmental requirements 
and approved contractor policy. 

A05 Reimbursable Accounting.  This function includes evaluation of financial accounting 
systems associated with non-DOE funded work for others as addressed by DOE Order 534.1.  
Suggested audit objectives include determining whether: 

• (A05A)  Funding documents authorizing reimbursable work are compatible with work 
scope and provide funding consistent with Departmental policy; 

• (A05B)  Direct and indirect costs are properly charged, to ensure full cost recovery; 

• (A05C)  Incurred costs accurately reflect work activity; 
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• (A05D)  Work activity is within mission scope of DOE and acceptance of work meets 
Departmental requirements; and, 

• (A05E)  Work is not performed in advance of, or in excess of budgetary resources 

A06 Financial Accounting and Reporting, and Yearend Reviews.  This activity includes the 
recording and classifying of all assets, liabilities, operating costs and equity in the accounting 
system, account reviews for unusual entries, applicable Cost Accounting Standards, compliance, 
and validations of balances.  Suggested audit objectives include determining whether: 

• (A06A)  All financial transactions are identified, classified and recorded properly; 

• (A06B)  Reliable financial reports are prepared; 

• (A06C)  Accountability of assets is maintained; 

• (A06D)  The financial accounts are accurate and in accordance with approved accounting 
practices and contractual requirements; 

• (A06E)  Accruals during the fiscal year would significantly distort the validity of 
amounts shown on the Statement of Costs Incurred and Claimed (see also Chapter 19 of 
this Manual); 

• (A06F)  The reconciliation of all main financial accounting areas has been performed; 

• (A06G)  Financial reports are accurate and are supported by the detailed financial 
records; 

• (A06H)  Disclosure statement is complete, current and accurate, and has been approved 
by the Department; 

• (A06I)  Allowable costs are addressed by a single audit; and, 

• (A06J)  Allowable costs are addressed by steps within all audits. 

A07 Payroll.  This function includes all activities associated with the processing of time and 
attendance sheets and maintenance of pay and leave records.  Suggested audit objectives include 
determining whether: 

• (A07A)  Withholding and deductions are based on evidence of appropriate authorization; 

• (A07B)  Compensation, gross pay, withholdings, deductions and net pay are correctly 
computed and are within contractual requirements; 

• (A07C)  Payroll costs and related liabilities are correctly accumulated, classified and 
summarized in the accounts in the appropriate period; 

• (A07D)  Controls exist to prevent duplicate payments, overpayments, and/or to fictitious 
employees; and, 

• (A07E)  Proper segregation of duties exist. 

A08 Travel.  This function relates to all types of authorized travel charged directly to a 
contract.  Such travel should only be accomplished for essential purposes and at reasonable cost 
to the government.  Suggested audit objectives include determining whether: 
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• (A08A)  Travel is properly authorized, i.e., domestic and foreign; and, 

• (A08B)  Travel costs charged to the contract are in accordance with contractual 
requirements. 

A09 Cost Distribution System.  This function includes the system used to develop, record, and 
assign accurate costs to the final cost objective.  Suggested audit objectives include determining 
whether: 

• (A09A)  Costs are properly accumulated, distributed, and recorded; 

• (A09B)  Internal controls exist to identify, prevent, and report unallowable and 
unreasonable costs; 

• (A09C)  The cost distribution base is in accordance with accepted accounting principles; 

• (A09D)  Salary and labor costs (from payroll) are properly distributed to Departmental 
accounts and job orders; 

• (A09E)  Material costs, and other direct costs, are properly distributed; 

• (A09F)  Overhead expenses are properly recorded and distributed to Departmental 
accounts, work orders and program classifications; 

• (A09G)  The proper production cost is allocated to product inventory cost; and, 

• (A09H)  The ending inventories are properly priced as required by applicable regulations 
and policies. 

B00 PROCUREMENT MANAGEMENT

Procurement is guided by the rules, regulations, policies, procedures and limitations provided in 
the Federal Acquisition, the DEAR, specific guidance issued by the Department, the terms of the 
negotiated contract, and the contractor's Department approved procurement system.  For auditing 
purposes, procurement management is segregated into acquisition, receiving and inspection, and 
administration. 

B01 Acquisition.  Contractor procurement actions should result in the most economical 
acquisition of supplies, services, and equipment and otherwise be in the best interests of the 
government.  Suggested audit objectives include determining whether: 

• (B01A)  The contractors procurement practices are in accordance with Departmental 
policies; 

• (B01B)  Unusual features such as price escalation and price incentives were included; 

• (B01C)  Preaward cost and price analysis or audits required by the DEAR or FAR were 
conducted; 

• (B01D)  Acquisitions satisfy procurement objectives--e.g., verification of capability, 
price determination, and approvals; and 

• (B01E)  Consulting agreements, service contracts and contractual revisions are 
reasonable and, consistent with programmatic requirements. 
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B02 Receiving and Inspection.  Goods and services provided by subcontractors and vendors 
should be properly authorized, received, accounted for, and controlled in accordance with 
established procedures.  Suggested audit objectives include determining whether: 

• (B02A) The goods and services received were accounted for on a timely basis; 

• (B02B)  Only authorized goods and services are accepted and/or paid for; 

• (B02C)  Satisfactory physical controls exist over materials in the receiving area; 

• (B02D) Proper controls exist over rejected and/or reworked materials; and, 

• (B02E)  Goods and services are inspected to determine conformance with specifications 
and other contractual conditions. 

B03 Administration.  Each contractor's procurement administration should comply with 
requirements, regulations, and good business practice.  Suggested audit objectives include 
determining whether: 

• (B03A)  Procurement modifications and change orders are justified, properly 
documented, and serve the economic interest of the Department; 

• (B03B)  Applicable DEAR and FAR procedures were followed; 

• (B03C)  Termination claims were audited and results were effectively used in claims 
settlement negotiations; 

• (B03D)  Proper procedures exist for the timely closeout of contracts; and, 

• (B03E)  Subcontractor financial and technical performance is monitored. 

C00 HUMAN RESOURCE MANAGEMENT

Human Resource Management focuses on whether actual practices and contractor policies 
governing staffing, education and training, compensation, labor relations and benefits, pension 
and insurance administration are in accordance with the contract provisions and applicable laws 
and regulations. 

C01 Staffing.  Staffing includes activities associated with recruiting, classifying, reassigning 
and/or promoting employees as well as activities related to reviewing, approving and executing 
necessary disciplinary actions to maintain an effective work force.  Suggested audit objectives 
include determining whether: 

• (C01A)  Controls sufficiently ensure the recruiting, hiring, classifying and retaining of 
employees are consistent with programmatic requirements; and, 

• (C01B)  Appropriate Departmental and corporate policies are followed in hiring 
contractor employees. 

C02 Education and Training.  Education and Training includes activities associated with 
employee development and those management activities associated with human resource 
development.  Suggested audit objectives include determining whether: 

• (C02A)  An effective training program exists to provide for the design, acquisition, and 
delivery of quality training and organizational development experiences; 
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• (C02B)  Educational opportunities are consistent with Departmental policies and 
contractual requirements; and, 

• (C02C)  The training program requires courses needed to meet professional standards and 
other job related requirements as identified by law, DOE regulations or corporate 
policies. 

C03 Compensation and Salary Administration.  Compensation includes activities directed 
towards assuring salaries are properly determined and positions are organized in the most 
efficient manner and related programs, such as, workers compensation, relations and salary 
scales, are properly administered.  Suggested audit objectives include determining whether: 

• (C03A)  Salary and wage structures are in accordance with the personnel policy 
described in the contract and applicable DOE policies; 

• (C03B)  Job classification and promotion systems are administered equitably at all levels 
and in accordance with corporate policy; 

• (C03C)  Employees are hired and retained only at authorized rates and benefits levels; 

• (C03D)  Disciplinary mechanisms are in place to enforce corporate policies; and, 

• (C03E)  Termination policies are in place that are consistent with the contract and reflect 
Departmental policies. 

C04 Labor Relations.  Labor Relations includes activities of negotiating and making 
agreements with employee organizations on the rights, benefits and entitlements of employment.  
Suggested audit objectives include determining whether: 

• (C04A)  The negotiating process resulted in an agreement that is mutually satisfactory to 
the Department, contractor and the labor organizations; and, 

• (C04B)  Independent cost estimates of the proposed agreement have been developed. 

C05 Benefits, Pension and Insurance Administration.  This function includes management 
activities associated with employee benefit programs.  Suggested audit objectives include 
determining whether: 

• (C05A)  Employee benefit programs have been approved by the Department and are 
efficiently, effectively and economically managed within contractual agreements; and, 

• (C05B)  Pension and insurance programs are administered and controlled in accordance 
with Departmental policies, legal requirements and contract provisions. 

D00 CONSTRUCTION AND FACILITIES MANAGEMENT

This function includes activities associated with facility planning, engineering, improvement, 
and management.  It would also include activities related to the design and construction of new 
facilities or modification of existing facilities to perform Departmental missions and programs.  
The major activities included are: 

D01 Site Development Planning.  This includes all contractor activities related to developing, 
maintaining, and administering the Department's site development planning program.  It includes 
activities such as the preparation of site development plans; reviewing site construction projects; 
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space allocation; conformance with the approved site plan; and maintaining an up-to-date site 
development plan library.  Suggested audit objectives include determining whether: 

• (D01A)  The overall activity ensures the efficient use of land, facilities, and utilities and 
also ensures that the priorities and scope of the planned construction activities meet the 
approved operational objectives; and a system is in place to adjust site development plans 
to reflect changes in mission assignment. 

D02 Construction Management.  This includes primary activities such as preconstruction 
planning, architect-engineer (A-E) services, and construction project management.  Other 
activities performed consist of administration of A-E and construction support contracts; 
reviewing project management plans; performing technical engineering and cost analyses, 
evaluating planning and construction methods; assuring compliance with design criteria; 
performing acceptance/operational tests in connection with final acceptance of the facility; and 
evaluating and making determinations regarding proposed change orders or contract 
modifications.  All activities are performed to ensure that schedule, cost, construction methods 
and procurement plans are compatible with operational requirements, funding plans, criteria, 
scope of work, applicable DOE directives and Federal laws, and that construction activities are 
accomplished effectively and efficiently.  Suggested audit objectives include determining 
whether: 

• (D02A)  Justification and approval exists for Titles I, II, and III engineering services; 

• (D02B)  Adequate competition for engineering services acquired externally existed; 

• (D02C)  Design errors were corrected at the least cost to the government; 

• (D02D)  Construction completion schedules and milestones were adhered to; 

• (D02E)  Status reports to management were timely and accurate; 

• (D02F)  Construction progress is monitored by qualified personnel using approved 
techniques to track cost and schedule performance; 

• (D02G)  Design requirements were and are being met; 

• (D02H)  In-process inspections were of adequate quality, at appropriate intervals, 
documented, and results reported to the proper individual(s); and, 

• (D02I)  Final completion inspections were performed without undue delay and that 
construction errors were documented and corrected at minimal cost to the government. 

D04 Plant and Facilities Management.  Facility maintenance activities assure proper 
maintenance of Government-owned, leased or controlled property.  Suggested audit objectives 
include determining whether: 

• (D04A)  The plant maintenance program is in accordance with DOE regulations and 
corporate policies and is adequate to prevent downtime, maintain health and safety 
standards, preserve government-owned property, and best use maintenance resources; 

• (D04B)  The capital asset replacement program is realistic, complete, and followed to 
assure economical operations; 

• (D04C)  Excess facilities have been identified to DOE; and, 
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• (D02D) A system is in place to identify maintenance projects requiring a Davis-Bacon 
decision. 

E00 CONSERVATION MANAGEMENT

Conservation Management includes the contractor's efforts, plans, programs, and projects 
designed to conserve resources of all kinds and to make significant improvements in the 
consumption efficiency of those resources.  Suggested audit objectives include determining 
whether: 

• (E01)  Conservation plans are in accordance with DOE policies, applicable laws and 
regulations and corporate policies; 

• (E02)  Conservation goals were realistic and progress is measurable; 

• (E03)  Conservation savings reports are timely and accurate; and, 

• (E04)  The contractor has a viable program for conservation awareness and for soliciting 
conservation suggestions from employees. 

F00 DATA PROCESSING SYSTEMS

This includes all activities related to the management and operation of multi-program (general 
purpose) computer facilities, specifically, equipment acquisition, maintenance and equipment 
utilization, software and systems development, applications systems, computer security, 
computer operations and administration, microcomputers and local area networks. 

F01 Equipment Acquisition.  The acquisition of electronic data processing (EDP) equipment 
begins with the initial planning process for a new or enhanced system or application or the 
replacement of existing equipment.  Suggested audit objectives include determining whether: 

• (F01A)  The equipment acquisition process considers all relevant factors; 

• (F01B)  The resultant decision is cost effective, provides the needed capabilities, and 
fully supports operational objectives; and, 

• (F01C)  Capital budgets and prioritization of needs are based on cost effectiveness, 
giving appropriate weight to replacement. 

F02 Maintenance and Equipment Utilization.  This function includes those specialized 
maintenance activities involving EDP equipment and the actual and projected rate of usage 
versus available capacity.  Suggested audit objectives include determining whether: 

• (F02A)  There is a satisfactory system for reporting equipment utilization and downtime; 

• (F02B)  Utilization reporting is accurate and complete; 

• (F02C)  Management has acted effectively to reduce downtime; 

• (F02D)  Inoperative and idle equipment is identified and repaired or disposed of; 

• (F02E)  There is a satisfactory system for reporting equipment malfunctions, repairs, and 
maintenance; and, 

• (F02F)  The mix of in-house and vendor repairs and maintenance minimize cost. 
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F03 Computer Security.  This function includes all aspects of security associated with the 
computer hardware, such as: access controls, physical protection of the equipment, software 
security and data file access.  The following audit objectives may apply and should be 
considered for other areas such as:  maintenance and equipment utilization, computer operations 
and administration, systems and software development, applications systems, microcomputers 
and local area networks.  Suggested audit objectives include determining whether: 

• (F03A)  Access to data files and programs is limited to those individuals authorized to 
process or maintain particular systems; 

• (F03B)  Access to computer hardware is limited to authorized individuals; 

• (F03C)  The location, layout, and physical construction of the computer installation and 
the fire prevention, detection, and fighting techniques provide adequate physical 
protection; 

• (F03D)  There is adequate, regular, supervisory review of access and use activity and 
prompt review and investigation of violations and procedures for access and use; 

• (F03E)  Controls are adequate to ensure processing and output are complete and accurate; 
and, 

• (F03F)  Controls provide reasonable assurance of continued operations in the event of 
damage or disaster, including backup, recovery and off-site storage procedures for 
programs and data. 

(F04) Computer Operations and Administration.  This function includes the overall 
administrative management of the computer facility.  Suggested audit objectives include 
determining whether: 

• (F04A)  Hardware errors are affecting the processing of transactions or the storing and 
accessing of data; 

• (F04B)  The computer installation has a systems procedures manual which covers areas 
such as operations and security; 

• (F04C)  There is compliance with recharge cost system requirements; and, 

• (F04D)  Controls provide reasonable assurance that copyright laws covering proprietary 
commercial software are being observed. 

F05 Systems and Software Development.  This function includes those activities necessary to 
acquire and develop software.  Suggested audit objectives include determining whether: 

• (F05A)  The National Energy Software Center and other specialized computer software 
centers are researched for the availability of similar programs, or common-use portions of 
software programs, before software applications development is undertaken internally or 
purchased; 

• (F05B)  Internal software development has occurred only in instances when the software 
could not be acquired in a more economical manner; 

• (F05C)  Software development has followed the standards for vocabulary, programming, 
debugging, and documentation; 
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• (F05D)  Implementation of systems have adequate application controls; 

• (F05E)  Development of systems meet management objectives or operate in accordance 
with original specifications; 

• (F05F)  Implementation of systems have been adequately tested; and, 

• (F05G)  Implementation of systems that are susceptible to unauthorized modification 
have been identified. 

F06 Application Systems.  This function includes the design, testing, conversion and 
maintenance of new or modified applications.  Suggested audit objectives include determining 
whether: 

• (F06A)  Input controls provide reasonable assurance that data received for processing by 
EDP has been properly authorized, converted into machine-readable form, and that data 
(including data transmitted over communication lines) has not been lost, suppressed, 
added, duplicated, or otherwise improperly changed; 

• (F06B)  Processing controls provide reasonable assurance that data processing has been 
performed as intended for the particular application, that all transactions are processed as 
authorized, that no authorized transactions are omitted, and that no unauthorized 
transactions are added; 

• (F06C)  Output controls reasonably ensure the accuracy of the processing result and 
receipt of the output by only authorized personnel; 

• (F06D)  Maintenance (updating and changing) of applications is adequately controlled 
and documented; and, 

• (F06E)  Applications documentation, systems documentation, program documentation, 
and operations documentation are adequate to provide a sufficient understanding of these 
particular areas. 

F07 Microcomputers.  This function includes the management of laptop, portable, and 
transportable computers.  The audit objectives should consider whether these computers were 
acquired at reasonable cost, are utilized and controlled to a reasonable extent, and whether 
certain controls, such as adherence to copyright laws and backup of programs and files, are 
operational. 

F08 Local Area Networks.  This function includes the management and administration of 
computer networks.  In addition to the audit objectives listed for microcomputers, suggested 
objectives include determining whether: 

• (F08A)  The network has an approved computer security plan; 

• (F08B)  Equipment was acquired in accordance with Departmental regulations and 
corporate policies; 

• (F08C)  The network design and implementation promote economy and efficiency of 
operations; 

• (F08D)  Network security provides access controls and protects software and data at 
levels defined by Departmental regulations and corporate policies; 
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• (F08E)  Software copyright laws and usage restrictions are adhered to; and, 

• (F08F)  Backup and recovery procedures are provided at the level appropriate for the data 
processed or stored on the network. 

G00 INFORMATION MANAGEMENT

G01 Telecommunications.  This category includes activities associated with determination and 
installation of the Department's telecommunication requirements for data (records), voice 
(telephone), and radio/electronic communications.  Audit objectives should focus on proper 
planning, adequacy and competency of management, appropriate budgeting, proper utilization, 
and use of good acquisition strategy.  Due to the highly technical nature of this area, technical 
expertise outside the audit team may be necessary. 

G02 Records Management.  This activity includes those activities related to records inventory, 
micrographics and protection of vital (classified and unclassified) records.  The audit objectives 
are to determine whether records are maintained, used, and stored in an effective, efficient, and 
authorized manner and to determine compliance with records inventory and disposition 
schedules. 

G03 Printing, Graphics, and Photography.  This includes the activities associated with the 
internal production and/or acquisition of services and equipment for printing and publishing of 
technical and scientific reports, administrative documents, and forms; preparation of visual 
presentations such as view graphs, 35mm slides, supporting photography, and copying.  
Suggested audit objectives include determining whether: 

• (G03A)  Printing, graphics, and photographic services are being obtained at least cost; 
and, 

• (G03B)  The size of the printing, graphics, and photographic staffs is reasonable for the 
volume of output produced. 

G04 Public Information.  This includes those contractor activities associated with providing 
information to the public and the news media.  Audit objectives are to determine whether the 
public information function is adequately staffed, appropriately managed, and properly protects 
the interests of the contractor and the Government when releasing essential information to 
concerned parties. 

G05 Forms Management.  This includes those activities that design, approve and monitor 
forms.  Suggested audit objectives include determining whether: 

• (G05A)  Forms meet the following standards of design and use; 

• (G05B)  Forms conform with applicable standards, guides, and principles set forth by 
GSA; 

• (G05C)  Controls provide reasonable assurance that forms will employ standard 
equipment for writing, mailing, and filing, and minimize exceptions such as legal size 
forms; and, 

• (G05D)  Standards and procedures exist for the approval and identification of forms. 

H00 SAFEGUARDS AND SECURITY MANAGEMENT
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This function includes all contractor activities associated with physical and technical security, 
international safeguards, personnel security clearance programs, and document classification.  
The audits should focus on evaluating the control systems for assuring adequate protection of 
nuclear weapons, materials, facilities, and transportation systems, controlling technology related 
to the Department's area of responsibility, and limited access to classified data only to cleared 
personnel with the need to know.  The purpose of these audits would be to ensure that classified 
activities and information are safeguarded against loss or unauthorized use.  The definitions and 
audit objectives for the major activities included under this function are as follows. 

H01 Physical Security.  This function includes all activities for ensuring protection of nuclear 
weapons, materials, and transportation systems against loss through sabotage, theft, or 
unauthorized use.  It includes protective security or guards, whether provided by separate 
contract, subcontract, or by the contractor's own employees.  Suggested audit objectives include 
determining whether: 

• (H01A)  The contractor has implemented and supports an employee security awareness 
program; 

• (H01B)  Special nuclear material, as defined in Atomic Energy Act of 1954, is 
adequately protected at all times as required by Departmental regulations; 

• (H01C)  The contractor's facility is covered by a security plan or program that ensures 

• protection for employees and for Government owned assets against theft; and, 

• (H01D)  A mechanism exists for the prompt reporting to DOE of violations, infractions, 
and other problems of a physical security nature. 

H02 Personnel Security.  This function includes all activities for ensuring that access to 
classified information, facilities, and activities is limited to persons with a need to know and 
proper security clearances.  Related activities such as "visitor control" and "reception" should 
also be included.  Suggested audit objectives include determining whether: 

• (H02A)  The contractor has implemented and supports a viable personnel security 
program; 

• (H02B)  Only the necessary employees possess security clearances; 

• (H02C)  Facility access is permitted only to authorized individuals; 

• (H02D)  A reporting channel exists for communicating matters of personnel security 
concern to the appropriate Departmental official; and, 

• (H02E)  Personnel security employee files are complete and current. 

H03 Document Classification and Declassification.  The objective is to ensure that sensitive 
information developed in the Department's programs is identified, properly classified, and 
controlled as required by DOE regulations and corporate policies. 

H04 Technical Security.  This activity is the Technical Surveillance Countermeasures 
(TSCM) Program.  Departmental elements shall use all available means including physical 
security, technical surveillance countermeasures, personnel security, and communications 
security, including automatic data processing hardware and software security measures, to 
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properly protect classified matter.  Each Departmental field office should have appointed a 
TSCM operations manager to manage the local program.  Each integrated contractor should have 
appointed a TSCM officer.  Suggested audit objectives include determining whether: 

• (H04A)  The contractor has appointed a TSCM officer; 

• (H04B)  The contractor and the specific TSCM officer maintain a technical surveillance 
countermeasures program; and, 

• (H04C)  The TSCM program is operating effectively. 

I00 ENVIRONMENT, SAFETY, AND HEALTH MANAGEMENT

This function includes all contractor activities associated environmental protection, safety, fire 
protection, health, hazardous waste management, and emergency preparedness programs.  The 
audits consider control systems which (1) assure compliance with Federal, state, and local 
environmental protection, safety and health statutes, and related DOE orders and regulations; (2) 
protect against accidental loss or damage to Departmental assets; (3) protect the well being of 
operating personnel and the general public; (4) analyze hazards; (5) assess and mitigate risks; 
and, (6) collect, evaluate and disseminate accurate and reliable information regarding 
performance in these areas.  The definitions and audit objectives for the major activities are 
described in the following sections. 

I01 Compliance.  The audit objective is to determine whether the program complies with 
Federal, state, and local environment protection, safety, and health statutes and related 
Departmental orders, policies, and regulations.  In addressing this issue, auditors must be aware 
of environmental, health and safety requirements that the Department may have negotiated with 
the Environmental Protection Agency and state or local governments. 

I02 Employee Safety and Health.  In auditing employee safety and health, consider whether 
the occupational or industrial medical program: 

• (I02A)  Ensures the health and safety of employees in their work environments through 
the application of occupational medical principles; and, 

• (I02B)  Evaluates the physical and mental fitness of employees to perform job 
assignments without undue hazard to themselves, fellow employees, or the public at 
large. 

I03 Hazard Analysis.  In auditing hazard analysis, consider whether the analysis: 

• (I03A)  Identified potential hazards; 

• (I03B)  Analyzed potential consequences of identified hazards; 

• (I03C)  Eliminated, controlled or mitigated the identified hazards; and, 

• (I03D)  resulted in documented management authorization of the DOE operation based 
on an objective assessment of the hazard analysis. 

I04 Information Reporting.  In auditing information reporting, consider whether the 
information reporting system provides for: 
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• (I04A)  Investigation and evaluation of occurrences to their causes and the appropriate 
measures to prevent recurrences and improve the safety of DOE and DOE contractor 
operations; 

• (I04B)  Early, complete, and factual information on incidents or occurrences as a basis 
for (a) reports to the Secretary, Congress, and other Federal agencies; and, (b) where 
appropriate, informing the public; 

• (I04C)  Adequate information on which to base management action; 

• (I04D) A basis for the improvement of codes, guides, and standards used in the 
Department and its contractor operations;  

• (I04E)  Reporting of occupational radiation exposure information to the Radiation 
Records Repository; and, 

• (I04F)  Monitoring, evaluating and reporting of onsite discharges, liquid and airborne 
effluents, and environmental conditions in the vicinity of DOE sites to assess the levels 
of radioactive and nonradioactive pollutants and their impact on the public and the 
environment. 

J00 EMERGENCY MANAGEMENT

The audit objective is to consider whether the contractor has established and, if required, tested 
their emergency response capability.  Specific audit areas include determining whether: 

• (J00A)  Hazard assessments have been performed to identify potential operational 
emergencies; 

• (J00B)  Hazard assessment results were used to develop emergency planning and 
preparedness activities; 

• (J00C)  The emergency management program incorporates the required 13 elements 
contained in DOE Order 151.1; and, 

• (J00D)  The contractor has established programs that incorporate DOE Order 151.1. 

K00 GOVERNMENT PROPERTY MANAGEMENT

This function includes all activities associated with the management and control of Department- 
owned or leased property.  The major activities and audit objectives are discussed in the 
following sections. 

K01 Real Property.  The real property activity also includes activities associated with space 
management.  Real property management activities include planning for future real estate needs; 
acquisition, control and disposition of Department-owned or leased real property; ensuring 
effective and efficient use of real property assets; and real property inventory management.  
Space management activities include planning for space needs; acquiring, controlling, and 
disposing of space; and ensuring for effective and efficient use of assigned space.  The primary 
audit objectives would be to determine whether all real property is properly accounted for in the 
appropriate inventory records and whether owned and/or leased space is used to the best 
advantage of the government. 
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K02 Personal Property.  This activity includes the development, implementation, and 
administration of policies, programs, and procedures for effective and economical acquisition 
planning, acquisition, receipt, inspection, storage, issue, use, control, protection, care and 
maintenance, disposal, and maintenance of operating records, (except accounting records) as 
appropriate, for government personal property.  This activity includes assets such as equipment, 
supplies consumed incident to the operation of the Department, equipment held for future uses.  
Suggested audit objectives include determining whether: 

• (K02A)  The contractor is complying with the requirement for inventory of personal 
property, and, if so, whether the inventory records and balances are accurate and current; 
and 

• (K02B)  The contractor is properly identifying, recording, and processing of all property 
including excess, scrap and surplus property. 

K03 Materials.  Materials held by the integrated contractor include, but are not necessarily 
limited to, stores, job stock, self-service stock, precious metals, and nuclear materials.  A 
contractor's planning and control systems are usually interrelated with the functions of materials 
management.  Decisions and actions relative to development of material requirements, 
acquisition of materials, administration of materials on hand, and consumption of materials in the 
course of fulfillment of a contractor's mission can all affect the relative cost of acquiring and 
carrying a materials inventory.  Contractor management is responsible for finding the least costly 
combination of factors affecting materials costs commensurate with meeting mission 
requirements.  Suggested audit objectives include determining whether: 

• (K03A)  Current use stores inventory reports are analyzed periodically for items to be 
deleted or for a reduction of stock levels; 

• (K03B)  There is regular integrated planning between organizations requiring materials 
and those responsible for providing the materials; 

• (K03C)  Automatic stock replenishment procedures and practices are effective in 
satisfying demands and providing reasonable on-hand stock; 

• (K03D)  Warehouse facilities provide reasonable protection from the elements and theft; 

• (K03E)  Controls over precious metals have been implemented and that excess precious 
metals have been identified to the Department's precious metals pool manager under the 
DOE Field Office, Oak Ridge jurisdiction; 

• (K03F)  Materials are efficiently handled and physically protected and controlled during 
movement; and, 

• (K03G)  The integrated system of nuclear materials physical protection and material 
accountability and control measures effectively deters, prevents, detects and responds to 
thefts of nuclear materials. 

K04 Sensitive Property.  This activity includes the management and control of certain 
government property items that are considered susceptible to being appropriated for personal use 
or which can be readily converted to cash as defined by DOE HQ Order 1400.1.  Suggested audit 
objectives include determining whether: 
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• (K04A)  sensitive property has been identified by tagging and, if inventoried, is 
accurately shown on inventory records; and, 

• (K04B)  the extent of control is balanced by the cost to replace the lost item(s). 

L00 QUALITY ASSURANCE MANAGEMENT

This function includes those composite activities at both the major Departmental contractors and 
their subcontractors to ensure that equipment and facilities perform satisfactorily when placed in 
service.  A quality assurance program includes the policies and requirements for systems and 
techniques necessary to identify problems, implement corrective actions and monitor those 
actions to assure that implementation resolved the problems.  Quality assurance applies to all 
aspects of research, development, engineering, procurement, construction and operations.  
Suggested audit objectives include determining whether: 

• (L00A)  A quality assurance program has been developed and documented in accordance 
with specified requirements; 

• (L00B)  Objective evidence documents the implementation of a quality assurance 
program; 

• (L00C)  The quality assurance program is effective; 

• (L00D)  The program identifies nonconformances and quality assurance program 
deficiencies; and, 

• (L00E)  Corrections of identified quality assurance program deficiencies occurred. 

M00 TRAFFIC FLEET AND PACKAGING MANAGEMENT

Traffic, fleet and packaging management is directed by the rules and regulations and policies 
established by the Department and other applicable Federal, State and local agencies and 
organization standards.  The overall objective is to determine whether traffic, fleet and 
packaging activities and equipment are administered in accordance with applicable   
requirements and good business practices. 

M01 Fleet Management.  This function includes activities to ensure effective and efficient 
planning, acquisition, maintenance, use, control, and disposition of motor equipment, motor 
vehicles, aircraft, and watercraft.  Suggested audit objectives include determining whether: 

• (M01A)  Acquisition is in accordance with predetermined long and short-range plans; 

• (M01B)  Effective vehicles use is in accordance with GSA and other appropriate 
utilization measures; 

• (M01C)  Ultimate vehicle disposition nets the greatest return for the least usage cost; 

• (M01D)  Commercially rated passenger vehicles are operated within Department of 
Transportation (DOT) regulations;   

• (M01E)  Preventive maintenance programs are developed, implemented and carried out 
to assure effective, reliable fleet operation; 

• (M01F)  Fueling services are the most economical and meet requirements for continued 
fleet service; and, 
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• (M01G)  Controls, quality and economic considerations are exercised over the 
identification, ordering and utilization of fleet parts, supplies and services. 

M02 Traffic Management.  This function includes activities that assure the economical, 
efficient, effective, timely and safe shipment of hazardous material, hazardous waste, general 
commodities, household goods, and import and export items.  Suggested audit objectives include 
determining whether: 

• (M02A)  Services used are appropriate for the circumstances and transportation 
performance assessment is evaluated with consideration given to regulatory compliance, 
safety record and execution; 

• (M02B)  Negotiated discounted tender rates are used properly and effectively; 

• (M02C)  The mode of transportation and carrier used is in the best interests of the 
government; 

• (M02D)  Organizational internal assessments are adequately being conducted; 

• (M02E)  Shipments are adequately described on bills of lading or other shipping 
documents; 

• (M02F)  Insurance costs are avoided on shipments of government-owned property; 

• (M02G)  The organization is complying with transportation requirements applicable to 
hazardous materials and hazardous wastes; 

• (M02H)  Claims are being resolved equitably and within reasonable time limits; and, 

• (M02I)  The organization is providing an adequate level of service to the organizations 
originating the shipments. 

M03 Packaging.  This function includes activities that assure the efficient, effective and safe 
utilization and implementation of Departmental and DOT packaging and labeling requirements 
to assure the adequate control and delivery of hazardous materials, hazardous wastes and general 
commodities.  Suggested audit objectives include determining whether: 

• (M03A)  The organization is complying with packaging regulations and requirements 
applicable to hazardous materials and hazardous wastes; 

• (M03B)  Appropriate labeling is utilized to comply with hazardous material and 
hazardous waste regulation; 

• (M03C)  Appropriate placating is utilized to comply with transportation regulation and 
requirements; 

• (M03D)  Maintenance programs are developed and implemented to assure safety and 
compliance with regulations and requirements for hazardous materials packaging; and, 

• (M03E)  Controls are in place and utilized identifying requirements for use of packaging. 

N00 PLANNING AND BUDGET MANAGEMENT

Planning and budget management includes all activities associated with planning and budgeting, 
and funds control. 
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N01 Planning and Budgeting.  This function includes financial, programmatic and strategic 
planning essential for the continued mission or for specific authorized contractual work.  This 
function also represents the initial stage of the budget process in which requirements, budgetary 
assumptions and activity data are developed; estimates of funding requirements are prepared; 
detailed analysis and reviews are performed; budget data is consolidated and summarized; 
detailed justification are developed including prioritization of requirements; challenges are 
provided by internal and external reviewing and approving authorities; and budget changes are 
controlled and communicated throughout the organization.  Suggested audit objectives include 
determining whether: 

• (N01A)  Formal Planning Process.  Planning is formal, organized, and management 
supported, and the process considers all relevant sources of information and alternatives; 

• (N01B)  Budgetary Requirements.  The budget process conforms to requirements, and 
provides a realistic portrayal of probable future events in conformity with department 
strategy, goals and objectives; 

• (N01C)  Budget Process.  The budget process incorporates: 

⇒ Pertinent DOE requirements and limitations; 

⇒ Detailed requirements of approved budgetary and program assumptions and 
approved program plans; 

⇒ Appropriate workload measures of capability; 

⇒ Estimates, when feasible, based on measures of workload, efficiency and 
effectiveness, and evaluated with techniques such as trend analysis; 

⇒ Past results and alternative approaches to meeting objectives; and, 

⇒ Conformance to appropriate Cost Accounting Standards. 

• (N01D)  There is a clear linkage with the contractual planning process, which in turn 
supports Departmental strategic planning. 

N02 Budget Execution.  This function represents the budget process phase where fiscal year 
funding is provided to implement the Department's missions, functions, and programs.  Audit 
work performed in other areas, such as finance and accounting, may be useful in an evaluation of 
budget execution.  Suggested audit objectives include determining whether: 

• (N02A)  There are appropriate systems, procedures, and reports capable of providing 
proper funds control as required by the contract; 

• (N02B)  There are systems in place to monitor and analyze cost and schedule 
performance versus approved budgets and performance targets;  

• (N02C)  There is an adequate work authorization and control process; 

• (N02D)  General plant project funding limitations ($1.2M) are exceeded; and, 

• (N02E)  Capital projects are funded through used of expense funding, or split funding. 

O00 SUPPORT SERVICES  
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The functions of legal services, medical services, food services operations and custodial services 
are included in this section. 

O01 Legal Services.  This function includes the contractor's organization to ensure compliance 
with all legal requirements, as well as the availability of legal assistance and opinions by 
employees and/or attorneys or legal firms on contract.  Suggested audit objectives include 
determining whether: 

• (O01A)  There is a time accountability system for the legal staff; 

• (O01B)  The mix of in-house staff and outside law firms minimizes cost; and, 

• (O01C)  Cost containment practices have been implemented, such as use of: 

⇒ Mini-trials, 

⇒ Mediation, 

⇒ Arbitration, 

⇒ Computer models to estimate the settlement value of a case at various stages 
of litigation, 

⇒ Restrictions placed on the authority of outside law firms to subcontract for 
services, and, 

⇒ Consultants to audit invoices submitted by outside law firms. 

O02 Medical Services.  This function includes the medical facility, first aid station(s), or 
similar facility staffed by contractor's forces or provided by subcontractor.  Suggested audit 
objectives include determining whether: 

• (O02A)  Medical services are provided at a reasonable cost for only medical care 
authorized under the contract;   

• (O02B)  The contractor operated facility, as applicable, is properly staffed and managed; 

• (O02C)  Procedures ensure the early detection of illness by means of periodic health 
evaluations and treatment of work-related injuries according to the contract; and, 

• (O02D)  The service contributed to the maintenance of good employee health through the 
application of preventive medical measures, such as immunizations, alcohol and drug 
abuse programs, wellness programs, and counseling. 

O03 Food Service Operations.  This function encompasses those approved activities necessary 
for availing food products to contractor employees.  This function includes vending machine 
operations.  The function may be staffed by direct contractor employees or provided by 
subcontractor.  Suggested audit objectives include determining whether: 

• (O03A)  Established financial objectives (break-even, based on full costs, including 
depreciation) are being achieved; 

• (O03B)  Food service is being provided economically; 

• (O03C)  The food service facility is meeting the needs of the work force; and, 

September 2006                                                    19-D-20                                                Release 6 



CHAPTER 19                                                                                                               EXHIBIT D 

• (O03D)  The concession for vending machines was competed in the past 3 years and 
whether controls exist to provide reasonable assurance that any commissions earned 
accurately reflect machine sales and are properly applied and administered in accordance 
with Departmental agreements and the Randolph Sheppard Act. 

O04 Custodial Services.  This function encompasses the routine and special housekeeping and 
cleaning duties by contractor-direct employees or as provided by subcontractor.  The audit 
objective should be to determine whether custodial functions are performed economically and as 
scheduled. 

O05 Other Support Services.  This function includes those support services not previously 
identified in this section.  The typical audit objective would be to determine the economy, 
efficiency and effectiveness of the support services operations. 

XOO OTHER

This function is used for other miscellaneous items that do not fall within the other areas. 

• (X01)  Internal Audit Work Requested by the Department. 

• (X02)  Internal Audit Work Requested by Contractor Management. 

• (X03)  Internal Audit Work Requested by the OIG. 

• (X04)  Miscellaneous Internal Audit Work. 
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CHAPTER 20 
 

ASSESSMENTS OF STATEMENT OF COSTS INCURRED AND CLAIMED 
 

A. SCOPE OF CHAPTER
This chapter sets forth general guidelines for satisfying the Office of Inspector General's (OIG's) 
responsibility for auditing Statements of Costs Incurred and Claimed (SCIC) submitted by the 
Department's integrated contractors. 

B. BACKGROUND
Major contractors, whose costs the Department of Energy (Department) finances through letters of 
credit or cash advances, and which operate or otherwise use government-owned facilities and 
resources, maintain financial accounts which are normally integrated with the Department's 
accounting system.  A critical part of the OIG's assessment of the allowability of the contractor's 
incurred costs is the periodic audit of the contractor's accounting controls, transactions, account 
balances, and financial reports. 

Financial reports are prepared according to a format prescribed by the Department.  At the close of 
each fiscal year, each integrated contractor summarizes the accounting results for the total costs 
incurred and claimed for the fiscal year on the SCIC.  The total equals the contractor's net 
disbursements, plus the changes in assets.  Contractually, integrated contractors are also required 
to certify on the SCIC that the costs incurred and claimed are allowable and in accordance with 
the terms of the subject contract and applicable laws and regulations.  Allowable cost provisions 
and cost prohibitions are normally specified in the contract. Guidance to the Contracting Officer 
for determining allowable contract costs under these integrated contracts is contained in 
Department of Energy Acquisition Regulation (DEAR) 970.31, "Contract Cost Principles and 
Procedures." 

In accordance with the Cooperative Audit Strategy, the OIG will annually audit the SCIC 
for the ten contractors who incur the most cost annually. The remaining contractor SCICs 
will be audited by the OIG on a four-year rotational basis. 
 
Contractors who are not audited annually are still required to prepare and submit the SCIC 
annually to the Department. Additionally, the Field Chief Financial Officer (CFO) and 
Field Director of Procurement (FDP) should continue to review and sign the SCICs 
annually and forward them to the Contracting Officer for distribution to the OIG. In the 
year of audit, the OIG will audit and sign the current year's SCIC along with any prior 
years' SCICs awaiting audit. The Field Manager and Contracting Officer are only required 
to sign SCICs that have been audited by the OIG. 
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C. POLICY AND APPROACH TO SIGNING THE SCIC

This section provides policies related to signing the SCIC, policy references, general audit 
approach, performance requirements, and reporting guidance. 

 1. Policy on Signing the SCIC.  Team Leaders (TLs) will, by March 1, sign and return 
the SCIC for the previous fiscal year's costs to the field element in accordance with the following 
guidance: 

• The SCIC will only be signed if the Contractor's Internal Audit Function (Internal 
Audit) performed an audit that sufficiently tested the contractor's internal controls 
over costs.  Sufficient transaction testing of incurred costs must have been 
performed to ensure that costs claimed are allowable under contract terms and 
applicable laws and regulations.  All costs identified as unallowable must be 
quantified and appropriately adjusted on the SCIC.  Additionally, internal control 
weaknesses relating to allowability of cost and appropriate corrective actions taken 
must be reported. 

• When internal control deficiencies exist that caused the TL to qualify or disclaim 
the opinion on the SCIC, the TL can subsequently sign the SCIC when corrective 
actions are implemented to adequately correct the internal control deficiency.  For 
example, the TL may not have signed the SCIC because Internal Audit did not 
perform an adequate allowable cost audit.  The TL may subsequently sign the SCIC 
when Internal Audit performs an adequate allowable cost audit or the OIG 
subsequently performs the allowable cost audit to form an opinion on costs 
claimed. 

• The SCIC signature will be supported by the work discussed in Section C.3. of this 
chapter. 

• Internal Audit's allowable cost audits must consider all costs incurred.  Internal 
Audit must use an audit program approved by the OIG, included as Exhibit B  in 
Chapter 18 of this Manual. 

 2. SCIC Policy References.  The following Federal Acquisition Regulation (FAR) and 
DEAR provisions, DOE Order, and Department Accounting Handbook references apply to the 
SCIC policy: 

• DEAR 942.002 defines the Department's responsibility to monitor integrated 
contractors; 

• DEAR 970-5232-3(i) requires integrated contractors to perform internal audits of 
costs claimed to be allowable costs as clarified by the most recent version of 
Department Acquisition Guide; 

• DEAR 970.31 and 970-5232-2(j) and FAR 31 define allowable and unallowable 
costs; 

• DEAR 970-5232-4(b) limits payments by the government; 

• DEAR 970-5232-2(k) requires contractors to submit SCICs annually; 
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• DEAR 970-4402 and 970.5244-1(a) specify contractor purchasing systems for 
assuring compliance with Departmental requirements; 

• DOE Order 224.2 sets forth OIG audit responsibilities; and, 

• Department Accounting Handbook, Chapter 4, "Accounting Systems and 
Organization," implements DOE Order 534.1B, "Accounting" and sets forth 
responsibilities for review and approval of SCIC. 

 3. Approach to SCIC Auditing.  The Department carries out its multi-purpose mission 
through contracts with commercial entities, educational institutions, and nonprofit organizations.  
The integrated contractor is required by its contract to annually prepare and certify a SCIC based 
on audit work performed by Internal Audit or others.  The SCIC serves as the contractor's claim 
and certification that total costs claimed have been incurred and are allowable under the contract.  
The SCIC also provides for the Department's approval of the contractor's accounting for claimed 
costs subject to any adjustments noted by future audits.  A copy of the approved SCIC is returned 
to the contractor.   

The schedule for the annual review of the SCIC is as follows: 
 

• November 15 - The integrated contractor submits the SCIC to the DOE Contracting 
Officer.  The Contracting Officer will also send a copy to OIG at this time to expedite the 
audit. 

 
• December 31 - Contracting Officer forwards copy of the SCIC signed by the Field CFO 

and Field Director of Procurement (FDP)  to the OIG. 
 

• March 01 - OIG returns audited SCIC and audit report to Contracting Officer. 
 

The DEAR requires Internal Audit or others to periodically examine the reliability of the internal 
controls used by the contractor to assure that only costs allowable under the contract terms and 
DEAR and FAR provisions are claimed and reimbursed.  This review includes an examination of 
related internal controls and sufficient testing of costs incurred to establish contractor compliance 
with the contract's allowable cost provisions and any pertinent advance agreements.  The Field 
Office Manager confirms that the contractor maintained an adequate and approved accounting 
system, and attests that the contractor's accounting for claimed costs conforms with generally 
accepted accounting principles, and does not conflict with the provisions of the accounting 
directives. 

The Department Accounting Handbook, Chapter 4 specifies the division of responsibility for 
reviewing the SCIC:   

• Contractor prepares the SCIC and submits it to the DOE Contracting Officer no later than 
November 15 of each year. 

 
• The Contracting Officer then distributes copies to the (1) OIG so they may begin 

preliminary audit work; and, (2) Field CFO and, FDP so they may review the SCIC and 
make appropriate attestations. 
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• The Contracting Officer obtains the CFO and FDP signatures on the SCIC. 
 

• The Field CFO attests that the contractor has established systems of accounting and 
purchasing controls adequate to minimize the risk of incurring unallowable or 
unreasonable costs.  

 
• The Field CFO and FDP should perform any review/oversight activities necessary to 

provide reasonable assurance that these controls are in place and working as intended.  
 

• Any allowable cost issues should be referred to the Contracting Officer for resolution. 
 

• Upon obtaining appropriate signatures, the Contracting Officer should forward a copy 
of the SCIC to the OIG.  At this point, the SCIC should contain signed attestations by 
the Contractor, Field CFO and FDP. 

 

The OIG will meet its SCIC responsibilities by periodically assessing (1) changes to the 
contractor's internal control structure, especially major business systems such as finance and 
accounting, purchasing, and property management, to assure that costs claimed (supported by 
accounts and records) and reimbursed by the Department are allowable under the contract; and, 
(2) Internal Audit's work for reliance to reduce duplicate audit efforts.  This assessment should 
also include consideration of the results of pertinent work conducted by the OIG, Government 
Accountability Office, Internal Audit, the CFO, and others through the Federal Managers' 
Financial Integrity Act (FMFIA) process.  When the SCIC is not reviewed annually, the 
assessment should include all fiscal years since the last assessment. 

The OIG's internal control assessment should include, but not necessarily be limited to, evaluating 
(1) internal control system changes, including the status of major business systems; (2) contract 
terms; (3) previously issued audit reports by the OIG and other entities; and, (4) other information 
determined to be relevant.  Exhibit A of this Chapter contains suggested audit steps for assessing 
the allowability of costs incurred and claimed on the SCIC.  If there were no changes or if the 
changes that occurred were benign, the assessment would result in a clean opinion.  If, on the 
other hand, changes occurred that were adverse, if the internal control system was not changed to 
correct an adverse condition reported in an audit report, then the assessment would result in a 
reported condition. 

The OIG assessment of Internal Audit's work should include, but not necessarily be limited to, 
evaluating (1) staff qualifications; (2) Internal Audit's independence; (3) acceptability of the work 
performed; including risk assessments conducted; (4) the approach employed in conducting 
allowable cost audits; (5) the quality of Internal Audit's reports and workpapers; and, (6) the 
sufficiency of tests conducted to verify the accuracy of conclusions drawn.  Exhibit A of this 
Chapter also contains a suggested audit steps for reviewing the work of Internal Audit.  When 
limited or no reliance is to be placed on the work conducted by Internal Audit on cost allowability, 
OIG should use the approved audit program for Internal Audit's review of claimed costs at Exhibit 
B in Chapter 19 of this Manual. 
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 4. Performance of SCIC Audits.  When performed, allowable cost audits will be 
completed no later than 5 months (March 1) following the end of the fiscal year being reviewed.  
The SCIC audit will be performed as described above.  The audit approach selected by Internal 
Audit should reflect the uniqueness of contractor activities and environment, and be the result of a 
risk assessment associated with costs incurred during performance of these activities. 

 5. OIG Reporting Requirements.  The OIG will report the results of their assessments 
of internal controls and the Internal Audit function in a Buff Cover report.  The report example is 
included as Exhibit C of this Chapter.  The SCIC will be included in the report.  An example of a 
SCIC is illustrated in Exhibit D of this Chapter.  In addition, the SCIC should be footnoted at the 
OIG signature block so as to refer the reader to the OIG report that accompanied the SCIC sent to 
the Field CFO, regardless of whether the SCIC is signed by the authorized OIG audit official.  
Whether signed or not, a copy of the SCIC should also be sent to the responsible Assistant 
Inspector General (AIG).  If an unsigned SCIC is subsequently signed, a signed copy should also 
be forwarded to the responsible AIG.  The signing of the SCIC is solely dependent on what kind 
of audit opinion can be rendered on the adequacy of the system from which integrated contractor 
statements were prepared.  If the audit opinion rendered is other than unqualified, the SCIC 
finding(s) should be incorporated into the OIG FMFIA report to management for the current year.  
It should be noted that if Internal Audit is judged to be ineffective because of insufficient audit 
coverage, a disclaimer of SCIC opinion can be made and OIG should consider questioning the 
cost of Internal Audit's time and effort on the audit.  For a summary of the levels of expression of 
opinion on a SCIC, see Exhibit E of this Chapter. 

When approved by the OIG TL and the responsible Department Field Office Manager, the SCIC 
certification provides the basis for reducing the balance in the contractor's current account by the 
amount of the costs claimed and for a reciprocal entry on the books of the field office.  Such 
approval also constitutes acknowledgment by the Department that the costs claimed represent 
allowable contract costs.  It is to be noted, however, that such "approved" costs may be further 
adjusted in the event a later audit discloses any unallowable costs which were not disclosed by 
audits performed to date DEAR 970.5232-2(k), "Review and Approval of Costs Incurred". 

Following are some additional specific reporting requirements: 

  a. Transmittal Letter.  See Chapter 13 of this Manual for a sample transmittal 
letter. 

  b. Report Cover.  SCIC reports will have a Buff Cover.  Refer to Chapter 12 of 
this Manual for an example. 

  c. Title Page and Table of Contents.  The title page and table of contents 
should be essentially the same as those for Blue and Buff Cover reports, modified as appropriate.  
Refer to Chapter 12 of this Manual for examples. 

  d. Assessment Objective.  The signature of the authorized representative of the 
OIG on the certification means that sufficient professional work was done to support that approval 
signature.  To achieve this, the assessment will consist of, at a minimum, those items identified in 
paragraph 3 above.  These assessments will be performed by OIG auditors.  The total knowledge 
and confidence gained from this overall assessment process plus any additional audits performed, 
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like those done by Internal Audit, will provide the necessary assurance that the amounts shown on 
the SCIC are correct or must be adjusted as reported by the auditors. 

Chapter 19 of this Manual identifies those functions typically found at an integrated contractor's 
site.  Audit coverage under financial accounting and reporting includes year-end financial account 
review.  Essentially, this review requires an analysis of year-end entries, compliance with 
applicable contract cost provisions, cost accounting standards, and a limited check for unusual 
entries. 

The Division offices and the Office of Audit Services (OAS) will track the results of Internal 
Audits' reviews of financial accounts, cost accounting and distribution systems; OIG reviews; and 
Defense Contract Audit Agency cost audits.  All audit finding follow-up systems should also be 
periodically queried to ensure the timely and comprehensive correction of reported findings. 

Completion of the assessments will provide the necessary basis for an OIG opinion and signature 
of the SCIC.  Since approval of the SCIC depends on the composite audit coverage of many 
Federal and contractor reviews, it is incumbent on all parties to coordinate audit schedules, 
approaches, and scope to ensure an overall quality product for the Department. 
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SUGGESTED AUDIT STEPS FOR DETERMINING WHETHER COSTS CLAIMED BY 
THE CONTRACTOR AND REIMBURSED BY THE DEPARTMENT OF ENERGY ARE 

ALLOWABLE 
 

I. OBJECTIVE AND PURPOSE 
 

The objective of this program is to provide a logical sequence to the audit fieldwork and 
to reflect a mutual understanding between the auditor and supervisor as to the scope 
required to meet auditing standards and the audit's objectives for allowable costs reviews.  
The audit steps are intended as general guidance and should be expanded or eliminated as 
necessary to fit the current audit.  The Office of Inspector General (OIG) generally relies 
on the Integrated Contractor's Internal Audit Function (Internal Audit) to conduct cost 
allowability reviews of costs incurred and claimed as part of the contract requirements.  
As such, OIG auditors should obtain and review Internal Audit's reviews of costs 
incurred and claimed and other work to determine the degree to which Internal Audit's 
work will be relied upon to reduce the scope of work required to be performed by the 
OIG.  Such reliance will be referenced and incorporated in this audit per generally 
accepted government auditing standards (Yellow Book sections 7.32 to 7.34). 

 
The purpose of this audit is to determine whether costs charged to Department of Energy 
(Department) contracts are allowable, allocable, and reasonable per contract terms; 
Federal Acquisition Regulations (FAR) or OMB Circulars, as applicable, and Department 
Acquisition Regulations (DEAR); and Cost Accounting Standards (CAS).  Specific steps 
covering Internal Audit's review of costs incurred and claimed and the three criteria for 
allowability and example audit steps for select cost areas are included in the audit 
program in the OIG Audit Manual Chapter 19, Exhibit B.  OIG should use this audit 
program when limited or no reliance is placed on Internal Audit's review(s) of costs 
incurred and claimed. 

 
II. SCOPE
 
 A. This audit will be accomplished by: 

1. Obtaining the criteria for determining the allowability of costs. 

2. Reviewing internal controls designed to ensure that only allowable costs 
are claimed under the contract. 

3. Assessing internal control structure and Internal Audit's work covering the 
allowability of costs incurred and claimed to determine how much reliance 
to place on Internal Audit's review of costs incurred and claimed and the 
extent of OIG's test work required. 

4. Performing, if required, transaction testing to determine if unallowable 
costs are claimed. 
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III. DETAILED STEPS
 

A. Preliminary Steps 
 

1. Coordinate the audit with the field office and the contractor. 

2. Coordinate with the Offices of Investigations and Inspections to determine 
whether there are any outstanding issues concerning the contractor.  This 
specifically includes discussing whether there are any Investigative 
Administrative Reports to Management that include any questioned or 
unallowable costs.  If so, determine the materiality of the issues and 
whether they could have an adverse effect on internal controls over cost 
allowability. 

3. Evaluate the contractor's overall operation, contract structure, and other 
relevant sources to determine whether major changes have occurred in the 
business environment and internal control structure.  Review 
documentation related to the following areas: 

 
a. Changes to the contract. 

b. Prior year audit file. 

c. Leads and reports from Department site offices, OIG, external 
auditors, Defense Contract Audit Agency (DCAA), or Internal Audit's 
current audits that may affect the allowability of costs. 

d. Direct/Indirect charging procedures and practices. 

e. Management culture and organizational structure. 

f. Business volume and employee count. 

g. Current internal control structure and practices with regard to 
unallowable costs and the flow of transactions. 

h. CAS Disclosure Statements, if applicable. 

i. Reconciliation items requiring follow-up. 

j. Board of Directors' (Governors) or senior management meeting 
minutes for major decisions that affect the contractor's organization 
and operations for the year(s) being audited. 

k. Company website, employee publications, and press releases. 

 
4. Review the Statement of Costs Incurred and Claimed (SCIC) and prepare 

reconciliations and account analysis: 
 

a. Reconcile the amounts claimed on the SCIC(s) to (1) amounts 
Department reimbursed the contractor through the letter of credit or 
other payment arrangements; (2) Department financial reports; and, (3) 
general ledger (GL), subsidiary ledger, or trial balance.  Obtain 
explanations for significant differences.  If Internal Audit has prepared 
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the reconciliations, then obtain and review Internal Audit's analysis for 
reasonableness and accuracy. 

b. Verify the mathematical accuracy of the SCIC(s). 

c. Compare the current fiscal year (FY) GL or trial balance account 
balances (and if applicable, within pools and bases) to prior FY(s) 
balances to identify any changes in accounting practices or 
unexplained disproportionate changes in relative dollar value and 
obtain explanations from the contractor.  Internal Audit may have 
explanations for variance in this step and the next step.  Review the 
explanation(s) obtained by Internal Audit and determine whether it is 
(they are) reasonable. 

d. Analyze the ratio of unallowable costs to total costs of related cost 
elements or groupings (travel, consultants, or employee morale) for the 
current FY and compare to the ratio from prior FY(s).  Obtain 
explanation for significant changes or review the explanation(s) 
obtained by Internal Audit.  Determine whether the explanations are 
reasonable. 

e. Assure that SCIC(s) has appropriate signatures by the contractor and 
the field office. 

f. Inquire as to the extent of reviews of the SCIC(s) performed by the 
contractor and the field office to assure that the claimed amount 
represents only allowable costs. 

g. If Home Office expenses or Intermediate Allocations are claimed on 
the SCIC(s), incorporate results of OIG, DCAA, and contractor 
reviews of incurred costs for home office and intermediate allocations.  
If the reviews were not done then schedule a review at the 
parent/corporate office, or as appropriate, inform the Contracting 
Officer that the cognizant auditor needs to perform an audit of the 
home office expenses and intermediate allocations for allowability.  
Select costs for transaction testing using the guidance contained in 
Exhibit B of this Chapter. 

 
5. Review contract provisions: 

a. Identify and list those items with rate ceilings or contract specified 
unallowable cost categories.   

b. Note for comparison any unexplained changes in charging patterns 
identified in steps IIIA.3.c and III.A.3.d which could be attributable to 
costs incurred over ceilings or costs not billable to the contract.  

c. Obtain and review the Department contract and appendices and 
prepare a listing of (1) expressly unallowable costs; (2) costs with 
contractual limitations; and, (3) costs requiring Department approval.  
If Internal Audit has already prepared the list then review Internal 
Audit's list for accuracy. 
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d. Select costs that have contract ceilings and limitations and those 
requiring Department approval for additional transaction testing.   

1. Refer to costs identified in steps III.A.4.a and III.A.4.c. 
2. Determine whether Internal Audit has reviewed these costs for 

compliance with contract terms. 
3. If Internal Audit's selection does not adequately cover the audit 

team's requirements, then select a sample of additional costs (i) 
subjected to contract ceilings and limitations and (ii) requiring 
Department approval. 

4. Costs subjected to ceilings and limitations should be 
recomputed to determine if the contractor claimed amount(s) in 
excess of ceilings and limitations. 

5. Review selected costs to determine if advance Contracting 
Officer approval was obtained as required. 

e. If audit reports issued throughout the year have identified conditions 
pertaining to contract terms, determine whether such conditions have a 
significant impact on internal controls over cost allowability. 

f. Determine whether the contract requires the unallowable cost 
provisions to flow down to cost-type subcontracts. 

g. Determine whether the contractor's controls ensure that Internal Audit, 
DCAA, or the cognizant audit agency perform allowable cost audits of 
cost-type subcontracts with flow down provisions.  If not, report the 
deficiency. 

h. Determine whether follow-up is done to assure that unallowable costs 
are recovered from the subcontractor. 

 
6. Based on the work performed in the previous four steps, identify (1) issues 

and activities that may have an impact on cost allowability; and, (2) areas 
of high risk for detailed transaction testing.  The remainder of the audit 
program is designed for contractor locations where Internal Audit is 
required to conduct the allowability of costs (or has voluntarily conducted 
the allowability of costs) on the SCIC per DEAR 970.5232-3(i).  At these 
locations, the OIG will assess changes to the internal controls structure 
and review the work performed by Internal Audit to determine the degree 
of reliance to place on their work and reduce the amount of detailed 
testing required.  OIG may use these steps at non-integrated contractor 
locations if Internal Audit reviews costs for allowability.  

 
B. Assessment of Internal Audit's Review of the SCIC and the Audit Function 

1. If Internal Audit performed a review of costs for allowability, OIG should 
assess Internal Audit's report and work papers using the criteria set forth in 
the Yellow Book section 7.33 to determine the degree of reliance to be 
placed on this work: 
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a. Verify that Internal Audit meets the applicable Institute of Internal 
Auditors or Government auditing standards related to organizational 
independence, staff qualifications, and quality control systems. 

b. Review Internal Audit's work papers for the cost allowability audit for 
evidence of adequate supervision, documentation, and relevance. 

c. Ensure that Internal Audit's review of allowable costs incorporate 
results of internal controls and other financial audits where 
unallowable costs have been disclosed. 

d. Ensure that Internal Audit adequately tested items of concerns arising 
from internal controls and financial audits and areas that OIG has 
identified as high risk. 

e. Conduct limited tests of the same audit universe to verify the accuracy 
of the conclusions made in Internal Audit's report. 

2. Obtain the most current external peer review. 

a. Determine whether the most recent external peer review performed on 
Internal Audit has recommendations.  Verify that follow-up corrective 
actions were taken. 

b. Ensure external peer review covers the following areas: 

 Specific objectives were established for each planned audit. 

 Any changes to the objectives from the audit plan to the audit 
report are documented. 

 Audit program is adequate and contains discussions of the audit 
objective, scope, and approach. 

 Audit program steps relate to audit objectives and any changes are 
documented and approved. 

 Work papers discuss the nature, extent, and degree of testing and 
have adequate evidence of supervisory review which includes 
signature or initial, date, and review notes. 

 Work papers are adequately documented and have logical flow to 
the results in the audit report. 

 Audit report adequately disclosed the results of audit with properly 
documented scope and findings.   

 All findings involving internal controls, unallowable costs, and 
ineffective practices are disclosed in the audit report. 

c. If no external peer review has been performed, OIG should review 
Internal Audit on a limited basis for criteria listed in section III.B.2.b. 

3. If a determination is made either (1) not to rely, or, (2) limit reliance on 
the work of Internal Audit because of deficiencies related to Internal Audit 
and personnel, consider questioning Internal Audit's efforts on the cost 
allowability and related audits.  Such reliance will determine whether 
additional test work and transaction testing are required for those areas 
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identified as high risk at step III.A.5.  Additional transaction testing 
required can be done using the audit program steps covering Internal 
Audit's review of costs incurred and claimed contained in Exhibit B in 
Chapter 18 of this Manual.  Use the program and modify the steps to fit 
the risk assessment and audit environment for the contractor location to 
determine allowability, allocability, and reasonableness of costs claimed 
on the SCIC. 

C. Internal Controls

1. Obtain an understanding of the contractor's applicable internal controls 
over cost allowability in effect during the FY(s) being reviewed. 

2. Determine when internal controls over cost allowability were last 
reviewed either by OIG or Internal Audit.  Assess whether a review of 
internal controls over cost allowability needs to be done as part of the 
allowability of costs audit or whether it is sufficient to perform limited or 
concurrent transaction testing to support an understanding of the internal 
controls over unallowable costs.  If Internal Audit conducted an audit of 
internal controls over cost allowability as part of the Cost Allowability 
Audit and determine whether OIG can rely on the results of the review. 

3. Determine whether there were any internal control deficiencies relevant to 
costs allowability that were identified in audit reports and reviews from 
the OIG, GAO, DCAA, field offices, contractor, or others since the last 
SCIC audit.  If so, determine whether corrective actions were taken and 
whether any adjustments to the financial records or the SCIC were 
required.  If corrective actions were not taken, determine whether the 
weaknesses are material and still exist. 

4. Hold discussions with contractor and Department field personnel to 
determine whether any external actions have occurred in the past year(s) 
that may affect the contractor's internal controls over cost allowability.  If 
so, evaluate the actions to determine what changes have or should have 
occurred in internal controls. 

5. Identify individuals who represent key allowable cost internal control 
points in the contractor organization such as the president, vice presidents, 
chief financial officer, accounting directors and managers, the program 
managers, and the chief audit executive.  For these key personnel, 
determine: 

a. Whether there were any changes in key personnel that would impact 
the internal control structure relevant to allowable costs. 

b. Their role and responsibilities relevant to cost allowability. 

c. How these individuals minimize the risk of incurring unallowable 
costs. 

d. Whether these individuals have knowledge of internal controls over 
various contractor costs such as; 1i) costs expressly unallowable by 
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contract; (2) cost limitations; and, (3) costs requiring advance 
contracting officer approval. 

e. How or whether these individuals have knowledge of internal controls 
that ensure that the contractor does not (1) exceed cost ceilings; and, 
(2) perform out of scope work. 

 
6. Inquire from contractor and field office as to whether the contractor 

implemented any other internal control changes during the year(s) that 
could impact cost allowability.  Assess the impact of these changes on the 
assurance that costs claimed by the contractor and reimbursed by 
Department are allowable. 

 
 E. Business Systems 
 

1. Determine which business systems, as defined by the DEAR, have been 
reviewed and accepted by Department.  Determine which business 
systems require Department approval under the contract.  For those 
systems that contractually require approval, determine which systems have 
been approved and which have been disapproved.  Determine the reasons 
for disapprovals of the systems. 

2. Determine whether there have been any changes in the status of the 
Department's approval of the contractor's major business systems, or 
whether approval has been withdrawn. 

3. Evaluate the circumstances relating to any changes in the approval of the 
business systems and whether the change in approval status has any 
impact on internal control for cost allowability.  Business systems 
disapproval or withdrawal of systems approval is considered a material 
weakness. 

4. Evaluate any changes in the contractor's major business systems and 
determine whether changes have a material impact on cost allowability. 

  
F. Assessment Opinion 

 
1. Based on the work done in previous steps, determine if any identified 

material weaknesses should be disclosed.  If so, take appropriate action to 
disclose the material weaknesses.  Recommend corrective actions and 
recovery of unallowable costs, if appropriate. 

2. Determine whether the changes to the internal control structure of the 
contractor provide assurance that costs claimed by the contractor and 
reimbursed by Department are allowable under the contract. 

3. Determine whether to question costs based on the reliance placed on 
Internal Audit's work and/or the transaction testing conducted by the OIG. 
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IV. CONCLUSION

 
A. Complete the audit through the following actions: 

1. Review, index, and cross reference work papers. 

2. Submit work papers for review. 

3. Prepare summary of exceptions. 

4. Prepare draft report using the example at Exhibit C of this Chapter and 
follow OIG protocol for report referencing and issuance. 

5. Conduct summary meeting with appropriate contractor and Department 
management and incorporate management responses in the detail 
comments section. 

6. If applicable, schedule a follow-up review to determine whether corrective 
actions were taken to address the recommendations. 
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SUGGESTED AUDIT STEPS FOR DETERMINING WHETHER HOME OFFICE 
EXPENSES AND INTERMEDIATE ALLOCATIONS CLAIMED BY THE 

CONTRACTOR ARE ALLOWABLE 
 

I. OBJECTIVE AND PURPOSE 
 

The objective of this program is to provide a logical sequence to the audit fieldwork 
and to reflect a mutual understanding between the auditor and supervisor as to the 
scope required to meet auditing standards and the audit's objectives for allowable 
home office expenses and intermediate allocations reviews.  The audit steps are 
intended as general guidance and should be expanded or eliminated as necessary to fit 
the current audit.  This audit program should be used with Exhibit A of this Chapter 
when the integrated contractor claims home office expenses and/or intermediate 
allocations and the Internal Audit Function (Internal Audit) or the Defense Contract 
Audit Agency (DCAA) did not perform a cost allowability review of these costs.  The 
Office of Inspector General (OIG) generally relies on Internal Audit to conduct 
allowability reviews of costs incurred and claimed as part of the contract 
requirements.  As such, OIG auditors should obtain and review Internal Audit's 
reviews of costs incurred and claimed and determine the degree to which internal 
audit's work will be relied upon to reduce the scope of work required to be performed 
by the OIG.  Such reliance will be referenced and incorporated in this audit per 
generally accepted government auditing standards (Yellow Book sections 7.32 to 
7.34). 

 
The purpose of the audit is to determine whether home office expenses and 
intermediate allocations claimed by the contractor and charged to Department of 
Energy (Department) contracts are allowable, allocable, and reasonable per contract 
terms; Federal Acquisition Regulations (FAR) or Office of Management and Budget 
(OMB) Circulars, as applicable, and Department Acquisition Regulations (DEAR); 
and Cost Accounting Standards (CAS). 

 
II. SCOPE
 
 A. This audit will be accomplished by: 

1. Obtaining the criteria for determining the allowability of home office 
expenses and intermediate allocations. 

2. Reviewing internal controls designed to ensure that only allowable 
home office expenses and intermediate allocations are claimed under 
the contract. 

3. Performing transaction testing to determine if unallowable home office 
expenses and intermediate allocations are claimed. 
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III. DETAILED STEPS
 

A. Preliminary Steps 
 

1. Coordinate the audit with the field office and the contractor. 

2. Obtain the results of the analysis done in the review of the Statement of 
Cost Incurred and Claimed (SCIC) to determine the amount(s) the 
contractor claimed for Home Office expenses and intermediate 
allocations. 

3. Review the contract to identify whether and how much home office 
expenses and intermediate allocations are allowable.  Determine whether 
there is a limitation on these expenses.  Also inquire from the contracting 
officer and the contractor whether there are any other agreements related 
to home office expenses. 

a. Look for items with rate ceilings or contract specified unallowable cost 
categories related to home office expenses and intermediate 
allocations. 

b. From the review of the SCIC, obtain the schedule/listing of (1) 
expressly unallowable costs; (2) costs with contractual limitations; 
and, (3) costs requiring Department approval.  These categories may 
apply to home office expenses and intermediate allocations if they are 
claimed. 

 
B. Detailed Audit Steps    

1. Request the GL detail from the Home Office to support the home office 
expenses and other allocations charged to the contract.  Reconcile the 
home office GL total with the contractor's amount(s) on financial reports 
supporting the SCIC. 

2. Identify the general categories of home office expenses allocated to the 
contractor:  (1) directly allocated expenses; (2) separately allocated 
expenses; and, (3) residual G&A expenses. 

3. Select transactions for testing within each category of home office 
expenses.  Use statistical sampling where appropriate: 

a. Directly Allocated Expenses: 

 Evaluate the contractor's home office directly allocated expenses 
policies and practices to determine if they allow direct allocation to 
segments to the maximum extent practical. 

 Directly allocated costs should be reviewed and scrutinized 
closely.  Verify from the detailed breakdown that expenses 
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allocated to the contract only benefits the contractor and no other 
segment(s) of the Corporation. 

b. Separately Allocated and Residual G&A Expenses:  As a general rule, 
when Government-owned contractor-operated (GOCO) facilities with 
little or no dependence on corporate administrative activities will 
require more precise cost groupings, detailed accounts screening, and 
carefully developed distribution bases when distributing corporate 
(home office), division or branch office G&A expenses.  Most home 
office expenses allocated to the contractor should be directly allocated 
or separately allocated.  The contract would not likely receive residual 
home office expense allocations. 

 Request and review the home office organization charts to better 
understand the functions and segments that the home office 
supports.  Identify all segments directed or managed by the home 
office by referring to organizational charts and financial 
statements.  Understand functions, services, and responsibilities of 
various contractor operations by evaluating the organizational 
charts, descriptions of functional departments and operations, etc. 

 Evaluate indirect allocation of selected home office expenses to 
ensure no costs are allocated through a homogeneous pool if costs 
incurred for the same purpose have been allocated directly to a 
segment(s).  During the transaction testing, ensure that the 
contractor follows consistent practices in identifying all costs 
incurred for the same purpose, in like circumstances, as either 
direct or indirect only.  Document any noncompliances. (CAS 
402/FAR 31.202 and 31.203(a)). 

 Evaluate the contractor's indirect cost allocation bases for equity 
and consistency with generally accepted accounting principles, 
FAR, and CAS (including the applicability of the allocation bases). 
To the extent practical, obtain and use audits performed under a 
recent CAS 410, 418, and/or indirect and other direct costs system 
audits by DCAA or Internal Audit. 

 Review the allocation bases used to allocate residual home office 
expenses for reasonableness and compliance.  If the contractor uses 
the CAS three-factor-formula to allocate residual home office 
expenses, determine whether the contractor considered the special 
provisions of the formula that apply in the case of GOCO facilities. 

 Verify that a special allocation method is used when a particular 
segment receives significantly more or less benefit from residual 
expenses than would be reflected by the normal allocation 
methods. Be especially cognizant of changing conditions that may 
make previous determinations inapplicable to the current year.  
Obtain the agreements between the contractor and the contracting 
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officer allowing the use of a "special allocation" of residual 
expenses, if any. 

 Verify that the contractor's allocation is consistent with the 
agreement. 

 Verify that the expenses included in the residual pool are expenses 
incurred for managing the organization as a whole and have no 
readily measurable relationship to segments and cannot be 
allocated using one of the other CAS 403 methods. 

 Determine whether all allocable direct and indirect Executive 
Compensation in excess of the statutory compensation ceilings 
established by the Office of Federal Procurement Policy 
(http://www.whitehouse.gov/omb/fedreg/index.html) for the 
year(s) being audited has been appropriately excluded from the 
contractor's incurred cost submission.  If not, question the excess 
compensation as expressly unallowable costs. 

 Verify that the special allocation base represents the cost of 
estimated or recorded efforts devoted to the segment.  Verify that 
the amount of such a special allocation is excluded from the pool 
of residual expenses and such segment's data is excluded from the 
allocation base. 

4. Consistency of Cost Allocations: 

a. For contracts subject to full CAS coverage, allocation of indirect costs 
shall be based on the applicable CAS standards.  For all other 
contracts, the applicable CAS provisions in the following paragraphs 
apply. 

b. After direct costs have been determined and charged directly to the 
contract or other work, indirect costs are those remaining to be 
allocated to intermediate or two or more final cost objectives.  No final 
cost objective shall have allocated to it as an indirect cost any cost, if 
other costs incurred for the same purpose, in like circumstances, have 
been included as a direct cost of that or any other final cost objective. 

c. The contractor shall accumulate indirect costs by logical cost 
groupings with due consideration of the reasons for incurring such 
costs.  The contractor shall determine each grouping so as to permit 
use of an allocation base that is common to all cost objectives to which 
the grouping is to be allocated.  The base selected shall allocate the 
grouping on the basis of the benefits accruing to intermediate and final 
cost objectives.  When substantially the same results can be achieved 
through less precise methods, the number and composition of cost 
groupings should be governed by practical considerations and should 
not unduly complicate the allocation. 
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d. Once an appropriate base for allocating indirect costs has been 
accepted, the contractor shall not fragment the base by removing 
individual elements.  All items properly includable in an indirect cost 
base shall bear a pro rata share of indirect costs irrespective of their 
acceptance as Government contract costs.  For example, when a cost 
input base is used for the allocation of G&A costs, the contractor shall 
include in the base all items that would properly be part of the cost 
input base, whether allowable or unallowable, and these items shall 
bear their pro rata share of G&A costs. 

e. The method of allocating indirect costs may require revision when 
there is a significant change in the nature of the business, the extent of 
subcontracting, fixed-asset improvement programs, inventories, the 
volume of sales and production, manufacturing processes, the 
contractor's products, or other relevant circumstances. 

f. Separate cost groupings for costs allocable to offsite locations may be 
necessary to permit equitable distribution of costs on the basis of the 
benefits accruing to the several cost objectives. 

 
IV. CONCLUSION

 
A. Complete the audit through the following actions: 

1. Review, index, and cross reference work papers. 

2. Submit work papers for review. 

3. Prepare summary of exceptions. 

4. Prepare draft report using the example at Exhibit C of this Chapter and 
follow OIG protocol for report referencing and issuance. 

5. Conduct the exit conference appropriate management and incorporate 
management responses to the draft report into the report. 

6. Issue final report. 
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EXAMPLE OF BUFF COLOR REPORT ON 
ASSESSMENT OF CHANGES TO THE INTERNAL CONTROL STRUCTURE 

 
U.S. DEPARTMENT OF ENERGY 

OFFICE OF INSPECTOR GENERAL 
OFFICE OF AUDIT SERVICES 

(NAME OF AUDIT OFFICE) 
 

Assessment of Changes to the Internal Control Structure 
and their Impact on the Allowability of Cost Claimed by 

and Reimbursed to XYZ under Department of Energy 
Contract No. DE-ACO-XXXXXXXXX 

 
Audit Report No. OAS-V-XX-XX                                                                   Date: 

ASSESSMENT OBJECTIVES, SCOPE, AND METHODOLOGY 
We have reviewed the Statement of Costs Incurred and Claimed (SCIC) submitted by XYZ 
Company (XYZ) for Fiscal Year XXXX to assure that costs claimed by XYZ and reimbursed by 
the Department of Energy (Department) are allowable under the contract.  We also assessed the 
internal control changes and reviewed the internal audit function of XYZ Company (XYZ) at 
(date of last day of fieldwork), to determine the extent to which the Office of Inspector General 
(OIG) may rely upon the work they have performed and thereby avoid duplicative audit efforts.  
Our review, conducted in accordance with generally accepted Government auditing standards for 
financial related audits, included tests of compliance with those laws and regulations which 
could, if not observed, have a direct and material effect on the internal control structure. 

Our assessment included an evaluation of the costs claimed, the internal audit function, and the 
following internal control elements: 

• Contract terms; 

• Contractor internal control changes; 

• Audit reports by the OIG and other entities; and, 

• Other information determined to be relevant and necessary to satisfy the assessment 
objectives. 

The Department's Accounting Handbook requires the OIG to periodically assess the reliability of 
the internal control structure used by the contractor and the affected field element to assure that 
only allowable costs are claimed and reimbursed.  Each fiscal year, the OIG will determine if the 
SCIC can be signed based on this assessment. 

Because of inherent limitations in any control structure, unallowable costs may be incurred and 
not detected.  Also, projection of any review of the structure to future periods is subject to the 
risk that procedures may become inadequate because of changes in conditions or that the degree 
of compliance with the procedures may deteriorate.  The results of our audit work were 
discussed with (Name of Official) on Month Day, YYYY. 
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BACKGROUND
XYZ's financial accounts are integrated with those of the Department, and the results of financial 
transactions are reported monthly according to a uniform set of accounts.  Further, XYZ is 
required to account for all funds advanced by the Department, and to safeguard the Department's 
assets in its care. 

The management of XYZ is responsible for establishing and maintaining an internal control 
structure, including an internal audit function, which will ensure costs billed and reimbursed are 
allowable under the contract.  According to contract terms, the contractor is required either 
annually, or at such other times as may be mutually agreed upon, to conduct an internal audit 
satisfactory to the Department of the records, operations, expenses and transactions of the cost 
claimed to be allowable under the contract. 

In October 1992, the Department initiated a tiered audit strategy for its contractors to improve 
communications and enhance the efficiency of existing audit resources.  The new audit strategy 
uses risk assessment methodologies as the basis for audit planning within the Department.  This 
cooperative strategy incorporates the audit work performed by contractor internal audit staff 
(provided the audits comply with professional audit standards), OIG audits, and reviews 
conducted by Operations offices.  Specific internal audit requirements are identified in the 
Department of Energy Acquisition Regulations 970.5232-3(i) and the Department's Acquisition 
Guide. 

RESULTS OF ASSESSMENT 
(Where no material weaknesses were disclosed with the changes to the internal control structure 
or the internal audit function.) 

In our opinion, changes to the internal control structure of XYZ for Fiscal Year XXXX provide 
reasonable, but not absolute, assurance that costs claimed by XYZ and reimbursed by the 
Department were allowable.  Based on our assessment of the internal auditors' qualifications, 
independence, and audit workpapers, and on tests of the work performed by the internal auditors, 
we determined that the work of the internal auditors met Government auditing standards, as well 
as the Institute of Internal Auditors Standards, and could be relied upon. 

(Where material weaknesses were disclosed with the changes to either the internal control 
structure or the internal audit function, or both.) 

Our assessment disclosed conditions, including noncompliance with contract clauses and/or laws 
and regulations, in the internal control structure of XYZ in effect during Fiscal Year XXXX, 
which in our opinion result in more than a relatively low risk that unallowable costs will be 
claimed by and reimbursed to XYZ.  Material deficiencies are shown in Attachment 1. 

We found that the quality of work performed by the contractor internal audit function was 
inconsistent and was not always satisfactory.  As a result, we conclude that overall the 
Department cannot rely on internal audit as an integral part of the Department's control structure. 

Based on this review, the following action(s) must be taken by the contractor at the direction of 
the Operations office in order to accept the work of the internal auditors and are set forth as 
recommendations below. 
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RECOMMENDATIONS 
[In the event there are no recommendations, a Department reply is not necessary.  If there are 
recommendations, a reply is required and the report is subject to DOE Order 221.3 (or its 
successor), which requires the formulation of an official Management Decision on OIG reports.] 

 

 

      _______________________________ 

      OFFICE OF INSPECTOR GENERAL 
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CHAPTER 21 

OFFICE ADMINISTRATION 

A. SCOPE OF CHAPTER
This chapter establishes policies and procedures for various administrative activities, 
including time and attendance procedures; office correspondence and communication; 
administrative and/or recurring reporting requirements; and the office filing system.  

B. TIME AND ATTENDANCE PROCEDURES
Policies and procedures for pay administration, hours of duty, time and attendance 
reporting, and leave administration are set forth in the Office of Inspector General (OIG) 
Personnel Policy and Procedures Manual.  In addition, non-supervisory employees must 
enter into the Energy Inspector General Project Tracking System (EIGPTS) how all of 
their time was spent during the pay period, i.e., the specific audits or other activities on 
which they worked.  To ensure uniform implementation of these policies within the Office 
of Audit Services (OAS), the Assistant Inspector Generals (AIGs) and Division Directors 
are responsible for ensuring that OAS personnel follow these policies and procedures. 

 1. Time Reporting.  All auditors are responsible for time reporting for pay 
purposes and for accounting for time spent on OAS audits. 

  a.  Pay Purposes.  Supervisors and employees are jointly responsible for 
ensuring that time and attendance is reported in accordance with all statutory and 
regulatory requirements.  All OAS employees will prepare accurate bi-weekly timesheets 
for supervisory approval (see Appendix A for GS employee timesheet/work hour log and 
Appendix B for SES timesheet).  Assistant Directors and Team Leaders are responsible 
for keeping informed as to the attendance or absence of employees for whom they are 
responsible and ensuring the accuracy of time and attendance reports. 

  b.  Time Spent on OAS Projects.  All non-supervisory employees are 
required to input their time into EIGPTS.  Accurate reflection of how time is spent is 
important for management purposes.  When making entries into EIGPTS, at least 80 hours 
must be accounted for during a pay period.  All audit related activities will be charged as 
"direct" time to a specific audit project number.  All other time should be charged to one 
of the indirect project numbers provided by the OIG's Office of Resource Management 
(indirect project numbers can be found in EIGPTS).  The time charges entered into 
EIGPTS must be consistent with the bi-weekly time and attendance reports submitted for 
pay purposes. 

 2.   Flexible Work Schedule Program with Credit Hours.  All employees are 
eligible to participate in the Program.  Employees may earn credit hours in 1-hour 
increments, with a maximum of 2 hours being accumulated per day and use credit hours in 
1-hour increments.  Employees must obtain prior supervisory approval to earn or use 
credit hours; determination to approve working credit hours will be based on each 
employee's workload.  For non-SES employees, the maximum number of credit hours that 
may be carried over into a subsequent pay period is 24 hours.  SES members must use the 
earned credit hours in the same pay period that credit hours are earned.  
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 3. Approving and Reporting Overtime and Compensatory Time.  Overtime 
work will be held to a minimum.  It will be directed or approved only when essential work 
cannot be accomplished during regular work hours by careful planning of work and 
scheduling of leave and other absence.  All overtime work should be officially authorized 
and approved in advance by the Assistant Inspector General for Audit Planning & 
Administration (AIGAPA).  Retroactive approval may be permitted when operational 
emergencies make it impractical to obtain prior approval.  The justification for overtime 
must be recorded on the electronic authorization form recorded in the timekeeping system.  
It must be specific as to the tasks to be performed and the reason why the work cannot be 
accomplished during the regular workday.  Supervisors must keep in mind that employees 
who are covered by the Fair Labor Standards Act--i.e., nonexempt employees--are entitled 
to receive overtime pay if permitted to perform overtime work.  Generally, the policy of 
the OIG is not to authorize compensatory time off for work performed outside of one's 
regular work hours. 

 4.   Compensatory Time for Travel.  Compensatory time for travel, which is 
different from the compensatory time off discussed in paragraph 3 above, may be earned 
by OAS employees for time spent in a travel status away from their official duty station 
when such time is not otherwise compensable.  Prior to travel, appropriate supervisors 
need to be made aware of trip specifics that will or may result in compensatory time off 
for travel.  OAS employees are responsible for accurately documenting travel time that 
may be credited for compensatory time off (for additional information on reporting 
compensatory time, refer to Chapter 23, "Travel").  See Appendix C of this Chapter for 
the compensatory time off for travel worksheet. 

 5. Annual Leave Administration.  AIGs and Division Directors are 
responsible for scheduling annual leave with regard to workload demands, the personal 
needs of employees, and the fact that leave lost at the end of the year can only be restored 
in cases where all legal and regulatory requirements are met, including timely written 
approval of the leave schedule or request.  Supervisors are required to counsel employees 
who demonstrate a pattern of frequent sick leave usage of short duration.  Additional 
guidance on leave administration is provided in Departmental Order 322.1B, "Pay and 
Leave Administration and Hours of Duty," and OIG Personnel Policy and Procedures 
Manual, Chapter 600, "Leave Administration."  

  6.   Sick Leave.  Sick leave is granted for illness or disability that 
incapacitates an employee from performing work, e.g., sickness, injury, pregnancy, or 
confinement; for receiving medical, dental, or optical examination or treatment; or for 
taking care of an immediate family member who is sick or require medical treatment.  
When appropriate, a medical certificate should be furnished to the supervisor.  For any 
sick leave in excess of three days, a medical certificate or a signed statement from the 
employee indicating why medical treatment was not obtained is required.  Employees 
should notify their supervisor as soon as possible for unplanned sick leave.  Employees 
should try to schedule planned sick leave around workload demands. 

 7. Absence of Senior OAS Staff.  In addition to required time and attendance 
procedures, the AIGs and Division Directors will keep the AIGAPA informed of their 
absence from the office and of who is acting in their absence.  This is required so that 
senior staff, or whoever has been delegated to act for them in their absence, can be 
contacted quickly and in an orderly manner.  The notification to the AIGAPA should 
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include the official's reason for being away from the office (annual leave, sick leave, 
official travel, etc.); the inclusive dates of expected absence; the name of the person acting 
during the absence; and, when reasonable, a telephone number where the AIG or Division 
Director can be reached during the absence.  The AIGs, Division Directors, Assistant 
Directors, and Team Leaders are responsible for delegating their authority whenever they 
are going to be absent from the office for an extended period of time.   

 8. Reporting for Work during Hazardous Weather Conditions.  Employees 
should report for work at their scheduled starting time and assigned offices or temporary 
duty locations unless, due to hazardous weather conditions, they are instructed otherwise. 
A hazardous weather condition--e.g., snow, ice, or flood--is one that may prevent 
employees in significant numbers from reporting to work, necessitate early dismissal from 
work, or the closing of Federal agencies in whole or in part. 

  a. For OAS employees working in the Washington, D.C. metro area, 
decisions on closure of Federal offices or work-hour alterations are made by the Office of 
Personnel Management (OPM).  Information on closure of Federal offices or work-hour 
alterations due to hazardous weather or conditions is routinely provided to television and 
radio stations and available on OPM's website at www.opm.gov.  If the Government is 
open, but the employee will not be reporting for duty that day or expects to delay arrival 
beyond the period dictated by OPM, she/he must notify their immediate supervisor as 
soon as possible. 

  b. At other OAS work sites, Division Directors, Assistant Directors, 
and Team Leaders are responsible for ensuring that employees are informed of procedures 
to be followed in case of hazardous weather or conditions.  Field sites will follow the 
policy established by the major Department of Energy (Department) office at which the 
OAS personnel are located. 

C. OFFICE CORRESPONDENCE AND COMMUNICATION
Requirements for preparing correspondence and using Government communication 
services are contained in various Departmental orders and OIG directives.  Although most 
of these requirements are not repeated in this Manual, selected procedures for preparing 
correspondence and ensuring efficient use of Government communication services are 
provided below. 

1. Preparing Correspondence.  OAS personnel should use the U.S. 
Government Printing Office Style Manual as their basic reference for 
preparation of correspondence.  In general, internal correspondence should 
be prepared on Department memorandum paper; Department letterhead 
paper should be used only for correspondence outside the Department.  
"Ladder" copies should be prepared and initialed by the originating 
employee and each reviewing official.  In addition, correspondence 
prepared for the signature of the Inspector General (IG) such as staff papers 
to Department principals, memoranda to counterparts within the 
Department, and Congressional correspondence, will be submitted to the 
DIGAS for review and approval before being forwarded to the IG. 

2. Signature Blocks.  The use of standard signature blocks throughout OAS 
provides the reader a better understanding of the writer's position.  
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Individuals having organizational titles covered below are responsible for 
ensuring that the following signature blocks are used for all 
correspondence directed to addressees outside OAS. 

 
Signature Blocks 

Headquarters Field Offices  
 

 
 (NAME) 
 Deputy Inspector General 
 for Audit Services 
 
 
  (NAME) 
Assistant Inspector General for    
Performance Audit    

  (NAME) 
   Director  
   _______ Division  
   Office of Inspector General 
 
  (NAME) 
   Assistant Director 
   _______ Division  

 

 

 

 
    Office of Inspector General 

  
(NAME) 
Assistant Inspector General for Financial, 
Technology and Corporate Audits 

  (NAME) 
   Team Leader 
   _______ Audit Group 
   Office of Inspector General 
 

 
 

 

(NAME)   (NAME)*  
Assistant Inspector General for Audit  
Planning and Administration 

   Auditor In Charge 
   _______ Audit Group 
   Office of Inspector General 

 

 

 

       *This signature block should be used only on correspondence dealing with 
a specific audit. 
 

3. Keeping Telephone Listings Up-to-date.  The Assistant Inspector General 
for Resource Management (RM) maintains an OIG-wide telephone listing.  
This listing includes telephone numbers, work locations, organization 
codes, and the preferred listing for sending an electronic mail message to 
an employee.  Employees should keep RM informed of changes affecting 
the listing.  Employees do not, however, need to inform RM of phone 
numbers at temporary duty locations. 

4. Electronic Mail.  OAS staff is encouraged to use OIG's electronic mail 
capabilities for sending messages and computer data files.  Employees 
should ensure that electronic mail accounts are checked throughout the day, 
including the beginning and ending of each workday.  In addition, the "Out 
of Office" function should be activated when an employee expects to be 
away from the office for purposes of leave, travel, or training. 

 5.   Voice Mail.  OAS staff is encouraged to use voice mail capabilities for  
  receiving messages when not at their desk.  An extended absence greeting  
  should be used when employees expect to be away from the office for  
  purposes of leave, training, or travel. 
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6. Mail Service.  In most instances, mail sent between Department 
Headquarters and Department field sites should be sent via field pouch service.  
Pouch mail service is limited to material not exceeding 26 inches in girth.  
However, the finalized TeamMate CD should be sent to Headquarters via FEDEX.  
The Department Telephone Directory, which can be accessed at 
http://phonebook.doe.gov, contains a listing of sites to which this service is 
available.  Additional guidance on mail service is provided below: 

  a. Use of U.S. Postal Service.  All mail sent via the U.S. Postal 
Service to Department organizations should be addressed in the following format: 

   Name and/or Title 

   Routing Symbol 

   Building Code 

   U.S. Department of Energy 

   City, State, Zip Code 

  b. Use of Express Mail.  Requests for overnight air express service 
must be approved by office managers or other designated persons.  Personnel at other 
locations should follow local procedures for approving use of express mail. 

D. ADMINISTRATIVE AND/OR RECURRING REPORTING REQUIREMENTS
In addition to its primary mission of conducting audits and reporting the results, OAS has 
other reporting requirements that occur on a regular basis.  Substantial resources are often 
needed to fully respond to these requirements.  Knowing when these events are going to 
occur and planning for their timely completion should increase the quality of finished 
products and reduce problems associated with last minute starts. 

 1. Weekly Activity Reports.  The DIGAS submits a weekly activity report to 
the IG.  To accurately report all OAS activities, headquarters Technical Advisor are 
responsible for providing input on all draft and final audit reports issued during the week.  
Each AIG and Division Director is responsible for submitting visibility issues and other 
matters.  All input to the weekly activity report is due by noon each Thursday to the 
DIGAS' secretary who is responsible for coordinating and preparing the report.   

 2. Program Planning and Budgeting Requirements.  Workload planning and 
budgeting requirements are discussed in detail in Chapter 5 of this manual.  The AIGAPA 
is the lead within OAS for responding to these requirements, with assistance provided by 
the AIGs or Division offices, as requested. 

 3. External Reporting Requirements.  There are two major reporting 
requirements that occur within the OIG to which the DIGAS has a substantial 
contribution--the OIG Semiannual Report to Congress and the President's Council on 
Integrity and Efficiency (PCIE) Annual Progress Report to the President.  These reports 
show the OIG's major accomplishments for each reporting period and are important in 
budget allocations since they are distributed to the Secretary of Energy, congressional 
offices, and the PCIE.  Because of the broad uses of these reports, it is important that OAS 
have adequate procedures to ensure the development of consistent and accurate data. 

  a. Point of Contact.  The AIGAPA will be OAS's point of contact for 
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providing highlights of OAS activities, summaries of major reports, and other data in 
accordance with established milestones. 

  b. Reporting Timeframes.  The reporting requirements will be 
adjusted according to specific data calls.  Input for the Semiannual Report must be 
submitted in a timely manner so that the AIGAPA can complete work by April 20 and 
October 20.  The input for the PCIE Summary Report must be submitted in a timely 
manner so that the AIGAPA can complete work by October 20. 

  c. Semiannual Audit Report Write-Ups.  The AIGAPA is responsible 
for ensuring that audit results for all audit reports are available to the IG for preparing the 
semiannual reports and that the information selected by the IG for inclusion in the 
semiannual reports is accurate and reflects the audit's current status and impact. 

  d. Monetary Impact of Audits.  The AIGAPA is responsible for 
coordinating with the Team Leader, Audit Liaison Division, CF-1.2, within the Office of 
Program Liaison and Financial analysis and the Office of the Chief Financial Officer to 
determine management actions and monetary impact of all IG issued audit reports.  
Generally, differences between management and OAS auditors in the estimated monetary 
impact of an audit should be resolved during the audit reporting process.  Should 
differences still exist after a report is issued, the AIGAPA will be responsible for meeting 
with Audit Liaison staff on an as needed basis to resolve such differences. 

  e. Success Stories and Statistical Data.  The AIGAPA is responsible 
for ensuring that audit success stories as a result of OAS report recommendations and 
statistical data to be incorporated into the semiannual reports is provided to the AIGRM 
by April 20 and October 20 of each year. 

E.  OFFICE FILE SYSTEM

This section contains requirements for OAS Office File System and procedures for file 
preparation, maintenance, retention, and disposition. 
 1. File Policy.  All papers, reports, correspondence, forms, documents, and 
other designated records whether paper or electronic media, that are prepared, gathered, or 
received by OAS staff are subject to these provisions.  Any waiver, exception, or 
modification to this policy must be approved by the AIGAPA. 

 2. Office Files.  These are the official OAS files, to include correspondence, 
memorandums, and official audit files.  The File Custodian, OAS secretaries, and 
designated auditors are responsible for these files and should follow the procedures 
established in Department Order 200.1, "Information Management Program."  For official 
correspondence prepared for AIGs or above signature, an official file copy must be filed 
in the office chronological files. 

An official audit file is established for each audit when the audit is initiated.  While the 
audit is open, the official audit file is maintained by the Auditor-in-Charge in accordance 
with the requirements of this Audit Manual.  Each Division Director and Assistant 
Director is responsible for ensuring the accuracy and completeness of the official audit 
files maintained or generated by his/her organization.  All final official audit files should 
be finalized in accordance with procedures outlined in the TeamMate Protocol and 
forwarded for maintenance in Headquarters.  Classified materials may be gathered or 
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generated during an audit.  These documents must be handled in accordance with 
Department Order 473.1, "Physical Protection Program," OIG Directive IG-908G, "Office 
of Inspector General (OIG) Security", and paragraph 4 of this section.  The official audit 
file should contain a note identifying the location of any classified documents.  

 3. Retention and Disposition of Files.  OAS files are maintained in 
accordance with the OIG's Records Inventory and Disposition Schedule (RIDS) and 
Department Order 200.1.  Employees should review the RIDS for retention and 
disposition instructions.  At the end of each fiscal year, each file custodian should perform 
a file review and appropriately dispose of or retire materials.  Authorized Department 
methods for destruction/disposal of documentation must be followed. 

For audit files, after the audit report is issued or, if no report is being issued, the audit is 
closed, the official audit TeamMate file is forwarded to OAS Headquarters for retention in 
a central file room (except for classified materials, which are maintained in the OIG 
security area).  The file retention period cited in the RIDS begins on the closing date of 
the audit.  The RIDS specifies that each audit file will be held for a minimum of 10 years 
from the end of the fiscal year in which the audit was closed, and the official copy of the 
final report is a permanent record that must be retained indefinitely. 

Documents that are not the "official" copy of a document or are not otherwise required to 
be retained (e.g., are not required as part of the official audit file) may be appropriately 
disposed of.  Examples include documents kept only for reference purposes; information 
copies of correspondence, directives, forms, or other documents on which no 
administrative action is recorded or taken; publications that require no action; and 
personal papers that are a staff member's.   

 4. Classified Material.  Classified material that is generated, gathered, or 
received by OAS employees should be maintained in accordance with applicable 
Department orders and OIG directives.  Audit work in classified subject areas are required 
to be done in classified space.  Information that is not under the personal control and 
observation of an authorized person should be stored in a locked, authorized security 
container.  If most of the audit file is unclassified, the audit TeamMate file should be 
retained in the central file room and should contain a note identifying the location of any 
classified material.       
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INSPECTOR GENERAL WORK HOUR / CREDIT HOUR REPORT FORM 
 

Employee Number:          Employee 
Name:   

   Pay Period Ending:    

I. Work Hour Report:  
Project Number Project Name Day: Su Mo Tu We Th Fr Sa  Su Mo Tu We Th Fr Sa Total 
  Date:                Hours 
                  
                  
                  
                  
                  
                  
        Totals                 
 

II. Work Hour Request and Report (Basic Daily Schedule: X:XX – X:XX): 
 Time In                 
 Time Out                 
 Hours Worked                 
 Credit Hours Taken                  
 Comp Hours Taken                 
 Annual Leave Taken                 
 Sick Leave Taken                 
 Other Leave Taken (**include code**)                    
         Sub Totals:  8 8 8 8 8    8 8 8 8 8  80 
 Credit Hours Worked                  

 Comp Hours Worked                 
        Work Hour Totals                 

 
Codes: Credit Hour Record:  Comp Hour Record:  

 A   = Administrative  Beginning Balance          Beginning Balance  
 FS = Family Sick Leave  Credit Hours Worked          Comp Hours Worked  
 H   = Holiday  Credit Hours Taken          Comp Hours Used  
   Ending Balance          Ending Balance  
 

III. Approval to Work and Take Credit Hours: 
 

  Day: Su Mo Tu We Th Fr Sa  Su Mo Tu We Th Fr Sa Supv. 
  Date:                Initials 
 Plan to Work Credit Hours                 
 Plan to Take Credit Hours                 
      Employee Certification: Employee Signature 
      The above accurately reflects the hours I have worked.  

      Hourly distributions reflect my use of the time during the period. Supervisor's Signature 
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OIG EMPLOYEE TIME LOG 
SES Variable Week Schedule 

   
 

__________________________________          Pay Period Ending __________ 
Employee Name             
 
Basic Provisions: Core Days/Hours: Mon-Fri 9:00 am - 3:00 pm 
  

Type of Charge SUN MON TUE WED THU FRI SAT SUN MON TUE WED THU FRI SAT 
 

 

Time In                
Time Out                
Total Work Hours                
                
Flex Hours Earned                
                
Annual Leave Taken                
                
Sick Leave Taken                
                
Other Leave Taken                
               Tota  ls
Flex Hour Used                
                

 
EMPLOYEE CERTIFICATION 
 
The above accurately reflects the hours 
I have worked and the distribution I wish 
to make of them.  Leave charges accurately 
reflect my use of the leave during this period.       

Employee Signature__________________ 



CHAPTER 21 Exhibit C

Comp Time for Travel Hours Worksheet (Rev. 6/5/06)
NOTE: Time is in 24-hour, decimal format (e.g. 5:15am = 5.25; 5:15pm = 17.25)

Traveler: Authorization # HQ

Date of Travel: Date of Travel:

Travel to TDY Station Travel from TDY Station

Travel from: Travel from:
Travel to: Travel to:

Regular Work Day :  YES             NO Regular Work Day :  YES             NO

Depart Time 5.00 Depart Time 13.00
Arrive Airport Time 5.50 Arrive Airport Time 14.00
Elapsed Hours 0.50 Elapsed Hours 1.00
Less regular commute time to work 0.25 Less regular commute time to work 0.00
Comp Hours to airport 0.25 Comp Hours to airport 1.00

Arrival / Departure Airport Time 5.50 Arrival / Departure Airport Time 14.00
Departure flight time 8.00 Departure flight time 15.75
Disembark Arrival Airport Time 12.00 Disembark Arrival Airport Time 22.00
Comp Hours for travel 6.50 Comp Hours for travel 8.00

Disembark Arrival Airport Time 12.00 Disembark Arrival Airport Time 22.00
Arrive TDY location time 13.00 Arrive work/home location time 23.50
Comp Hours from Airport 1.00 Comp Hours from Airport 1.50

Subtotal Comp Hours Earned 7.75 Subtotal Comp Hours Earned 10.50

Adjustments Adjustments
Time Zone adjustment Time Zone adjustment

add hours (going west) 3.00 add hours (going west) 0.00
deduct hours (going east) 0.00 deduct hours (going east) 3.00

Less regular working hours 0.00 Less regular working hours 4.00
Less wait time > 2 hours 0.50 Less wait time > 2 hours 0.00
Less meal time enroute 0.50 Less meal time enroute 0.50
Subtotal adjustments 2.00 Subtotal deductions -7.50
Add hours worked (in travel status) 0.00 Add hours worked (in travel status) 0.00

Total Comp Hours Allowed 9.75 Total Comp Hours Allowed 3.00

Employee Signature Date

Supervisor Signature Date
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CHAPTER 22 

PERSONNEL MANAGEMENT 

A. SCOPE OF CHAPTER 
This chapter summarizes Department of Energy (Department) and Office of Inspector 
General (OIG) personnel management procedures as they apply to the Office of Audit 
Services (OAS). 

B. GENERAL PERSONNEL POLICIES
General policies for personnel administration, work force discipline, and various 
employment policies are discussed at length in various Departmental Orders and the OIG 
Personnel Policy and Procedures Manual.  Requirements of particular relevance to OAS 
directors, supervisors and employees are summarized below. 

 1. Personnel Administration.  The OIG Personnel Policy and Procedures 
Manual establishes policy and guidelines for OIG personnel management responsibilities.  
In accordance with this Manual, OAS supervisors shall: 

• Define job duties, select employees, and assign work and responsibilities; 

• Develop and motivate employees, and evaluate employees' performance, 
integrating performance objectives with organizational goals and the OIG 
mission; 

• Take appropriate action to recognize superior performance and to correct 
deficiencies noted; 

• Deal with all employees and employee representatives in a fair and 
equitable manner and in accordance with Merit System Principles;  

• Apprise employees of their role in accomplishing the OIG mission, and of 
their rights, privileges, and obligations as Federal Government employees; 
and, 

• Keep employees informed of policy and management decisions affecting 
their employment and mission accomplishments. 

 2. Access to Personnel Records.  OAS employees generally may obtain 
access to files related to them and their official positions by requesting such access 
directly from the OIG Office of Resource Management (RM).  The employee may be 
accompanied by a representative or may designate one in writing who is authorized to 
review specific records pertaining to the employee.  AIGs generally may obtain access 
from the Office of Resource Management (RM) to files related to the employees they 
supervise.  

 3. Work Force Discipline.  OIG Personnel Policy and Procedures Manual, 
Chapter 700, Section 701, "Work Force Discipline", provides guidance and procedures, 
and states responsibilities for maintaining work force discipline in the OIG.  In 
accordance with this Section, OAS supervisors shall: 
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• Keep employees informed of rules, regulations, and standards of conduct, and 
maintain order and discipline within the framework of established procedures; 

• Gather, analyze, and consider carefully all facts and circumstances before 
taking or recommending corrective action; and, 

• Issue oral admonishments, notices of reprimand, and initiate proposed 
actions after consultation with the Assistant Inspector General for Audit 
Planning and Administration (AIGAPA).   

C. RECRUITMENT AND PROMOTIONS
Various Departmental Orders and OIG Directives provide detailed procedures for 
recruiting new employees, setting rates of pay for both new and current employees, 
establishing within-grade increases, evaluating and selecting candidates for promotions, 
and evaluating the performance of supervisors during a probationary period. 

 1.   Recruitment.  In accordance with OIG Personnel Policy and Procedures 
Manual, Chapter 100, "Recruitment," and Chapter 500, Section 501, "Recruitment and 
Retention Incentives," the OAS will fill vacant positions from the best available 
candidates and in accordance with Federal policy and applicable civil service laws and 
regulations.  In particular, OAS supervisors will ensure that policies on affirmative action 
and upward mobility are followed. 

  a.  Affirmative Action.  All OAS supervisors are responsible for (1) 
ensuring that they and their staffs actively participate in the recruitment of a diverse and 
qualified workforce; (2) evaluating vacancies in light of their adaptability to the Upward 
Mobility Program; (3) identifying trainee and target positions when such action is 
consistent with OAS's needs; and, (4) developing lower graded employees whose current 
assignments do not provide for further advancement. 

  b.  Upward Mobility.  All OAS supervisors will ensure that all employees 
are provided the opportunity to work on assignments which will enable them to progress 
to administrative, professional and technical positions within the office.   

  c.  Career Intern Program.  The Career Intern Program (CIP) is an 
initiative at the Department for hiring entry level positions (GS-5, 7, and 9 levels).  This 
is a 2-year program designed to help agencies recruit and attract qualified individuals.  
Individuals are appointed to a 2-year excepted appointment internship (probationary 
period) and upon successful completion of the career development requirements, the 
interns are eligible for conversion to permanent status.  Some of the basic characteristics 
of the program are: (1) common core training requirements and OAS specific training; 
(2) a minimum 30-day rotational assignment; (3) assigned mentor; (4) eligible for a one-
time accelerated promotion in 6 months from initial appointment (only those hired at GS-
5, 7); and, (5) a mobility agreement must be signed.   

  d.  Student Career Experience Program.  The Student Career Experience 
Program (SCEP) is another recruitment method that gives students exposure to public 
service and encourages partnerships between Federal agencies and educations institutions 
and helps agencies attract, recruit and efficiently hire well-educated graduates into the 
Federal work force.  For the OAS, applicants must be enrolled or accepted for enrollment 
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as a degree-seeking student in an accredited college or university.  (Half-time is defined 
by the school in which the student is enrolled).  Key features of the SCEP include: (1) 
formal on-the-job training; (2) written agreement among all parties required; (3) flexible 
scheduling of work assignments; and, (4) may be converted to a career conditional 
appointment upon graduation (must have at least 24 hours of accounting). 

 2.   Within-Grade Increases.  OAS supervisors are responsible for applying the 
provisions of Departmental Order 322.1B, "Pay and Leave Administration and Hours of 
Duty," and OIG Personnel Policy and Procedures Manual, Chapter 500, Part II.2, "Pay 
Administration and Hours of Duty," as they pertain to within-grade step increases. 
Specific responsibilities include certifying that subordinate employees have performed at 
an acceptable level of competence for within-grade increases or preparing 
recommendations for the withholding of within-grade increases.  Supervisors should 
consult the AIGAPA when an employee's performance is such that denial of a within-
grade increase is contemplated. 

 3.  Promotions.  In June 2000, the Inspector General approved the designation 
of journeyman level for auditors as the GS-13 level.  This does not mean that promotion 
to the GS-13 level is automatic; it simply provides auditors the opportunity for 
advancement without competition.  Each auditor must be aware that their individual 
performance and capabilities, not time in grade, will determine eligibility for promotion.  
Prior to being promoted, each auditor must demonstrate to their AIG that they possess the 
skills needed to advance to the next grade level.  

  a.  Promotions up to GS-13.  All promotions up to the GS-13 grade level 
must be supported by a written documented performance record that shows the candidate 
equals or exceeds their current performance requirements and gives indication that the 
candidate being considered has the potential to equal or exceed the performance 
requirements of the next grade level.  In addition, auditors being considered for 
promotion from GS-11 to GS-12 must demonstrate they possess deductive writing skills 
and the ability to develop an acceptable written product.  Further, auditors being 
considered for promotion from GS-12 to GS-13 must demonstrate they can successfully 
lead an audit, special project, major component of the financial statement audit, or 
comparable assignment from start to finish with minimal supervision.  The candidate's 
demonstrated integrity in work habits and audit products; and focus on the goals, mission, 
and policies of the OIG and OAS are also important factors to be considered before 
promotions are recommended.  

  b.  Promotions to GS-14 and GS-15.  Promotions to grades 14 and 15, as 
well as selection for training which is required in order for an employee to be promoted 
to these grades are subject to actions by the Audit Career Advisory Panel (ACAP), as 
discussed in Section G of this Chapter.  These promotions are competitive and potential 
candidates must apply for these positions when advertised. 

 4. Probationary Period for Supervisors.  OAS's success in carrying out its 
mission is dependent to a large extent on the caliber of its supervisors. Incumbents of 
these positions must demonstrate effective leadership and supervisory skills and abilities.  
In order to assess a new appointee's leadership or supervisory ability, a 1-year period of 
probation is required of all newly appointed supervisors (SES and GS-15 supervisory 
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positions).  In the event that perceived potential to perform as a supervisor does not result 
in acceptable performance of those duties during the period of probation, a newly 
appointed supervisor shall be removed from the supervisory position and shall be 
assigned in accordance with the provisions of the OIG Personnel Policy and Procedures 
Manual, Chapter 100, Section 106, "Probationary Period for Directors and Supervisors."  

D. RELOCATION AND REASSIGNMENT
Teamwork and knowledge of operations are important to an effective organization.  One 
way to improve both is to permit staff members at all levels to learn as much about the 
jobs of others in the OIG as possible.  Although considerable knowledge can be gained 
through periodic meetings and discussions, it is not the same as knowledge gained by 
experiencing the work that others are required and expected to do.  The AIGs and 
Division Directors are encouraged to explore staffing options that broaden the knowledge 
and understanding that OAS staff members have of OIG and Department operations at 
various locations. 

 1. Permanent Relocation.  Employees in one office or Division may request 
permanent reassignment to another office or Division.  Such assignments would involve a 
Permanent Change of Station and are subject to Deputy Inspector General for Audit 
Services (DIGAS) approval. 

 2. Temporary Assignments.  With DIGAS approval, the AIGs or Division 
Directors may request that an employee be detailed on a temporary basis to fill a position 
at another location.  Likewise, employees in one office or Division may request 
assignment to another office or Division on a temporary basis.  Such assignments would 
normally be for 120 days or less and would not involve a permanent change of station.  A 
temporary reassignment of this nature could be particularly opportune when an 
organization has a position vacancy and the replacement is not due to arrive for a period 
of time.   

 3. Career Intern Program Rotation Assignments.  Each auditor hired through 
the Department's Career Intern Program (CIP) is required to successfully complete one 
30-day rotational assignment during their 2-year formal training and development 
program.  Interns will generally serve their rotational assignment in their second year and 
these assignments will only be within the OAS.  Rotational assignments will be 
accomplished through a variety of ways to include working: 

• Within the same division, but at a different geographical location; 

• In another division (can stay in same geographical location); or, 

• On financial statement audits versus performance audits. 

Each AIG is responsible for establishing the details of the individual intern's assignment 
based on the needs of various audit groups and the professional development needs of the 
intern.  Once the assignment has been identified, a written description of the audit work 
and/or duties to be performed will be signed by the intern and the AIGAPA (see 
Appendix A of this Chapter).  At the end of each assignment, a written evaluation of the 
intern's performance will be prepared, signed by the supervisor for whom the intern was 
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working for on the assignment, and used as input for their annual performance rating of 
record (see Appendix B). 

E. PERFORMANCE APPRAISAL PLANS
Responsibilities and procedures for performance evaluations and rating plans are 
provided in the OIG Personnel Policy and Procedures Manual, Chapter 200, Section 201, 
"Performance Appraisal System."  In accordance with this Section, the AIGAPA is 
responsible for ensuring the accuracy of each employee's position description, identifying 
job elements (including critical elements) of the position and setting the standards of 
performance.  OAS' supervisors are responsible for evaluating each of their employee's 
against established standards annually. The OAS also requires at least one mid-year 
progress review for each employee.  

 1. Setting Performance Standards.  Standards are set in accordance with the 
procedures described in the OIG Personnel Policy and Procedures Manual, Section 201 
and must be finalized and in place before the appraisal period can begin.   

 2. Appraisal Periods.  The appraisal period for all employees begins on 
October 1st and ends on September 30th each year.  At least one mid-year progress review 
will be given out each rating period. 

 3.  Mid-Year Progress Review.  The AIGs and Division Directors are 
responsible for ensuring each employee receives a mid-year progress review and that 
their performance is discussed with them.  The employee will sign their mid-year 
progress review which states that they have been provided the opportunity to discuss their 
performance.  The mid-year progress review is submitted to the AIGAPA by the 
established due date. 

 4. Assigning Performance Ratings.  The AIGs and Division Directors are 
responsible for ensuring that an employee's performance rating is discussed with the 
employee, the employee's signature is obtained (unless the employee declines to sign the 
appraisal form), and the appraisal is submitted to the AIGPA by the established due date.  

F. STAFF RECOGNITION
All forms of recognition are to be based on solid achievements by the person being 
honored.  The form of recognition may range from a promotion to a Letter of 
Commendation for a job well done. 

 1. Types of Awards.  The following are some of the types of awards for 
which OAS employees are eligible: 

  a.  Special Act.   This award may be granted for performing extensive 
work outside of audit responsibilities to assist on a special assignment, task, or project 
while continuing with audit responsibilities.  Nominations are made by the AIG or 
Division Director with approval by the AIGPA/DIGAS.  

  b.  Certificate of Appreciation.  This award may be granted for providing 
helpful or thoughtful acts that enhance the morale of the office; taking the initiative to 
perform a beneficial act or service that makes a meaningful difference.  Nominations are 
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made by the Team Leader and approved by the Assistant Director and Division Director 
with concurrence from the AIGAPA.  

  d.  Annual Honorary Awards.  For purposes of recognizing sustained, 
quality audit work, the following annual honorary awards have been established within 
the Office of Audit Services:  

• Deputy Inspector General for Audit Services Award.  To be awarded 
annually to an auditor in grade GS-13 and below who made significant 
contributions during the year to OAS's mission.  Each AIG will submit 
a written nomination for this award.  The final selection will be made 
by the DIGAS.    

• Division Auditor of the Year Award.  To be awarded to one auditor in 
each AIG and division in grade GS-13 and below who made 
significant contributions during the year to the audit mission of the 
division.  Each AIG will submit a written nomination for this award.  
The final selection will be made by the DIGAS.    

• Staff Person of the Year Award.  To be awarded to one non-auditor 
within the OAS who contributes the most during the year to OAS's 
mission.  Each AIG will submit a written nomination for this award.  
The final selection will be made by the DIGAS.  

• Audit Team of the Year Award.  To be awarded to one audit team 
within the OAS who made significant contributions, as a team, to 
OAS's mission.  Each AIG will submit a written nomination for this 
award.  The final selection will be made by the DIGAS. 

 2. Quality Step Increases.  Quality step increases may be granted only to GS 
employees who have permanent or indefinite appointments, whose current rate of pay is 
less than the maximum for their grade, whose current rating of record is "exceeds 
expectations," and who are expected to continue to serve in their current position, or in a 
similar position at the same grade, and at the same level of performance, for at least 60 
days.  A QSI may be granted to an employee in recognition of exceptional performance 
as an alternative to the lump sum performance award.   

G. AUDIT CAREER ADVISORY PANEL
The ACAP advises the DIGAS on certain personnel management matters pertaining to 
OAS assigned staff.  The procedures established for the ACAP are designed to provide an 
equitable, fair, and deliberative approach for identifying and recognizing individuals who 
have performed in a manner worthy of recognition.  For purposes of this policy, 
recognition includes, but is not limited to, promotions to grades 14 and 15, bonuses and 
annual performance awards, and long-term training.  Specific procedures established for 
the ACAP are described below. 

 1. Membership.  Members of ACAP shall include the AIGs and the Division 
Directors.  The AIGAPA shall function as the Executive Director of the ACAP and shall 
arrange for the ACAP meetings and brief the DIGAS.   
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 2. Responsibilities.  The AIGAPA shall ensure compliance with the ACAP 
functions, as described in this chapter.  The ACAP members shall execute their mandate 
in a manner that is fair and equitable to all OAS employees and that ensures mission 
priorities are given adequate consideration.    

 3. Frequency and Place of Meetings.  The ACAP shall meet as often as 
needed to complete its assigned functions.  While desirable, it is not essential that the 
panel meet in person; conference calls are permissible.  The ACAP will arrange to meet 
during every executive workshop.  Although a quorum will consist of three members, it is 
desirable for all members to attend each meeting.  Substitutes are not permitted.  The 
Executive Director shall notify all members of the agenda items in advance of each 
scheduled meeting. 

 4. Advisory Functions.  The ACAP shall function in an advisory capacity 
only.  Its recommendations are not binding.  

  a. Promotions to GS-15.  The ACAP will only consider promotions 
to grades 14 and 15.  The ACAP members are the recommending officials and the 
DIGAS is the selecting official.  The AIGs and Division Directors are the nominating 
officials for non-competitive promotions up to grade GS-13, subject to final approval by 
the AIGAPA.  The candidate's immediate supervisor through the proper supervisory 
channels may make individual recommendations for promotion up to grade GS-13. 

  b. Bonuses and Awards.  The ACAP will consider annual 
performance bonuses and awards at the discretion of the DIGAS, and the DIGAS shall 
either approve or, as appropriate, recommend candidates for awards and bonuses to the 
IG for approval, in accordance with this Manual, applicable OIG Directives, 
Departmental Orders, and the constraints of available funds. 

  c. Training.  Training requests will be processed through appropriate 
supervisory channels for preliminary approval or disapproval and will then be forwarded 
electronically to the AIGAPA for final approval at least 2 weeks prior to start of the 
training.  Pertinent factors include an employee's current duties and responsibilities, 
requirements of generally accepted Government auditing standards, need, cost, workload, 
availability of funds, and the impact on or benefit to OAS's mission.  Once the training 
has been approved, the AIGAPA will forward the request to RM for authorization and 
final processing.  An electronic confirmation will be sent to the employee once RM has 
processed the request and enrolled the employee in the training. 

 5. Communicating With Employees.  Supervisors at all levels are to maintain 
effective and frequent communications with employees to assist them in their career 
development.  Employees are to obtain information concerning status of personnel action 
concerning promotions, awards, bonuses, training, etc., through their appropriate 
supervisory channels.  Personnel assistance and information or guidance concerning 
personnel matters--such as job qualifications, grievances, counseling, equal opportunity, 
training, performance appraisal procedures, rules, regulations, policies and procedures--
may be obtained from AIGRM's Human and Administrative Resources Division.                                             
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H. EMPLOYEE ADVOCATE PROGRAM

The OAS Employee Advocate Program was created as a means of focusing on and 
resolving issues associated with cultural and gender differences and for personnel with 
special needs.  The five key objectives of the program are to: (1) foster a diversity 
understanding and respect in the OAS; (2) prevent sexual harassment and discrimination; 
(3) promote the recruitment, development, and retention of a diverse workforce; (4) avoid 
bringing discredit and embarrassment to the office; and, (5) provide confidential advice 
and assistance to employees.  Employee representatives are located in various field 
offices to assist in carrying out the goals of the program.  Employees are encouraged to 
contact any of the representatives when the need arises.  Each fiscal year, the DPA will 
notify OAS employees who the employee advocates are for the upcoming year. 

I. SENIOR EXECUTIVE SELECTIONS.   
The Assistant Inspector Generals within the OAS will be involved in the selection 
process of OAS SES positions as follows: 

1. When the vacancy announcement closes for the SES position, a panel of 
Senior Executives, usually consisting of the AIGAPA and two other SES 
members from outside the OAS, will review the applications to evaluate 
and score each applicant. 

2. The OIG Human Resources (HR) office will determine the "cut-off" point 
based on the scores and prepare a Certificate of Eligibles (Cert).  The Cert 
will be provided to the AIGAPA. 

3. The AIGAPA will set up interviews with all candidates on the cert.  The 
initial interviews will be conducted by the OAS AIGs, to include a written 
exercise (working on an audit report), and a discussion on how each 
candidate would handle various personnel scenarios presented to them. 

4. After the initial interviews have been completed, the AIGs will make a 
recommendation to the DIGAS on who they believe is the best qualified 
for the position and provide written documentation on the results of the 
initial interview process.  The AIGs recommendation is advisory and is 
not binding. 

5. The DIGAS will review the applications for each candidate and the 
written documentation provided by the AIGS on their recommendation for 
the position.  The DIGAS will then conduct final interviews with each 
candidate, document his decision and make his/her recommendation to the 
Inspector General. 

6. The Inspector General is the selecting official for all SES selections.    
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Intern Rotation Assignment 
 
 

 
Name of Intern:  ___________________ 
 
Duty Station:  _____________________ 
 
Location of Assignment:  ____________________ 
 
Dates of Assignment:  ______________________ 
 
 
 
Briefly describe the audit work and/or duties to be performed during rotational assignment: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
___________________________________________________________________________________ 
Signature of Division Director: Date: 
 
 
 
___________________________________________________________________________________  
Signature of Intern:  Date: 
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Intern Rotation Assignment Evaluation  

 
 
Name of Intern:  ________________________ 
 
Supervisor:  ___________________________ 
 
 
Provide an overall evaluation of the intern's performance during their assignment (identify strengths and 
weaknesses, and make any recommendations for improvement, etc.) taking into account the following 
performance elements: 
 

• Audit Planning 
• Data Gathering & Analytical Skills 
• Written Communication 
• Oral Communication 
• Working Relationships 
• Organizational Support 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
**************************************************************************************************** 
 
 
 
_____________________________ 
I acknowledge that I have reviewed and been provided the opportunity to discuss the evaluation of my performance during my 
rotational assignment.   
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CHAPTER 23 

TRAVEL

A. SCOPE OF CHAPTER
This chapter provides a brief summary of responsibilities, policies, and procedures for 
approving and conducting the official travel of Office of Audit Services (OAS) 
personnel. 

B. GENERAL POLICY AND CONTROL
The Federal Travel Regulation (FTR) is the Department of Energy (Department's) 
principal source for policies and procedures on employee travel and relocation matters.  
Provisions of Department of Energy Order 552.1A, "Travel Policy and Procedures," and 
Department Travel Manual DOE M 552.1-1A, that require discretionary action by the 
Department (e.g., delegations) or that cover topics not addressed in the FTR (e.g., 
relocation services requirements) remain in effect until superseded.  Also, memoranda 
issued by the Departments' Office of the Chief Financial Officer (CFO) that modify or 
clarify travel and relocation guidance will be followed.  The Assistant Inspector General's 
(AIGs) within the OAS and Division Directors are responsible for ensuring that travel 
necessary to accomplish OAS's mission is properly approved, is conducted in an effective 
and economical manner, and complies with the travel procedures contained in the FTR 
and Department Order, as appropriate.  Travelers also bear responsibility for ensuring 
that they comply with prescribed travel procedures.   

1. Travel Administration.  The Assistant Inspector General for Resource 
Management (AIGRM) is responsible for: 

• Issuing credit card applications; 

• Providing a monthly report on travel expenditures to the 
AIGAPA; 

• Initiating and coordinating all Permanent Changes of Station 
for Office of Inspector General (OIG) personnel; and, 

• Advising OIG employees of any changes to the travel 
regulations, travel authorizations, vouchers, and credit cards. 

 2. Approving Travel.  The AIGs, Division Directors, and Assistant Division 
Directors are responsible for ensuring that travel authorizations are properly prepared 
using GovTrip, approved by the appropriate supervisor, and submitted in a timely 
manner.  They are also responsible for ensuring that OAS's travel funds are managed in a 
prudent and efficient manner. 

Travel authorizations should be submitted electronically at least five working days prior 
to the start of travel.  When received, either the AIG/Division Director or one of the 
Assistant Division Directors will sign the authorization electronically.  
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Travel cards are to be used for official government travel only.  Travel advances obtained 
through an automatic teller machine (ATM) should not exceed expected expenditures.  
ATM advances are only authorized when on travel or shortly before approved travel is to 
start. 

 3. Reimbursement for Travel.  Reimbursement for all travel expenses will be 
in accordance with the FTR.   

  a. Responsibilities.  It is the employee's responsibility to ensure that 
all claims for expenses are actually incurred in the performance of official business and 
that it was performed in the most efficient and economical manner.  In addition, the 
employee is responsible for promptly paying their government credit card bill each month 
whether or not reimbursement has been received for the travel.  Overdue unpaid bills or 
continuous late payments could result in suspension or cancellation of your government 
travel card.   

  b. Travel Vouchers.  Employees shall prepare vouchers using 
GovTrip and submit them electronically within 5 workdays after completing the trip or 
every 30 days if the employee is on continuous travel status.  It is the employees 
responsibility to pay for all charges made on their government travel card by the stated 
payment due date regardless of whether the employee has received reimbursement from 
the Department. 

  c. Local Travel.  Reimbursement claims for local travel expenses will 
be prepared using GovTrip and must include a statement regarding the purpose of the 
travel.  These claims may be submitted as incurred for amounts over $25.  Claims for 
amounts under $25 should be submitted on a monthly basis. 

C. TRAVEL PROCEDURES
Because of the extensive nature of prescribed travel procedures in the FTR and 
Department Order 552.1A, they are generally not repeated in this Manual.  Each OAS 
office should have a copy of the FTR and Department Order 552.1 and be familiar with 
its contents.  Although not a comprehensive listing, the following items are provided to 
remind travelers of particularly relevant Federal or Department policies that may apply to 
them while they are in a travel status. 

 1. Auto Accidents.  Travelers involved in an accident resulting in personal 
injuries or property damage while driving a privately-owned, government-owned, or 
rented vehicle on official business shall, unless incapacitated, immediately notify their 
AIG or Division Director of the accident.  They are also responsible for preparing (1) a 
Standard Form 91, "Operator's Report of Motor Vehicle Accident," and (2) Form CA-1, 
"Federal Employees Notice of Traumatic Injury and Claim," and forwarding these items 
to their Division Director in an expeditious manner. 

 2. Local Travel.  Travel authorizations are not required for travel performed 
within a 50-mile radius of an employee's official duty station.  In addition to the use of a 
privately-owned vehicle and other local transportation costs, telephone calls, faxes, 
registration fees, parking expenses, etc., are claimed on local travel through GovTrip.  
Local travel is not to be used to obtain supplies and other items that should go through a 
procurement process.  Travel authorizations may be issued for travel within the local area 
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when an employee is to remain away from home overnight, or to attend conferences or 
meetings that require the payment of a registration fee of $50 or more.  Local travel 
expenses will include only those expenses necessary for the performance of official 
duties.  Mileage or other local transportation costs between an employee's home and 
temporary duty sites may be claimed to the extent it exceeds the normal commute 
between home and official duty station.  For purposes of computing normal commuting 
costs, car pool members may divide their commuting mileage by the number of regular 
members in the car pool.  Travel between work sites will be by Department shuttle or 
local transportation, whenever practicable.  The use of taxis for such travel will be on an 
exception basis only, and must be justified by the traveler. 

 3. Phone Calls.  Travelers are authorized to make brief long distance calls to 
their family or residence when in a travel status for at least two nights.  The maximum 
number of calls that may be authorized is an average of one per day, with the maximum 
amount that may be approved for reimbursement to be $12 per trip, or each consecutive 
7-day period of a single trip, not to exceed a cost of $4 a call.  Travelers are also 
authorized to make long distance calls to notify their families of transportation delays or 
changes in their travel schedule. 

 4.  Laundry and Dry Cleaning.  Laundry, dry cleaning, and pressing expenses are 
now a separate allowable expense; however, the traveler must incur a minimum of 
four consecutive nights lodging on official travel to qualify for reimbursement.  The 
traveler will be reimbursed up to $5.00 for each night of official travel where lodging is 
claimed, up to a total of 30 calendar days for any TDY assignment.  Travelers on 
extended TDY will not be entitled to this allowance after the first 30 calendar days and 
employees executing a Permanent Change of Station are not eligible for this 
allowance. 

 5. Receipts.  Travelers shall obtain and submit receipts for all expenditures in 
excess of $75 plus any applicable tax.  However, receipts for the purchase of gasoline 
used in rental cars require a receipt regardless of the amount. 

 6. Rental Cars.  Travelers obtaining rental cars are reminded that the 
Government will not pay or reimburse employees for the cost of the collision damage 
waiver or collision damage insurance available for an extra fee in commercial rental 
contracts.  If this fee is automatically added, it is the traveler's responsibility not to incur 
the charge since Government rate agreements already include full comprehensive and 
collision coverage. 

 7.  Taxes on Lodging.  Lodging taxes will be reimbursed separately based on 
the actual taxes paid by the traveler and will be claimed and itemized as miscellaneous 
expenses.  

8. Tax Exemption Certificates.  There are some locations that offer specific 
exemptions to individual Federal employees for payment of State and local lodging and 
occupancy taxes.    The web site for information on State exempt listings can be found at 
www.gsa.gov – select policy, then select travel, then select State tax rates and exempt 
forms.  Federal employees on official travel should claim an occupancy tax exemption in 
those jurisdictions where a specific exemption exists.  Claims are to be made in 
accordance with the procedures required by the tax jurisdiction.  OAS employees are 
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instructed not to attempt to use makeshift tax exemption forms or to claim exemptions to 
which they are not entitled.  By using the link listed above, authorized tax forms are 
available for each state that offers exemptions. 

 9.  Reduction of Per Diem.  An appropriate deduction will be made to per diem 
when meals are provided, while attending conferences, training courses, etc., as part of 
the registration fee.  Meals provided by common carrier (airline or train), or a 
complimentary meal provided by a hotel/motel does not affect your per diem and, 
therefore, need not be deducted on your travel voucher. 

 

D.  COMPENSATORY TIME FOR TRAVEL.   

The Federal Workforce Flexibility Act of 2004 authorized a new form of compensatory 
time off for time spent by an employee in a travel status away from the employee's 
official duty station when such time is not otherwise compensable.  All OAS employees, 
with the exception of SES members, are eligible for comp time off for travel.  Travel 
status includes only the time actually spent traveling between the official duty station and 
a temporary duty station, or between two temporary duty stations, and the actual waiting 
time (up to 2 hours) that precedes or interrupts such travel.  The time begins when the 
employee is physically in the terminal, including waiting in line to check in, but not time 
in the parking lot or traveling from the parking lot to the terminal.  Wait time for a 
delayed or cancelled flight or train is credited for non-duty hours up to the time that the 
employee is notified of the cancellation, but no more than 2 hours, reduced by any time 
for bona fide meal periods, rest and/or sleep, or personal use, e.g., shopping in a terminal.  
Employees must deduct the normal home-to-work commuting time from the creditable 
travel time.   

Comp time for travel must be reported by the date that an employee's travel voucher is 
completed.  Employees must provide adequate documentation to his or her supervisor for 
all non-duty comp time for travel hours claimed (see Appendix C of Chapter 21).  To use 
any credited comp time for travel, employees must request permission from his or her 
supervisor to schedule the use of accrued comp time off for travel in accordance with 
established OIG policies and procedures.  Comp time for travel must be used by the end 
of the 26th pay period after the pay period in which it was credited or the employee must 
forfeit such compensatory time off.  
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CHAPTER 24  

TRAINING AND PROFESSIONAL DEVELOPMENT

A. SCOPE OF CHAPTER
This chapter provides detailed policies and procedures for the professional development 
and training of Office of Audit Services (OAS) employees.  It describes the procedures 
for achieving compliance with generally accepted Government auditing standards dealing 
with training.  Of equal importance, however, is OAS's goal to provide training 
opportunities that meet specific needs and contribute directly to attaining individual and 
organizational excellence.  To meet this goal, the OAS has developed a Professional 
Development Training Program (Training Program) that gives priority to compliance 
with Government Accountability Office (GAO) auditing standards and any other 
statutory or regulatory training requirements.  OAS's Training Program will provide the 
training and professional development necessary for auditors to: (1) meet the GAO's 
yellow book continuing professional education (CPE) requirements; (2) maximize their 
knowledge, skills, and abilities; (3) remain current in the audit profession; and, (4) 
develop supervisory and management skills and professional growth.  The Training 
Program is a coordinated approach to professional development, including formal 
training, on-the-job training, and an individual development plan. 

B. TRAINING REQUIREMENTS
To comply with generally accepted Government auditing standards, auditors performing 
work under generally accepted Government auditing standards, including planning, 
directing, performing fieldwork, or reporting on and audit or attestation engagement, 
need to maintain their professional competence through CPE.  Therefore, each auditor 
should complete, every 2 years, at least 80 hours of CPE that directly enhances the 
auditor's professional proficiency.  At least 24 of the 80 hours of CPE should be in 
subjects directly related to Government auditing, the government environment, or the 
specific or unique environment in which the audited entity operates.  Also, at least 20 
hours of the 80 should be completed in any 1-year of the 2-year period.   

C. TRAINING REFERENCES
The training requirements outlined in this chapter deal primarily with policy and 
procedures incident to the Government auditing standards.  OAS staff should also be 
aware, however, of the following additional criteria. 

 1. Departmental Training Order.  DOE Order 360.1B, "Federal Employee 
Training," provides Departmental policies and responsibilities for employee development 
and training programs and activities. 

 2. Office of Inspector General (OIG) Manual.  OIG Personnel Policy and 
Procedures Manual, Chapter 800, Section 802, "Training and Development," defines 
responsibilities and sets procedures for implementing the OIG employee development 
and training program.  This manual discusses the role of the Assistant Inspector General 
for Resource Management (AIGRM) and the Director of Human Resources (HR).  The 
Director's responsibilities include: 
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• Interpreting Office of Personnel Management (OPM) and Department 
policy issuances and directives regarding training; 

• Providing advisory services to OIG supervisors, managers, and other 
employees on the full range of training matters; 

• Providing oversight for all administrative aspects associated with training; 
and, 

• Informing employees promptly of approval/disapproval of training 
requests. 

D. RESPONSIBILITIES FOR TRAINING AND CONTINUING EDUCATION
Assuring compliance with CPE requirements requires a multi-tiered approach involving 
the individual auditor, their supervisors, and the Assistant Inspector General for Audit 
Planning and Administration (AIGAPA).  The responsibilities of each are detailed below. 

 1. Auditors.  Each auditor is expected to seek--and successfully complete--
training appropriate to his or her grade level, experience, likely audit areas, and personal 
development goals.  Auditors should discuss their training needs and preferences with 
their supervisors.  To formalize this process, auditors must annually (by September 30) 
complete an Individual Development Plan (IDP) detailing desired training.  Examples of 
development objectives that could be identified are:  (1) attaining professional 
certification; (2) gaining expertise in a relevant functional area (e.g., procurement); or, (3) 
increasing knowledge in a relevant program area (e.g., solar energy).   

IDPs should be prepared and approved using the Department's Corporate Human 
Resources Information System (CHRIS).  Each employee's CHRIS account can now be 
accessed through our Employee Self Service website (http://mis.doe.gov/ess) without 
entering a separate password.  Each auditor should submit the IDP electronically to their 
Assistant Division Director.  After reviewing the IDP, the Assistant Division Director 
will electronically sign and forward a hard-copy of the IDP to their Division Director and 
the AIGAPA.  IDPs serve the dual purpose of encouraging auditors to plan their 
individual development and allowing the OIG to fulfill its obligation to annually assess 
training needs. 

IDPs are intended to be a tool to help auditors plan and develop their careers.  They are 
intended to help identify training needs.  While requested training should usually be 
identified in or directly related to the objectives established in the IDP, this will not 
always be the case.  Training requests will not be denied simply because the requested 
course is not specifically identified in the IDP; however, no training will be approved 
unless an IDP has been submitted. 

Auditors are also responsible for retaining documentation for each course or training 
program completed.  Although their Division and the AIGAPA will maintain some 
information on courses taken and progress toward meeting CPE requirements, ultimate 
responsibility for documenting participation in training will reside with the individual 
auditor.  Acceptable documentation includes records of course grades, outlines and 
evidence of attendance, or certificates of completion from program sponsors.  GAO 
guidance states that CPE records should be maintained for an appropriate period of time 
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to satisfy legal and administrative requirements.  OAS auditors, for their own benefit and 
future reference, should probably retain the information indefinitely. 

 2. Supervisors.  Supervisors are expected to take a proactive role in the 
training and development of the auditors who report to them.  As part of the IDP process 
and throughout the year, supervisors should (1) act as an advocate for the auditor, 
suggesting goals and training beneficial to the individual; and, (2) represent the interests 
of OAS, encouraging the development of skills and abilities that are critical to the office.  
Supervisors should also help auditors identify areas of needed improvement and suggest 
training in those areas.  Although not mandatory, auditors and supervisors may wish to 
discuss and revise IDPs as part of mid-year progress reviews. 

 3. Division Training Coordinators.  Each AIG/Division Director will appoint 
a Training Coordinator who will be responsible for: 

• Maintaining up-to-date IDPs for every auditor in the division;  

• Assuring that the Training Information Management System (TIMS) is 
accurate for all auditors and periodically submitting TIMS reports to the 
AIGAPA (TIMS is discussed below); and,  

• Acting as principal liaison between the AIG/Division and the AIGAPA for 
all matters related to training. 

 4. Headquarters Coordination.  The Office of the AIGAPA functions as the 
training coordinator for all auditors and as the liaison between the AIGs/Divisions and 
AIGRM.  In addition, the AIGAPA monitors, through periodic TIMS reports from the 
field, the progress of all OAS auditors toward complying with CPE requirements.  The 
AIGAPA will also periodically review CPE tracking procedures and documentation to 
assure compliance. 

E. TRAINING REQUEST PROCEDURES
To the extent feasible, considering budget constraints and office priorities, OAS will 
provide financial support for relevant training.  The following procedures should be 
followed in requesting such training. 

 1. Training Request Form.  At least 3 weeks prior to the scheduled start date 
of desired training, the employee should initiate a training request in CHRIS.  After 
completing and saving the training request, it will be electronically transmitted to the 
employee's appropriate supervisor.  The supervisor will be responsible for transmitting 
the training request to the AIGAPA.  The AIGAPA will notify each employee, via 
electronic mail, when their training request has been approved and forwarded to RM for 
processing.  Backup information (brochures, etc.) about the course should be faxed to the 
AIGAPA at the same time the training request is entered into CHRIS.  

 2. Travel Arrangements and Registration.   After the employee receives an 
electronic confirmation of enrollment in the requested course from AIGRM, necessary 
hotel/motel, rental car, and transportation arrangements can be made.  Course registration 
is AIGRM's responsibility, acting on the AIGAPA's approval of the training request. 
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 3. Cancellations.  The Training Coordinator will notify the AIGAPA by 
electronic mail of cancellation of employee's attendance at previously scheduled training, 
and the reason for cancellation. 

F. TRAINING REQUIREMENTS AND RECORDS

Requirements for obtaining and recording training or other CPE are described below. 

 1. Recording Training for Credit.  Upon completion of the training, the 
auditor should submit a copy of the training evaluation or certificate to their Training 
Coordinator.  The Training Coordinator will then assure that CPE credit is recorded in 
TIMS and file the training evaluation form or certificate in the office.   

 2. Training Information Management System.  TIMS is a database that 
maintains information on training and professional development activities in order to 
ensure that OAS training policies and CPE requirements are met.  TIMS accumulates 
information only on completed training.   

Each AIG/Division office must implement a system to ensure that required training 
information is entered into TIMS in a timely manner.  Training Coordinators are 
responsible for assuring that TIMS is current and accurate for their AIG/division.  A 
recommended approach is for employees to submit a completed training evaluation form 
signed by themselves and their supervisor or a training certificate to the Training 
Coordinator immediately following completion of the training.   

 3. Training History Records.  In order to better assist auditors in choosing the 
appropriate training over the years, Training Coordinators may choose to track, on a 
long-term basis, training that has been accomplished by each auditor.   

 4. Measurement Period.  The measurement period for meeting Yellow Book 
CPE requirements runs on a 2-year cycle.  An initial period began October 1, 2004, and 
ran until September 30, 2006, with subsequent periods every 2 years thereafter. 

 5. Deficiency Make-Up.  A deficiency in meeting the CPE requirements 
should be rare.  However, should such a deficiency occur, GAO's guidance is that the 
auditor will have 2 months immediately following the 2-year period to make up the 
required hours.  Any CPE hours completed toward a deficiency in one period may not be 
counted toward the requirements for the next 2-year period.  GAO guidance states that 
auditors who, after the 2-month grace period, still have not satisfied the CPE 
requirements will not be permitted to participate in audits until those requirements 
are satisfied. 

 6. Requirements for Newly Employed Auditors.  Auditors who have been 
employed by OAS for less than 6-months of a given 2-year period are not required to 
obtain a minimum number of CPE hours.  However, auditors who have been employed at 
least 6-months, are required to earn a prorated number of CPE hours.  The number of 
prorated hours is based on the number of full 6-month intervals remaining in the 2-year 
period for both the 24 and 80 CPE hour requirements.   

 7. Determining What Qualifies for Credit.  GAO has interpreted CPE 
programs as structured educational activities designed to maintain or enhance 
participants' knowledge and skills in areas applicable to the discipline in which they 
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work.  The interpretation states that auditors should have wide latitude in selecting 
suitable CPE.  According to GAO, the following types of training may be acceptable: 

• Internal training programs; 

• Audit organization staff meetings when a structured educational program is    
presented; 

• University and college courses; 

• Education and development programs presented at conferences, conventions, 
meetings, seminars, and workshops of professional organizations; 

• Training programs presented by other audit organizations, educational 
organizations, foundations, and associations; 

• Correspondence courses for which registration is required and evidence of 
completion is provided by the sponsor; 

• Courses given through audio tapes, video tapes, and computers; and, 

• Other professional activities, such as speaking, teaching courses that qualify 
for CPE, and publishing articles that contribute directly to the author's 
professional proficiency. 

GAO offers the following guidance on training: 

a. Number of Hours Granted.  Most sponsoring organizations will 
recommend the number of hours of CPE credit to be granted for a given training 
program.  Where this is not the case, GAO's guidance is that 1 CPE hour should be 
granted for each 50 minute "contact hour" of participation in qualified training.  For 
university and college courses, each semester hour equals 15 CPE hours; each quarter 
hour equals 10 CPE hours.  Training coordinators should seek guidance from the 
AIGAPA where there is a question regarding hours to be credited. 

b. 80-Hour Requirement.  Examples of subjects and topics that may 
maintain or enhance auditor's knowledge and skills in areas applicable to the discipline in 
which they work include:  accounting principles and standards; analytical procedures; 
assessment of internal controls; audit methodologies; audit risk and materiality; audit 
standards; compliance with laws and regulations; budgeting; computer science; 
contracting and procurement; cost accounting; data analysis; economics; evaluation 
design; financial management; financial reporting; forecasts and projections; industrial 
engineering; interviewing techniques; mathematics; operations research; oral and written 
communication; pension accounting; principles of management and supervision; 
probability; productivity; program evaluation; public administration; public finance; 
public policy and structure; quality control; report writing; social sciences; sampling; 
taxation; and workpaper preparation. 

c. 24-Hour Government Requirement.  Examples of subjects and topics 
that may maintain or enhance the auditor's knowledge and skills to audit in the 
Government environment include:  Government accounting principles; budgeting; 
procurement and contracting in Government; legislative policies and procedures; effects 
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of current economic conditions on Government operations; relevant laws and regulations; 
and Government program and service performance measurement and reporting. 

 8.   CPE for Team Leader Meetings.  CPE for Team Leader meetings will be 
limited to presentations of on-going and/or completed audits that would enhance the 
auditor's knowledge of audit areas within the Department.  The maximum number of 
CPE hours that can be received in 1 year for attending Team Leader meetings is 16 CPE.  
To document CPE earned at Team Leader meetings, the following documentation is 
required and should be kept on file at the AIG/Division office, (1) an agenda or outline 
prepared in advance that includes: name of instructor(s); subjects/topics covered; date 
and time of the program; amount of CPE hours; and, program's learning objective; (2) 
evaluations of the program obtained from the participants; and, (3) names of those who 
attended.     

G. WRITING ASSESSMENT PROGRAM 

To assure that our auditors become comfortable and confident professional writers, OAS 
has instituted an in-house writing assessment program.  Entry level auditors progress 
through the professional development curriculum's required writing courses--and, as 
needed, personalized instruction.   Before they can be considered for promotion to GS-12, 
auditors must demonstrate to their AIG/Division Director that they have mastered OAS's 
professional writing standards, including the deductive writing style.   

Each AIG/Division Director is responsible for ensuring auditors have demonstrated their 
deductive writing competency prior to recommending promotion to GS-12.  Successful 
demonstration of writing competency is a requirement for, but does not guarantee, 
promotion to GS-12. 

H. PROFESSIONAL CERTIFICATION
Professional certification, such as Certified Public Accountant (CPA), Certified Internal 
Auditor (CIA), and Certified Information Systems Auditor (CISA), is a mark of 
professional excellence and stature for auditors and for the audit organization.  Auditors 
are strongly encouraged to pursue certification.  OAS will assist auditors in attaining 
certification as described below. 

 1. Payment for Review Courses.  Subject to the availability of funds, OAS 
will pay the cost of an approved review course, including tuition, fees, books, and course 
materials after an auditor has been with the OAS for at least 1 year.  (Note: Travel 
expenses will not be reimbursed).  Such courses must be completed on the employee's 
off-duty time.  For auditors who have been employed by OAS less than 1 year, payment 
for review courses requires approval by the AIGAPA and is contingent upon the 
completion of a continued service agreement.  OAS will pay for such courses once per 
auditor, and the auditor is required to sit for the next scheduled examination after 
completing the course. 

 2. Leave for Taking Examinations.  The OAS will authorize up to 2 days of 
administrative leave for each certification exam taken.  Each exam can only be taken 
administratively one time.     
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 3. Requirements for Certified Public Accountants.  Auditors who hold CPA, 
CIA, CISA, etc., licenses should be aware that meeting CPE requirements may or may 
not satisfy State-licensing agencies.  OAS will provide reasonable assistance, subject to 
availability of funds, to certified auditors to help them meet licensing requirements.  
However, OAS is not obligated to provide such funds to employees. 

I. TRAINING FOR NON-AUDITORS

Although there are no specific educational requirements that have to be met by non-
auditors, OAS policy is that relevant training opportunities be encouraged and made 
available to all staff.  Secretaries, administrative support personnel, and other specialists 
are extremely valuable resources without whom OAS could not function effectively.  
AIG and division offices should design and implement procedures to assure their non-
auditor staff members receive relevant professional education.  The Office of the 
AIGAPA will also be involved in this process, identifying appropriate external training 
sources and periodically scheduling in-house training opportunities. 

J. EXTERNAL STAFF QUALIFICATIONS

If contracted audit services or other external staff is utilized on an audit, it will generally 
be the contractor's responsibility to assure that the assigned staff has the requisite 
qualifications and training.  However, OAS will consider the experience, training, and 
qualifications of contractor audit personnel when selecting contract audit services and in 
assigning tasks or audits to the contractor.  In addition, external auditors selected to 
perform financial statement audits that lead to an expression of an opinion must have the 
following qualifications: 

• The auditors should be proficient in the appropriate accounting principles 
and standards and in government auditing; and, 

• Public accountants engaged to conduct audits should be (1) licensed CPAs 
or persons working for a licensed CPA firm, or (2) public accountants 
licensed on or before December 31, 1970, or persons working for a public 
accounting firm licensed on or before December 31, 1970. 

See Chapter 5 of this manual for additional discussion on staffing considerations. 
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